BY
Yaseen Barkat Ali Kalhoro
Email

Gh_yaseen2006@yahoo.com

Contact # no

0321-3411022


mailto:Gh_yaseen2006@yahoo.com

used for a Class or asingle Method. Only areference to aclass or acall of the
method will request the CLR for Filel OPermission.

Table 12.2 Continued

Membership Condition Description
Security ¢ Chapter 12 565

Asthe syntax already suggests, by using <> this code is not treated as ordinary
code. In fact, as you compile the code to an assembly, these lines are

extracted and placed in the metadata part of the assembly.This metadatais
checked at different points, such as during the load of the assembly or when a
method in the assembly is called. Using declarative security, you can demand,
request, or even override permissions before the code is even executed. This gives
you a powerful security tool during the development of the code and assemblies.
However, this means that you must be aware of the kind of permissions you need
to request and/or demand for your code.

The second method is imperative security, which becomes a part of your code
and can make permission demands and overrides. It is not possible to request
permissions using imperative security because that makes it unclear at what point
a specific permission is needed and at what point it is no longer needed.That is
why permission requests are related to identifiable units of code.Y ou may want to
use imperative security to check if the caller has a permission that is specific for a
part of the code. For example, just before a conditional part of the code (this may
even betriggered by the role-based security) wantsto access afile or aRegistry
key, you want to check if the caller has this Filel OPermission or RegisteryPermission.

The VB.NET syntax of the imperative security is code looks like this:
Di m Per m ssi onChj ect as New Perm ssion()
Per m ssi onQbj ect . Dermand()

Here is an example:
Di m CheckPerm ssion as New Fil el OPerm ssi on()
CheckPer m ssi on. Demand()

The permission object is valid only for the scope on which it is declared, and

it will be automatically discarded at the time the code returns to a higher scope.

During this scope, imperative security demands and overrides overrule the permissions
demanded with a declarative security statement.

Having discussed declarative and imperative security, it istime to take alook

at how you can use thisto request, demand, and override permissions.

Requesting Permissions
Requesting permissions is the best way to create a secure application and prevent

possible misuse of your code by malicious code. As mentioned before, based on
the evidence an assembly hands over to the CLR, and then a permission set is
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determined, using security policies. These security policies are constructed independently
from the permissions an assembly needs. Of course, if you fully trust an

assembly, you can grant it all the permissions it needs. An assembly can be granted
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more permissions than it actually needs. Requesting permissions is not asking for
more permissions than you are granted, based on the security profile, but
refraining from granting permissions the code does not need. By now you have
probably started to wonder what the use of requesting permissions is if the security
policy decides what permissions are available to the assembly. The term available
implies two issues:

_If an assembly requests more permissions than it is granted, based on the
security policy, it will not be loaded and/or the code will not be executed.
Instead, the CLR will throw an exception

_If an assembly requests less permissions, it protects itself from misuse of

these additional permissions somewhere up or down the calling chain.
Requesting permissions is a characteristic of proper .NET applications and
demands from the developer a good understanding of the use of permissions
related to the code he writes. Because you can only request permissions by using
declarative security, you can first write and test the code and then add the permission
requests later. This can make the development process easier, saving you the
hassle of constantly having to consider permission requests for unfinished code.
There are three types of permission requests:

_RequestM inimum Defines the permissions the code absolutely needs

to be able to run. If the RequestMinimum permission is not part of the

granted permission set, the code is not allowed to run.

_RequestOptional Defines the permissions the code may not necessarily

need to be able to run but may need in certain circumstances. If

the RequestOptional permission is not part of the granted permission set,

the codeis till allowed to run, however, you need the codeto be able to

handle the situation in which the permission is needed but not granted,

thus handling exceptions.

_RequestRefuse Defines the permissions the code will never need and

which should not be granted to the assembly. By refraining from certain
permissions you prevent malicious code or unstable code from misusing

these permissions.

Security ¢ Chapter 12 567

After the code is completed and you compile assemblies, you should get in
the practice of making a minimum, optional, or refuse request for every permission
(aslisted in Table 12.3), based on the permissions needed by the code.
Eventually you can make it more specific to relate it to classes or members.
Besides the fact that you can create secure assemblies, it is also agood way of
documenting the permissions related to your code.

Table 12.3 The Default Permission Classes Derived from the
CodeAccessPermission Class

Permission

Permission Class Type Description

DirectoryServicesPermission Resource Controls access to the
System.DirectoryServices classes

DnsPermission Resource Controls access to the DNS

servers on the network
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EnvironmentPermission Resource Controls access to the user
environment variables

EventLogPermission Resource Controls access to the event

log services

FileDialogPermission Resource Controls access to files that are
selected through an Open

File... dialog

FilelOPermission Resource Controls access to files and

directories

IsolatedStorageFilePermission Resource Controls access to a private
virtual file system related to the

identity of the application or

component

MessageQueuePermission Resource Controls access to the MSMQ
services

OleDbPermission Resource Controls access to the OLE DB

data provider and the data

sources associated with it

PerformanceCounterPermission Resource Controls access to the performance
counters of Windows

2000 (or NT)

PrintingPermission Resource Controls access to printers
ReflectionPermission Resource Controls access to metadata

types

Continued
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RegistryPermission Resource Controls access to the registry
SecurityPermission Resource Controls access to
SecurityPermission such as

Assert, Skip Verification, and

Call Unmanaged Code

ServiceControllerPermission Resource Controls access to services on
the system

SocketPermission Resource Controls access to socket that

are needed to set up or accept

a network connection

SqlClientPermission Resource Controls access to SQL server
databases

UlPermission Resource Controls access to Ul functionality,
such as Clipboard

WebPermission Resource Controls access to an Internetrelated
resource

PublisherldentityPermission Identity Permission is granted if the
evidence publisher is provided

by the caller

SiteldentityPermission Identity Permission is granted if the
evidence site is provided by

the caller

StrongNameldentityPermission Identity Permission is granted if the
evidence strong name is
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provided by the caller

UrlldentityPermission Identity Permission is granted if the
evidence URL is provided by

the caller

ZoneldentityPermission ldentity Permission is granted if the
evidence zone is provided by

the caller

Now let’s look a some examples of the different types of requests:
<assenbly: SecurityPerm ssionAttribute(SecurityAction. RequestM ni num _
Fl ags : = SecurityPerm ssi onFl ag. Control Pri nci pal ) >

Table 12.3 Continued
Permission

Permission Class Type Description
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In order for this assembly to run, it needs at least the permission to be able to
manipulate the principal object.This isa permission you would give only to an

assembly that you trust.
<assenbly: SecurityPerm ssionAttribute(SecurityAction. RequestM ni num _
Control eEvi dence : = True)>

In order for this assembly to run, it needs at least the permission to be able to
provide additional evidence and modify the evidence as provided by the CLR.

Thisisapowerful permission you would give only to fully trusted assemblies.
<Fi | el OPerm ssi onAttribute(SecurityAction. Request Optional, _
Wite := "C\Test\*.cfg")> Public dass d assAct

The ClassAct class requests the optional permission to be able to write to files
inthe C:\Test directory with the extension .cfg. If the security policy permits
FilelOPermission, this restricted request is given. If the FilelOPermission is not

granted, then any subsequent write to a CFG file in C:\Test will fail.

<assenbly: Fil el OPerm ssi on(SecurityAction. Request Refuse, Unrestricted
;= True) >

The assembly refuses the Filel OPermission, even if the security policy grants
this permission. If you used this request in combination with the previous
example, and the security policy grants Filel OPermission, only ClassAct will get
this restricted FilelOPermission, and the rest of the code in the assembly will not

have any FilelOPermission.
<assenbly: Fil el OPerm ssi on(SecurityAction. Request Refuse, _
Al :="C\Wnnt\SystenB2\*.*")>

The assembly refuses only Filel OPermission to the access of filesin the
C:\Winnt\System32 directory. If the security policy grants this permission, the
assembly can access all files, except for the one in the stated directory.

Instead of making requests for every code access permission, you can also
request one of the following named permission sets: Nothing, Execution, Internet,
Locallntranet, SkipVerification, and Full Trust.Y ou can do this by issuing the

following request:
<assenbly: Perm ssionSet Attribute(SecurityAction. RequestM ni mum _
Name : = NanmedPer m ssi onSet ) >
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Another way of requesting more code access permissions in one statement is
by using XML -coded permission sets:
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<assenbly: Perm ssionSet Attribute(SecurityAction. RequestM nimum File
= "Filenanme. xm ") >

Demanding Permissions

By demanding permissions, you force the caller to have a specific permission it
needs to execute the code. If the caller hasthis request, it is very likely that he
obtained it by requesting it at the CLR.As we discussed before, a permission
demand triggers a security stack walk. Even if you do not perform these demands
yourself, the .NET Framework classes will.This meansthat you should never perform
permission demands related to these classes, because they will take care of

those themselves. If you do perform ademand, it will be a redundant one and
only add to the execution overhead.This does not mean that you should ignore

it; instead, when writing code, you must be aware of which call will trigger a
stack walk and make sure that the code does not encourage a surplus of stack
walks. However, when you build your own classes that access protected resources,
you need to place the proper permission demands, using the declarative or
imperative security syntax.

Using the declarative syntax when making a permission demand is preferable

to using the imperative syntax, because the latter may result in more stack walks.
There are, of course, cases that are better suited for imperative permission
demands. For example, if a Registry key has to be set under specific conditions,
you will perform an imperative RegistryPermission demand just before the code
actualy iscalled.Thisalso implies that the caller can lack this permission, which
will result in an exception that the code needs to handle accordingly. Another
reason why you want to use imperative demands is when information is not
known at compile time.A simple example is FilelOPermission on a set of files
whose names are only known during runtime because they are user-related.

Two types of demands are handled differently than previously described. First,
the link demand can be used only in a declarative way at the class or method level.
The link demand is performed only during the JI'T compilation phase, in which

it is checked if the calling code has sufficient permission to link to your code. A
security stack walk is not performed because linking exists only in a direct relation
between the caller and code being called. The use of link demands can be

helpful to methods that are accessible through reflection. The link demand will

not only perform a security check on code that obtains the Methodl nfo object,
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hence performing the reflection, but the same security check is performed on the
code that will make the actual call to the method.The following two examples

show alink demand at class and at method level:

<SecurityPerm ssi onAttribute(SecurityAction.Li nkDemand, _
Unrestricted := True)> Public dass d assAct

Publ i ¢ Shared Function _

<SecurityPerm ssi obAttribute(SecurityAction. Li nkDemand) > Act 1()
As | nteger

' body of the function

End Function

The second type of demand is inheritance demand, which can be used at both
the class and method level, through the declarative security. Placing an inheritance
demand on a class can protect that class from being inherited by a class that
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does not have the specified permission. Although you can use a default permission,
it makes sense to create a custom permission that must be assigned to the
inheriting classto be able to inherit from the class with the inheritance demand.
The same goes for the class that inherits from the inheriting class. For example,
let’s say that you have created the ClassAct class that is inheritable, but also has an
inheritance demand set.Y ou have defined your own inherit permission InheritAct.
Another class called ClassActing wants to inherit from your class, but because it is
protected with an inheritance demand, it must have the InheritAct permission in
order to be able to inherit. Let’s assumethat thisis the case. Now there is another
class called ClassReacting that wants to inherits from the class ClassActing. In order
for ClassReacting to inherit from ClassActing, it also needs to have the InheritAct

permission assigned. The inheritance demand would look like this:
<l nheritAct Attribute(SecurityAction.I|nheritanceDenand)> Public d ass
O assAct

The inheritance demand at method level can be the following:
Public Overridabl e Function
<SecurityPerm ssionAttribute(SecurityAction.|nheritanceDemand) >
Act1() as Integer
Body of the function
End Function
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Overriding Security Checks

Because stack walking can introduce serious overhead and thus performance
degradation, you need to keep stack walks under control.Thisis especially true if
they do not necessarily contribute to security, such aswhen a part of the execution
can only take place in fully trusted code.On the other hand, your code has
permission to access specific protected resources, but you do not want code that
you call to gain access to these resources—so you want to have away of preventing
this. In both cases, you want to take control of the permission security

checks, hence overriding security checks.Y ou can do this by using the following
security actions: Assert, Deny, and PermitOnly (meaning “deny everything but”).
After the code sets an override, it can undo this override by calling the corresponding
Revert method, respectively RevertAssert, RevertDeny and RevertPermitOnly.

Get in the practice of first calling the Revert method before setting the override
because performing arevert on a nonexisting override has no effect.

WARNING

You can place more than one override of the same type, for example

Deny, within the same piece of code. However, this is not acceptable to

the CLR. If during a stack walk the CLR encounters more than one of the

same asserts it throws an exception, because it does not know which of

the overrides to trust. If you have more than one place in a piece of code

where you set an override, be sure to revert the first one before setting

the new one.

Assert Override

When you set an assert override on a specific permission, you force a stack walk
on this permission to stop a your code and not continue to check the callers of
your method.
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WARNING

If you use an assert, you inadvertently create a security vulnerability,
because you prevent the CLR from completing security checks. You must
convince yourself that this vulnerability cannot be exploited.
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The use of Assert makes sense in the following situations:

_You have coded a part of an application that will never be exposed to

the outside world.The user of the application has no way of knowing

what happens within that part of the application.Y our code does need

access to protected resources, such as system files and/or Registry keys,

but because the callers will never find out that you use these protected

resources, it is reasonably safe to set an Assert to prevent afull security

check from being performed.Y ou do not care if the caller has that

permission or not.

_Your code needs to make one or more calls to unmanaged code, but

because the caller of the code obtains access through your Web site, you

are safe in assuming that they will not have permissions to make calls to
unmanaged code.On the other hand, the callers cannot influence the

calls you make to unmanaged code.Therefore, it is reasonably safe to

assert the permission to access unmanaged code.

_You know that somewhere in your code you have to perform a search,

using aDo..Loop structure that a one point has to access a protected
resource.Y ou also know that the code that calls the protected resource

cannot be called from outside the loop.Therefore, you decide to set an

assertion just before the call to the protected resource, to prevent a surplus

of stack walks. In case the particular piece of code that does the call

to the protected resource can be called by other code, you have to move

up the assertion to the code that can only be called from the loop.

Let’stake alook at the stack walk that wasinitially used in Figure 12.1, but

now we throw in an assertion and see what happens (see Figure 12.3).The assert
isset in Assembly4 on the UIPermission. In the situation with no assert, the stack
walk did not succeed because Assemblyl did not have this permission. Now the
stack walk starts at Assembly6 performing a permission demand on UlPermission,
and goeson itsway as it usually goes. Now the stack walk reaches Assembly4 and
recognizes an assert on the permission it is checking.The stack walk stopsthere
and returns with a positive result. Because the stack walk was short-circuited, the
CLR has no way of knowing that Assemblyl did not have this permission.

An Assert can be set using both the declarative and the imperative syntax. In

the first example, the declarative syntax isused. An Assert is set on the

Filel OPermission.Write permission for the CFG filesin the C:\Test directory:
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Public Function _

<Fi | el OPerm ssi on(SecurityAction. Assert, Wite := "C\Test\*.cfg")> _
Act1() As Integer

' body of the function

End Function

The second example uses the imperative syntax setting the same type of Assert:
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Public Function Act1() As Integer
Di m Act Fi | ePerm As New
Fi | el OPerm ssion(Fil el OPerm ssionAccess. Wite, "C\Test\*.cfg")
Act Fi | ePer m Assert
rest of body
End Function

Deny Override
The Deny does the opposite of Assert in that it lets a stack walk fail for the permission
the Deny is set on. There are not many situations where a Deny override

Figure 12.3 A Stack Walk Is Short-Circuited by an Assert

Calling Chain on the Stack
Assemblyl

Methodla Granted:
FilelOPermission
Assembly2

Method2a Granted:
FilelOPermission
UlPermission

Assembly3

Method3a Granted:
FilelOPermission
UlPermission

Assembly4

Method4a Granted:
FilelOPermission
UlPermission

Assembly5

Method5a Granted:
FilelOPermission
UlPermission

Assembly6

Method6a Granted:
FilelOPermission
UlPermission
UlPermission
(SecurityAction.Demand)
Succeeded

Succeeded

Stack Walk Result: SUCCESS
Security Stack Walk demanding the UIPermission
UlPermission(SA.Assert)
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makes sense, but here is one: Among the permissions your code hasis
RegistryPermission. Now it has to make a call to amethod for which you have no
information regarding trust. To prevent that code from taking advantage of the
RegistryPermission, your code can set a Deny. Now you are surethat your code
does not hand over a high-trust permission.

Because unnecessary Deny overrides can disrupt the normal working of security
checks (because they will always fail on a Deny), you should revert the Deny

after the call ends for which you set the Deny.

For the sake of the example, we use the same situation as in Figure 12.3, but
instead of an Assert, thereis a Deny (see Figure 12.4). Again, the security stack
walk istriggered for the UlPermission permission in Assembly6.\When the stack
walk reaches Assembly4, it recognizes the Deny on UlPermission and it ends with a
fail. In our example, the security check would ultimately have failed in Assemblyl,
but if Assemblyl had been granted the UlPermission, the stack walk would have
succeeded, if not for the Deny. Effectively this means that Assembly4 revoked the
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UlPermission for Assembly5 and Assembly®6.

Y ou can set a Deny by using both the declarative and the imperative syntax.

In the first example, the declarative syntax isused. A Deny is set on the
FilelOPermission permission for al the files in the C:\Winnt\System?32 directory:

Figure 12.4 A Stack Walk Is Short-Circuited by a Deny

Calling Chain on the Stack
Assemblyl
Methodla Granted:
FilelOPermission
Assembly2
Method2a Granted:
FilelOPermission
UlPermission
Assembly3
Method3a Granted:
FilelOPermission
UlPermission
Assembly4
Method4a Granted:
FilelOPermission
UlPermission
Assembly5
Method5a Granted:
FilelOPermission
UlPermission
Assembly6
Method6a Granted:
FilelOPermission
UlPermission
UlPermission
(SecurityAction.Demand)
Failed
Succeeded
Stack Walk Result: FAIL
Security Stack Walk demanding the UIPermission
UlPermission(SA.Deny)
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Public Function _
<Fi | el OPer m ssi on(SecurityAction.Deny, Al :=
"C\Wnnt\SystenB82\*. *")>
Act1() As Integer

body of the function
End Function

The second example uses the imperative syntax setting the same type of Assert:
Public Function Act1() As I|nteger
Di m Act Fi | ePerm As New
Fi | el OPerm ssi on(Fi |l el OPerm ssi onAccess. Al | Access,
"C.\Wnnt\ SystenB2\*. *")
Act Fi | ePer m Deny
rest of the body
End Function

PermitOnly Override

The PermitOnly override is more like the negation of the Deny, by Denying every
permission but the one specified.Y ou use the PermitOnly for the same reason you
use Deny, only this one is more rigorous. For example, if you permit only the
UlPermission permission, every security stack walk will fail but the one that

checks on the UIPermission.Take Figure 12.4 and substitute Deny with

PermitOnly. If in Assembly6 the security check for UlPermission is triggered, the
stack walk will pass Assembly4 with success, but will ultimately fail in Assemblyl. If
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any other security check is initiated, they will fail in Assembly.The end result is
that Assembly5 and Assembly6 are denied any access to a protected resource that
incorporate a Demand request, because every security check will fail. Asyou can
see, PermitOnly isa very effective way of killing any aspirations of called code in
accessing protected resources. The PermitOnly is used in the same way as Deny
and Assert.

Custom Permissions

The .NET Framework enables you to write your own code access permissions,

even though the framework comes with alarge number of code access permission
classes. Because these classes are meant to protect the protected resources and

code that are exposed by the framework, it may well be the case that the application
you are developing has defined resourcesthat are not protected by the
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framework permissions, or you want to use permissions that are more tuned
toward the needs of your application.

Y ou are completely free to replace existing framework permission classes,
although this requires a large amount of expertise and experience. In case you are
just adding new permission classes to the existing ones, you should be particularly
careful not to overlap permissions. If more than one permission protects the same
resource or operation, an administrator has to take this into account if he hasto
modify the rights to these resources.

NOTE

The subject of overlapping permissions brings up a topic not discussed

earlier. Although the whole discussion of code access permission has

been from the standpoint of the CLR, or .NET Framework, eventually the

CLR has to access resources on behalf of the users/application. Even if

the code has been granted a specific permission to access a protected
resource, that does not automatically mean that it is allowed to access

that system resource. Take the example of a method having the
FilelOPermission permission to the directory C:\Winnt\System32. If the

identity of the Windows principal has not been given access to this part

of the file system, accessing a file in that directory will fail anyway. This

implies that the administrator not only has to set up the permissions

within the security policy, but he also has to configure the Windows

2000 platform to reflect these access permissions.

Building your own permissions does not only imply that certain development
issues are raised, but even more so the integrity of the whole security system
must be discussed.Y ou have to take into account that you are adding to arigid
security system that relies heavily on trust and permissions. If mistakes occur in
the design and/or implementation of a permission, you run the risk of creating
security holes that can become the target of attacks or grant an application access
to protected resources even if it is not authorized to access these. Discussing the
process of designing your own permissions goes beyond the scope of this chapter.
However, the following steps give you an understanding of what isinvolved in
creating a custom permission:

1. Design a permission class.
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2. Implement the interfaces |Permission and IUnrestrictedPermission.
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3. In case special data types have to be supported, you must implement the
interface | Serializable.

4. You must implement XML encoding and decoding.

5. You must implement the support for declarative security.

6. Add Demand calls for the custom permission in your code.

7. Update the security policy so that the custom permission can be added
to permission sets.

Role-Based Security

Role-based security is not new to the .NET Framework. If you already have
experience with developing COM+ components, you surely have come across
role-based security. The concept of role-based security for COM+ applications is

the same as for the .NET Framework.The difference liesin the way it is implemented.
If we talk about role-based security, the same example comes up, over

and over again.This is not because we can’t create our own example, but because

it explains role-based security in away everybody understands. So here it is.Y ou
build a financial application that can handle deposit transactions. The rule in most
banks is that the teller is authorized to make transactions up to a certain amount,

let say $5,000. If the transaction goes beyond that amount, the teller’ s manager

has to step in to perform the transaction. However, because the manager is only
authorized to do transaction up to $10,000, the branch manager has to be called

to process a deposit transaction that is over this amount.

S0, as you can see, role-based security has to do with limiting the tasks a user

can perform, based on the role(s) he plays or the identity he has.Within the NET
Framework, this all comes down to the principal that holds the identity and role(s)

of the caller. Asdiscussed earlier in this chapter, every thread is provided with a
principal object. In order to have the .NET Framework handle the role-based

security in the same manner as it does code access security, the permission class
PrincipalPermission is defined. To avoid any kind of confusion, Principal Permission is
not a derived class of CodeAccessPermission. In fact, Principal Permission holds only
three attributes: User, Role, and the Boolean | sAuthenticated.

Principals
Let’s get back to where it al starts: the principal. From the moment an application
domainisinitialized, adefault call context is created to which the principal
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will be bound. If anew thread it activated, the call context and the principal are

copied from the parent thread to the new thread. Together with the principal

object, the identity object is also copied. If the CLR cannot determine what the

principal of athread is, adefault principal and identity object is created so that
thethread can run at least with a security context with minimum rights. There

are three type of principals. WindowsPrincipal, GenericPrincipal, and CustomPrincipal.
The latter goes beyond the scope of this chapter and is not discussed any further.
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WindowsPrincipal

Because the WindowsPrincipal that references the Windowsl dentity is directly
related to a Windows user, this type of identity can be regarded as very strong
because an independent source authenticated this user.

To be ableto perform role-based validations, you have to create a
WindowsPrincipal object. In the case of the WindowsPrincipal, this is reasonably
straightforward, and there are actually two ways of implementing it.This depends
on whether you have to perform just asingle validation of the user and role(s), or
you have to do thisrepeatedly. Let’s start with the single validation solution:

1. Initialize an instance of the Windowsl dentity object using this code:
Dim Wnldent as Wndowsldentity = Wndowsl dentity. GetCurrent ()

2. Create an ingtance of the WindowsPrincipal object and bind the

Windowsl dentity to it:
Dim WnPrinc as New W ndowsPrinci pal (W ndl dent)

3. Now you can access the attributes of the Windowsl dentity and

WindowsPrincipal object:
Dim PrincNanme As String
Dim | dent Name As String
the previous line

Dim | dent Type As String = Wnldent. Aut henti cati onType

If you have to perform role-based validation repeatedly, binding the
WindowsPrincipal to the thread is more efficient, so that the information is readily
available. In the previous example, you did not bind the WindowsPrincipal to the
thread because it was intended to be used only once. However, it is good practice
to always bind the WindowsPrincipal to the thread because in case anew thread is
created, the principal is also copied to the new thread:

WnPrinc.ldentity. Name
Wnldent.Nane 'this is the sane as
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1. Create aprincipa policy based on the WindowsPrincipal and bind it to
the current thread. This initializes an instance of the Windowsl dentity
object, creates an instance of the WindowsPrincipal object, binds the
Windowsldentity to it, and then binds the WindowsPrincipal to the current

thread. Thisis all done in asingle statement:
AppDonai n. Cur r ent Donmai n. Set Pri nci pal Pol i cy(Princi pal Policy.
W ndowsPri nci pal )

2. Get acopy of the WindowsPrincipal object that is bound to the thread:
Dim WnPrinc As WndowsPrinci pal =
Ctype(Thread. Current Princi pal, WndowsPrinci pal)

It is possible to bind the WindowsPrincipal in the first method of creation to
the thread. However, your code must be granted the SecurityPermission permission

to do so. If that isthe case, you bind the principal to the thread by the following:
Thread. Current Princi pal = WnPrinc

GenericPrincipal

In asituation where you do not want to rely on the Windows authentication but
want the application to take care of it, you can use the GenericPrincipal.
NOTE

Always use an authentication method before letting a user access your

application. Authentication, in any shape or form, is the only way to
establish an identity. Without it you are not able to implement role-base
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security.

Let’ s assume that your application requested a username and password from

the user, checked it against the application’s own authentication database, and
established the user’ s identity.Y ou then have to create the GenericPrincipal to be
able to perform role-based verifications in your application:

1. Create a Genericldentity object for the Userl you just authenticated:
Di m Genl dent As New Cenericldentity("User1")
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2. Create the GenericPrincipal object, bind the Genericldentity object to it,

and add roles to the GenericPrincipal:
Dim UserRol es as String() = {"Rolel", "Role2", "Role5"}
Di m GenPrinc As New Generi cPrinci pal (Genl dent, UserRol es)

3. Bind the GenericPrincipal to the thread. Again, you need
SecurityPermission:

Thread. Current Princi pal = GenPrinc

Manipulating Identity

Y ou can manipulate the identity that is held by a principal object in two ways.
The first is replacing the principal; the second is by impersonating.

Replacing the principal object on the thread is atypical action you perform

in applications that have their own authentication methods. To be able to replace
aprincipal, your code must have been granted the SecurityPermission, or more
specifically, the SecurityPermission attribute ControlPrincipal . Thiswill allow your
own code to be able to pass on the Principal Object to other code. This attribute
grants you the permission to manipulate the principal, so you are allowed by the
CLR to pass on the principal. Replacing the principal object can be done by
performing these steps:

1. Create anew identity and principal object and initiaize it with the

proper values.

2. Bind the new principal to the thread:
Thread. Current Princi pal = NewPri nci pal Obj ect

I mpersonating is also away of manipulating the principal, with the intent to
take on the identity of another user to perform some actions on their behalf.Y ou
can identify two variations:

_The code has to impersonate the WindowsPrincipal that is attached to the
thread. This may seem allittle odd, but you have to remember that your
code is part of an application domain that runs in a process.A user—
whether a system account, a service account, or even an interactive user—
starts this process on the Windows platform.Although the principal can be
used to perform role-based verification within the code, accessing protected
resourcesis still done with the identity of the process user, unless

you actively use the user account of principal through impersonation.
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_The code has to impersonate a user that is not attached to the current
thread. The first thing you have to do is obtain the Windows token of

the user you want to impersonate. T his has to be done with the unmanaged
code LogonUser.The obtained token has to be passed to a new


http://www.syngress.com
http://www.syngress.com

Windowl dentity object. Now you have to call the | mpersonate method of
Windowsl dentity.The old identity, hence token, has to be saved in a new
instance of Windowsl mper sonationContext.

At the end of the impersonation, you have to change back to the original

user account by calling the Undo method of the Windowsl mper sonationContext.
Remember the principal object is not changed, rather the Windowsl dentity
token, representing the Windows account, is switched with the current token. At
the end of the impersonation, the tokens are switched back again, as shown in
the following steps:

1. Call the LogonUser method, located in the unmanaged code library
advapi32.dIl.Y ou pass the username, domain, password, logon type, and

logon provider to this method that will return you a handle to atoken.

For the sake of the example, we will call it himpT oken.

2. Create a new Windowsl dentity object and pass it the token handle:
D m | nper sl dent As New W ndowsl dentity(hl npToken)

3. Create a Windowsl mper sonationContext object and call the Impersonate

method of Imperslindent:
D m W nl npersCt xt As W ndowsl nper sonat i onCont ext =
| nper sl dent . | nper sonat e()

4. At the end of the call, the original Windows token has to be put back in

the I dentity object:
W nl nper sCt xt . Undo()

Y ou could have done Steps 2 and 3 in one statement that looks like this:
Dim Wnl npersCct As W ndowsl npersonati onContext = _
W ndowsl denti ty. | nper sonat e( hl npt oken)

Remember that you cannot impersonate when you use a GenericPrincipal
because it does not reference a Windows identity. For generic principals, you will
need to replace the principal with one that has a new identity.
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Role-Based Security Checks

Having discussed the creation and manipulation of Principal Object, it istimeto take
alook a how they can assist you in performing role-based security checks. Hereis
where Principal Permission, already mentioned in the beginning of the section “Role-
Base Security,” comesinto play. Using Principal Permission, you can make checks on
the active principal object, be it the WindowsPrincipal or the GenericPrincipal . The
active principal object can be one you created to perform a one-time check, or it

can be the principal you bound to the thread. Like the code access permissions, the
Principal Permission can be used in both the declarative and the imperative way.

To use Principal Permission in a declarative manner, you need to use the

Principal PermissionAttribute object in the following way:

Publ i ¢ Shared Function

<Pri nci pal Perm ssi obAttri bute(SecurityAction. Demand, _

Name := "Userl", Role := "Rolel")> Act2()

As | nteger

' body of the function

End Function

<assenbly: Princi pal Perm ssionAttribute(SecurityAction.Denand, Role :=
" Administrator')>

To use the imperative manner, you can perform the Principal Permission check
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as shown:
Dim PrincPerm As New Princi pal Perm ssion("User1l", "Rolel")
Pri ncPer m Demand()

It is also possible to use the imperative to set the Principal Permission object in

two other ways.
DmPrincState As PernissionState = Unrestricted
Dim PrincPerm As New Princi pal Perm ssi on(PrincState)

The permission state (PrincSate) can be None or Unrestricted, where None
means the principal is not authenticated. So, the user name is Nothing, therole is

Nothing, and Authenticated is false. Unrestricted matches all other principals.
Di m Pri ncAut henti cated As Bool ean = True

Dim PrincPerm As New Princi pal Perm ssion("User1", "Rolel",

Pri ncAut henti cat ed)
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The IsAuthenticated field (Princauthenticated) can be trueor false. In a situation
where you want Principal Permission.Demand() to allow more than one user/role
combination, you can perform a union of two Principal Permission objects.
However, thisis only possible if the objects are of the same type.Thus, if one
Principal Permission object has set a user/role, and the other object uses

PermissonSate, the CLR throws an exception.The union looks like this
Dim PrincPerml As New Princi pal Perm ssion("User1", "Rolel")

Dim PrincPerm2 As New Princi pal Perm ssion("User2", "Role2")

Pri ncPer ni. Uni on( Pri ncPer n?) . Demand()

The Demand will succeed only if the principal object hasthe user Userlin
the role Rolel or User2 in the role Role2.Any other combination fails.
As mentioned before, you can also directly access the principal and identity
object, thereby enabling you to perform your own security checks without the
use of Principal Permission. Besides the fact that you can examine alittle more
information, it also prevents you from handling exceptions that can occur using
PrincipalPermission. .Y ou can query the WindowsPrincipal in the same way the
PrincipalPermission does this:

_The name of the user by checking the value of

WindowsPrincipal.ldentity. Name

If (WnPrinc.ldentity. Name = "User1") or

W nPrinc.ldentity. Name. Equal s(" DOVAI N1\ User 1") Then
End |f

_An availablerole by calling the I slnRole method:
If (WnPrinc.IslnRol e("Rol el")) Then
End If

_Determining if the principal is authenticated, by checking the value of

WindowsPrinci pal.ldentity.lsAuthenti cated:
If (WnPrinc.ldentity.lsAuthenticated) Then
End If

Additionally for Principal Permission, you can check the following
Windowsl dentity properties:
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_AuthenticationType Determines the type of authentication that is
used. Most common valuesare NTLM and Kerberos.
_IsAnonymous Determines if the user is identified as an anonymous
account by the system.
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_I1sGuest Determinesif the user is identified as a guest account by
the system.

_IsSystem Determines if the user is identified as the system account
of the system.

_Token Returns the Windows account token of the user.

Security Policies

This section takes a closer look at the way security policies are constructed and
the way you can manage them.To create and modify a security policy, the NET
Framework provides you two tools: a command-line interface (CLI) tool, called
caspol.exe (see the section “ Security Tools’) and a Microsoft Management
Console snap-in,”“ mecscorcfg.msc” (see Figure 12.5).The latter will be used for
demonstration purposes because it is more visual and intuitive.

Figure 12.5 The .NET Configuration Snap-In
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Asyou can see in Figure 12.5, the security policy model is made up of the
following:

_Runtime Security Policy levels:

_Enterprise Valid for all managed code that is used within the

whole organization (enterprise); therefore thiswill have “by nature” a
restrictive policy because it references a large group of code.
_MachineValid for al managed code on that specific computer.
Because this already limits the amount of code, you can be more
specific with handing out permissions.

_User Vadlid for all the managed code that runs under that Windows
user.Thiswill normally be the account that starts the processin

which the CLR and managed code runs. Because the identity of

the user is very specific, the granted permissions can also be more
specific, thus lessrestrictive.

_A code groups hierarchy that exists for each of the three policy levels.
We will look at how you can add code groups to the default structure,
which already exists for user and machine.

_(Named) Permission Sets. By default the NET Framework comes with
seven named permission sets.

_FullTrust Unlimited access to all protected resources and operations.
_EveryThing Granted all .NET Framework permissions, except the
security permission SkipVerification.

_Locallntranet The default rights given to an application on the

local intranet.

_Internet The default rights given to an application on the Internet.
_Execution Has only the security permission
EnableAssemblyExecution.

_SkipVerification Has only the security permission SkipV erification.
_Nothing Denied all accessto all protected resources and operations.
_Evidence, which is the attribute that the code hands over to the CLR
and on which it determines the effective permission set. Evidenceis
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used in the construction of code groups.
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_Policy assembliesthat list the trusted assembliesthat hold security objects

used during policy evaluation.Y ou should add your assemblies to the list

that implements the custom permissions. If you omit this, the assemblies

will not be fully trusted and cannot be used during the evaluation of the

security policy.

Understand that the evaluation process of the security policy will result in the
effective permission set for a specific assembly. For all of the three policy levels, the
code groups are evaluated against the evidence presented by the assembly. All the
code groupsthat meet the evidence deliver a permission set.The union of these

sets determines the effective permission set for that particular security policy level.
After this evaluation is done at all three security levels, the three individual permission
sets are intersected, resulting in the effective permission set for an assembly.

This means that the code groups within the three security levels cannot be constructed
independently, because this may result in a situation where an assembly is

given alimited permission set that istoo limited to run.When you take alook at

the permission set for the All_Code of the enterprise security policy, you will see
that it is Full Trust. Doing the same for the All_Code of the user security policy, you
will see Nothing. Because the code group tree of the enterprise is empty, it cannot
make evidence decisions; therefore it cannot contribute to the determination of the
effective permission set of the assembly. By setting it to Full Trust, it isup to the
machine and user security policy to determine the effective permission set.

Because the user code group aready has a limited code group tree, the root

does not need to participate in the determination of the permission set. By

setting it to Nothing, it isup to the rest of the code groups to decide what the
effective permission group for the user security policy is.Y ou can determine the
permission set of acode group by performing these steps:

1. Run Microsoft Management Console (MMC) by choosing Start |

Run and typing mmc.

2. Open the .NET Management snap-in, viaConsole | Add/Remove

Snap-in.

3. Expand the Console Root | .NET Configuration |

My Computer.

4. Expand Runtime Security Policy | Enterprise |Code Groups.

5. Select the code group All_Code.

6. Right-click All_Code and select Properties.
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7. Select the Permission Set tab.
8. The Permission Set field lists the current value.

Creating a New Permission Set

Suppose you decide that none of the seven built-in permissions sets satisfy your
need for granting permissions.Therefore, you want to make a named permission
set that does suit you.Y ou have a few options:

_Create a permission from scratch.
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_Create anew permission set based on a existing one.

_Create anew permission from an XML-coded permission set.

To get abetter understanding of the working of the security policy and to

get some hands-on experience with the tool, we discuss the different security
policy issues in the following exercises.

We use the second option and base our new permission set on the permission
set Locallntranet for the user security policy level:

1. Expand the User runtime security policy and expand Permission Sets
(see Figure 12.6).

Figure 12.6 The Users Permission Sets and Code Groups
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2. Right-click the permission set L ocall ntranet and select Duplicate; a
permission set caled Copy of Locallntranet is added to the list.

3. Select the permission set Copy of L ocall ntranet and rename it to

PrivatePer missions.Then, right-click it and select Properties. Change

the Permission Set Nameto PrivatePer missions and, while you're

at it, change the corresponding Permission Set Description.

4. Change the permissions of the permission set: Right-click the

PrivatePer missions permission set and select Change Per missions.

5. The Create Permisson Set dialog box appears (see Figure 12.7).You

see two permissions lists: on the left, the Available Permissions that are

not assigned, and on the right, the list with assigned permissions.

Between the two Permissions lists are four buttons.The Add and Remove
buttons let you move individual permissions between the lists. Note that you
cannot select more than one at the same time. This is done to prevent you from
making mistakes.Y ou will better understand a given permission if you select that
permission in the Assigned Permissions list and press the Properties button.Y ou
can use the fourth button (Import) to load an XML-coded permission set. Now,
let’s make some modifications to the permission set, because that was the reason
to duplicate the permission set:

Figure 12.7 Modify the Permission Set Using the Create Permission

Set Dialog Box
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_Add the FilelOPermission to the Assigned Permission list.

_Add the RegistryPermission to the Assigned Permission list.

_Maodify the SecurityPermission properties.

To do so:

1. Select Filel O inthe Available Permissions list. (Notice that if you have
selected a permission in the Assigned Permissions lit, this permission
stays selected.)

2. Click Add.A Permission Settings dialog box for the Filel O appears
(see Figure 12.8). (You can also double-click the permission to add it to
the Assignhed Permissions list. But do not double-click an assigned permission
by accident—this will remove the permission from the assigned
permission list.) On the Permission Settings dialog box, you are given
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the option to select between Grant assemblies accessto the

following filesand directories and Grant assemblies unrestricted

access to the file system.

3. Choose the first one, and because it is already selected, we can focus our
attention on the empty list window below the option.Y ou may expect

an Add button below the list, especially because thereis a Delete Entry

one. However, there is an auto-add list.You fill in aline, and it is automatically
added. Add a second line, and athird empty line will appear.

Figure 12.8 Modify the Settings of FilelO Using the Permission

Settings Dialog Box
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4. Asyou saw earlier this chapter, this resembles the way we used
FilelOPermission and Filel OPermissionAttribute to demand and request
access to specific files in a specific directory. Go ahead, fill in
“C:\Test\*.cfg”. Surprised you get an error message? The point is that
the field demands that you use UNC names.The advantage is that you
can reference to files on other serversin the domain. However, the

dialog box checks the existence of the path when you click OK, so be
sure that the UNC path exists.

5. Fill the File Path with a valid UNC of the machine you are working on,
and because we want to give full access, you can check all four boxes.
(Notethat if you do not check any of the boxes, then this is accepted,
because you filled in a File Path. However if you check the properties of
FilelO as an assigned permission, you will notice that the line has disappeared—
hence a beta bug!)

6. Click OK and you have added a permission to the assigned permission
list.Y ou are now ready for the next permission.

7. Double-click the Registry permission and a Per missions Setting
dialog box appears that looks alot alike the one you just saw with

Filel O. Keep the option Grant assemblies access to the following
registry keys.

8. Fill the Key field with avalid HKEY value, suchasHKEY _LOCAL
_MACHINE, and check the Read box, so that we can give read permission
to the specified Registry tree.

9. Click OK, and you have added your second permission to your
permission set.

10. The last task isto modify the Security permission. So, select the
Security permission in the Assigned Permissions list (do not doubleclick,
because that will remove the permission from the list) and click
Properties.

11. A Permission Settings dialog box (see Figure 12.9) appears.Y ou see that
the option Grant assemblies the following security permissionsis
selected, together with the properties Enable assembly execution,

Assert any permission that has been granted, and Enable

remoting configuration.
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12. We also want to grant our security policy the security permission properties.
Check Allow callsto unmanaged assemblies because we want to

make calls to unmanaged code. Also check Allow principal control
because we want to be able to modify principal settings. Click OK, and

you are done, for now, with modifying your first permission set.

13. Click Finish.You will probably get a warning message stating that you
changed your security policy and you have to save it. Up until the point

you save the policy, an asterisk (*) will mark the user policy.

14. Y ou can save the policy by right-clicking the User runtime security

policy and selecting Save.

If you want this permission set to also become part of the machine and/or
enterprise permission sets, you can simply copy and pasteit.

Y ou will also notice two other options: Reset and Restore Policy.The first

one resets the policy back to the default setting of the policy.Y ou can try it, but it
will wipe out all the changes you made up until now.The latter makes it possible
to go back to the previous save.This is possible because for each of the runtime
security policies, the settings are saved in an XML-coded file that becomes the
current one. Before this happens, it renames the old one with the extension .old.
The current one has the extension .cch.The default policy has no extension, so
to speak. For the user security policy, you have the following files:

Figure 12.9 Modify the Settings of Security Using the Permission

Settings Dialog Box
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_security.config The default security; used by the Reset option.
_security.config.cch The current/active policy.

_security.config.old The last saved policy version; used by the

Restore Policy option.

The enterprise security uses the name enterprisesec.config and the machine

uses the name security.config.This is possible because the user security policy is

saved in the user’ s directory tree in the following folder:
Docunment and Settings\User_Nane\ Application Data\M crosoft\CLR Security
config\vl. 0. xxxx

The enterprise and machine security policies are saved in the following

directory:
W NNT\ M crosof t. NET\ Fr anewor k\ v1. 0. xxxx\ CONFI G

Thisdirectory is located by the CLR through the HiveKey:
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ Cat al 0g42\ Net Fr amewor kv 1\
Machi neConfi gdirectory

Because the configuration files are XML-coded, you can open them with a
Web browser and examine them.Thiswill give you additional understanding
how the permission sets are set up.This also means that you can modify the
default security policies.

Modifying the Code Group Structure

Now that we have created a security permission set, it makes sense to art using
it.We can do 0 by attaching it to a code group.We are going to modify the code
groups structure of the user security policy. By default, the user already has a
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basic structure (see Figure 12.10). A few things may strike you at first sight:
_Thereisacode group cdled Wizard Machine Policy.The description of
this group tells you that awizard, called the Adjust Security Wizard,

copied this group from the computer’s policy level and that you should

not modify it.This description is not totally true. In fact, if you take a

closer look at these code groups, you will see that all groups that end

with _Zone have a permission set of Nothing.This means that you, the

user, cannot make use of the permission sets of the machine that are
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based on the zone evidence. However, if you are given more permissions
based on the zone evidence, this will be toned down by the zone-based
permission of the machine policy.The user can have permissions based

on zoned evidence that is equal to or less than allowed by the machine.
However, you do see zone-based code groups at the same level asthe
Wizard Machine_Poalicy, because these are the code groupsthat are
copied from the machine policy.

_The zone-based code groups contain NetCodeGroup and FileCodeGroup.
Asthe description states, they are generated by the .NET Configuration
Tool, hence the tool we are working with at the moment.The custom

code groups are based on XML-code files and can therefore not be

edited by the tool. However, you can use the caspol.exe tool to do so.
Without going into detail regarding what exactly these groups entail, it
suffices to state that they are necessary for you to use the NET
Configuration Tool. If you remove or modify them, you may lock yourself
out from using thistool.

Figure 12.10 The Default Code Group Structure for the User

Security Policy
Security * Chapter 12 595

Let’s create a small code groups structurethat is made up of two code groups
directly under the All_Code group and apply our own custom-made permission
set PrivatePermissions to the Local Intranet_Zone group:

1. If you do not have the MMC with the NET Management snap-in

open, open it now.

2. Expand the treeto .NET Configuration | My Computer |

Runtime Security Policy | User.

3. Now expand Code Groups | All_Code.

4. Right-click All_Code and select New; the Create Code Group dialog

box appears.

5. You are given two options. Create a new code Group and Import a
code group from a XML File. Use the first option. (Note: For the
NetCodeGroup and FileCodeGroup, the latter is used).

6. You have to enter at least the Name field. For this example, we choose
PrivateGroup 1. Now click Next.

7. The dialog box shows you a second page called Choose a condition

Type and has just one field called Choose the condition type for
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this code group.The field has a pull-down menu containing the values
you can choose from.All of these, except the first and last one—All
Code and (custom)—are evidence-related (see Figure 12.11).

Figure 12.11 Select a Condition Type for a Code Group
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8. Select Site from the drop-down menu.A new field, called Site Name
appears and isrelated to the Site condition. For the sake of the example,
we choose the MSDN Subscribers download site, so we enter the value
msdn.one.microsoft.com in the site field.

9. Click Next and the third page, called Assign a Permission Set to the
Code Group, appears.

10. You can choose between the options Use existing permission set and
Create a new permission set. Because the site comes from the

Internet, that permission set will do.

11. Select the value Nothing from the drop-down menu. (Note: The permission
set we just made is also part of the list) and click Next.

12. Click Finish, and you have created your first code group.While we are
at it, let’s create the second code group, which will be the child of the
code group we just created.

13. Right-click the code group PrivateGroup 1 and select New.

14. Create anew code group named PrivateGroup_2 and click Next.

15. Select the value Publisher from the drop-down menu. Below the field,
anew box called Publisher Certificate Details appears and has to be
filled by importing a certificate.Y ou can do this by reading out of a

signed assembly using the Import from Signed File button (Note: it
should say Import from signed Assembly). Or, you can import a certificate
file, using the Import from Certificate File button.

16. For the purpose of this example, we use the Certificate from the
msdn.one.microsoft.com site. (Note: In case you have forgotten how this
isdone, you go to a protected site, thus using SSL.Y ou double-click the
icon indicating that the site is protected. This opens up the certificate.

Go to the Details tab and click the Copy to File button.) See CD file
Chapter 12/M SDN-One.cer.

17. Click the Import from Certificate File button, browse to the certificate
file (the extension is .cer) and openit.Y ou will see that the field in

the certificate box will be filled (see Figure 12.12).

18. Click Next.

19. Select the existing permission group Locall ntranet.We can give more
permissions now we know that the signed assemblies indeed comes from
Microsoft MSDN, but also originates from the corresponding Web site.
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20. Click Next and Finish.

Before tackling our last task, let’s recap what we have done.We were concerned
with creating a permission set for signed assemblies that come from the msdn.one
.microsoft.com site. So what if the assembly comes from this Web site but is not
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signed? It meets the condition of PrivateGroup_1, so it will get the permission set of
this code group. Because this is Nothing, this would mean that these assemblies are
granted no permission. But because the msdn.one.microsoft.com site comes from
the Internet Zone, it also meets the condition of the code group Internet_Zone,
which grants any assembly from this zone the Internet permission set.And because
aunion istaken from all the granted permission sets, these assemblies will still have
enough permissions to run.

Why not make the PrivateGroup_2 achild of Internet_Zone, because unsigned
assemblies from msdn.one.microsoft.com are granted the Internet permission set
any way? The reason is simple:We only want to give signed assemblies from
msdn.one.Microsoft.com additional permission if they also originate from the
appropriate Web site. In case such a signed assembly originates from another Web
site, wetreat it as any other assembly coming from an Internet Zone.The reason

for giving PrivateGroup_1 the Nothing permission set isthat it isonly there to
force assemblies to meet both conditions, and PrivateGroup 1 isjust an intermediate
stage to meet al conditions.

Figure 12.12 Importing a Certificate for a Publisher Condition in a

Code Group
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What you have to keep in mind is that we only discussed how the actua permission
set isdetermined at the user security policy level. Thiswill be intersected

with the actual permission set determined on the machine level. And because at

the machine level the assembly will be given only the Internet permission set,

our signed assembly will wind up with the effective permission set of Internet.
Normally, the actual permission set of the enterprise is also taken into the intersection,
but because that code group tree has only the All_Code code group with

full trust, it will play no role in the intersection of this example.

Our last task is replacing a permission set:

1. Right-click the code group Locallntranet_Zone and select Properties.The
Locallntranet_Zone Properties dialog box appears (see Figure 12.13).

2. Select the Permission Set tab.

3. Open the pop-up menu with available permission sets and select
PrivatePermissions.Y ou will see that the list box will reflect the permissions

that make up the PrivatePermissions permission set.

4. Click Apply and go back to the General tab.

On thistab, there isaframe called I f the member ship condition is met,

which shows two options:

Figure 12.13 Setting Attributes in the General Tab of the Code

Group Permission Dialog Box
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_Thispolicy level will have only the permissions from the permission
set associated with this code group.Thisrefersto the code
group attribute Exclusive.
_Policy levels below this level will not be evaluated.Thisrefersto
the code group attribute Level Final.
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Both need some explanation, so let’s go back to our msdn.one.microsoft.com
example. Suppose you open the properties dialog box of the Internet_Zone code
group and check the Exclusive option (of course, you haveto save it first for it

to become active).We received a signed assembly from msdn.one.microsoft.com
that also originates from this site. We had established that it would be granted the
LocalIntranet_Zone permission at the user policy level. But now the Exclusive
option comes into play. Because our signed assembly also meets the Internet_Zone
condition, the Internet permission set isvalid.The exclusive that is set for the
Internet_Zone code group forces all other valid permission setsto be ignored by
not taking a union of these permission sets. Instead, the permission set with the
exclusive attribute becomes the actual permission set for the user policy level.
Because it will be intersected with the actual permission sets of the other security
levels, it also determines the maximum set of permissions that will be granted to
the signed assembly. Use this attribute with care, because from all the code groups
an assembly is a member, hence meets the condition, only one can have the
exclusive attribute. The CLR determines if thisisthe case.When the CLR determines
that an assembly meets the condition of more than one code group with

the Exclusive attribute, it will throw an exception, and it failsto determine the
effective permission set and the assembly is not allowed to execute.

The way the LevelFinal is handled is more straightforward. Understand that by
establishing the effective permission set of an assembly, the CLR evaluatesthe
security policies starting at the highest level (enterprise, followed by user and
machine). Again take our MSDN example.We set a LevelFinal inthe
PrivateGroup_2 code group and removed the Exclusive attribute from
Internet_Zone.When the effective permission set for a signed assembly from
msdn.one.microsoft.com that originates from that Web site hasto be established,
the CLR starts with determining the actual permission set of the enterprise

policy level.Thisisfor All_Code Full Trust, effectively taking this policy level out
of the intersection of actual permission sets. Now the user policy level getsits
turn in establishing the actual permission set. As you know by now, thiswill be
equal to the Locallntranet_Zone permission set. But the CLR has also encountered
the LevelFinal attribute. It refrains from establishing the actual permission set of
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the machine policy level and intersects the actual permission sets from the
enterprise and user policy level. The actual permission set will be equal to
Locallntranet_Zone.

Because the machine policy level is not considered the actual permission set
in this case has more permission than in the situation where the Level Final
attribute has not been set.

Remoting Security

Discussing security between systems always provides a new set of security issues.
Thisisno exception for remoting. Let’s start with the communication between
systems. If you use an HttpChannel, you can make use of the SSL encryption.The
FtpChannel does not have encryption, but if both servers support |1PSec, you are
able to create a secured channel, through which the FtpChannel can communicate.
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The next issue isto what extent you trust the other system. Even with a secure
channel in place, how do you know that the other system has not been compromised?
Y ou need at least a sturdy authentication mechanism in place and need to

avoid the use of anonymous users, although this will not always be possible. At least
try touse NTLM or Kerberos for authentication.The latter is a perfect vehicle for
handling impersonation between multiple systems. If you need to use anonymous
users, you can use IS asthe store-front and let the 11S handle the impersonation.

Y ou can also use a proxy to prevent auser from directly accessing your 11S.

The messages that are exchanged should always be signed so you are able to

verify the sender and/or origin. Even when you are sure that a message is transported
over a secured channel, you are never sure if the message that is put in this

channel, has been sent out of ill-intent.

This chapter has discussed the use of code access and role-base security. The

more thoroughly you use this runtime security instrument, the better you can

control the remoting security.

Cryptography

There is no subject about security that does not reference cryptography. Although
it isan absolute necessity to create a secure environment, it is not the “Holy
Grail” of security.This section highlights the cryptography featuresthat come
with the NET Framework. If you already have worked with Windows 2000
Cryptographic Service Providers (CSPs) and/or used the CryptoAPI, you know
nearly everything there isto know about cryptography in the .NET Framework.
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The most important observation is that the ease-of-use of crypto functionalities
have improved a lot over the way we had to use the CryptoAPI, which only
was available for C/C++. An important addition in the design concept of the
cryptography namespace is the use of CryptoStreams, which make it possible to
chain any cryptographic object that makes use of CryptoStreams together.This
means that the output from one cryptographic object can be directly forwarded
asthe input of another cryptographic object without the need of storing the
output result in an intermediate object. This can enhance the performance significantly
if large pieces of data have to be encoded or hashed. Another addition is

the functionality to sign XML code, although only for use within the .NET
Framework security system.To what extend these methods comply with the
proposed standard RFC 3075 is unclear.Within the NET Framework, three
namespaces involve cryptography:

_System.Security.Cryptography The most important one; resembles the
CryptoAPI functionalities.

_System.Security.Cryptography .X509 certificates Relates only to the X509

v3 certificate used with Authenticode.

_System.Security.Cryptography.Xml For exclusive use within the NET
Framework security system.

The cryptography namespaces support the following CSP classes that will be
matched on the Windows 2000 CSPs, by the CLR. If a CSP is available within
the .NET Framework, this does not automatically impliesthat the corresponding
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Windows 2000 CSP is available on the system the CLR is running:
_DESCryptoServiceProvider Provides the functionalities of the symmetric
key algorithm Data Encryption Standard.

_DSACryptoServiceProvider Provides the functionalities of the asymmetric
key algorithm Data Signature Algorithm.

_MD5CryptoServiceProvider Provides the functionalities of the hash
algorithm Message Digest 5.

_RC2CryptoServiceProvider Provides the functionalities for the symmetric
key algorithm RC 2 (name after the inventor: Rivest’s Cipher 2).
_RNGCryptoServiceProvider Provides the functionalities for a Random
Number Generator.

602 Chapter 12 * Security

_RSACryptoServiceProvider Provides the functionalities for the asymmetric
algorithm RSA (named after the inventors Rivest, Shamir, and

Adleman).

_SHA1CryptoServiceProvider Provides the functionalities for the hash

algorithm Secure Hash Algorithm 1.

_TripleDESCryptoServiceProvider Providesthe functionalities for the

symmetric key algorithm 3DES.

To be complete, a short description of symmetric key algorithm, asymmetric

key algorithm, and hash algorithm are given. A symmetric key algorithm enables you
to encrypt/decrypt datathat is sent between you and another party.The same key

is used to both encrypt and decrypt the data.That is why it is called a symmetric
algorithm.This algorithm forces you to exchange the key with your counter

party, but this must be done in away that no other party can intercept this key.
Because symmetric key algorithms are often used for a short exchange of data, it
isalso referred to as session key algorithm. For the exchange of session keys, the
parties involve use an asymmetric key algorithm.

An asymmetric key algorithm makes use of akey pair. One is private and is kept
under lock and key by the owner and the other is public and available for
everyone. Because the algorithm uses two related but different keysto encrypt

and decrypt, it is called an asymmetric algorithm, but is also referenced as a public
key algorithm.The public key iswrapped in a certificate that is a“proof of authenticity,”
and that certificate hasto be issued by an organization that is trusted by all
involved parties.This organization is called a certificate authority, of which
Verisign isthe best known. So what about using an asymmetric key algorithm to
exchange symmetric keys? The best example is two Windows 2000 servers that
need to regularly set up connection between both servers on behalf of their

users. Each connection, hence session, has to be secured and needs to use a session
key that is unique in relation to the other secured sessions.The servers

exchange a session key for every connection. Both have an asymmetric key-pair
and have exchanged the public key in a certificate. So if one server wants to send
asession key to the other server, it uses the public key of the other server to
encrypt the session key before it sends it. The server knows that only the other
server can decrypt the session key because that server has the private key that is
needed to decrypt the session key.
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A hash algorithm, also referred to as a one-way hash algorithm, can take a variable
piece of data and transform it to a fixed-length piece of data, called a hash or
message digest that is nearly always much shorter, for example 160 bits for SHA-1.
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One-way means that you cannot derive the source data by examining only the
digest. Another important feature of the hash algorithm isthat it generates a hash
that is unique for each piece of data, even if just one bit of data is changed.Y ou
can see a hash value as the fingerprint of a piece of data. Let’s say, for example,
you send somebody aplain text e-mail. How do you and the receiver of the email
know that the message has not been altered while it was sent? Here iswhere

the message digest comes in. Before you send your e-mail, you apply a hash algorithm
on that message, and you send the message and message digest to the
receiver.The receiver can perform the same hash on the message, and if both the
digest and the message are the same, the message has not been altered.Y es, somebody
who alters your message can also generate a new digest and obscure his act.

WEell, that is where the next trick comes in.When you send the digest, you

encrypt it with your own private key, of which you know the receiver has the
public part. Because this not only prevents the message from being changed
without you and the receiver discovering it, but it also confirms to the receiver
that the message came from you and only you. How?

Well, let’s assume that somebody intercepts your message and wants to change

it. He has your public key, so he can decrypt your message digest. But, because he
doesn't have your private key, he is unable to encrypt a newly generated digest.
So he cannot go forward with his plan to change the e-mail without anybody
finding out. Eventually the e-mail arrives at the receiver’s Inbox. He takes the
encrypted digest and decrypts it using your public key. If that succeeds, he knows
first of all that this message digest must have been sent by you because you are
the only one who has access to the private key. He calculates the hash on the
message and compares both digests. If they match, he not only knows that the
message hasn’t been tampered with, but also that the message came from only

you because every message has a unique hash. And because he already established
that the encrypted hash came from you, the message must also come from you.

Security Tools

The .NET Framework comes with ten command-line security tools (see
Table 12.4) that help you to perform your security tasks. For a more
thorough description of thesetools, you should consult the NET
Framework documentation.
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Table 12.4 Command-Line Security Tools

Name of

Name of Tool Executable Description

Code Access Security Caspol.exe This tool can perform any operation in
Policy Utility relation to the code access security

policy. Because it can do more than the

.NET Configuration Tool we have been
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using in this chapter, it is important that

you familiarize yourself with it.

Certificate Chktrust.exe With this tool, you can check a file that
Verification Utility has been signed using Authenticode.

Certificate Creation Makecert.exe Creates a X.509 certificate for testing
Utility purposes. A option you may consider is

to install the Certificates Services on

Windows 2000, which makes it a lot

easier to create and maintain certificates

for development and testing purposes.

Certificate Manager Certmgr.exe This utility manages your certificates,
Utility certificate trust lists, and so on. Use the

Microsoft Management Console with the

certificates snap-in, which enables you

to maintain not only your own certificates,

but also (if you have the rights)

the certificates of your computer and

service accounts.

Software Publisher Cert2spc.exe This tool create a software publishers
Certificate Test Utility certificate for one or more X.509

certificates.

Permissions View Permview.exe This tool enables you to view the
Utility requested permissions of an assembly.

PE Verify Utility Peverify.exe This tool enables you to verify the type
safety of a portable executable file.

Secutil Utility Secutil.exe This tool extracts strong name or public

key information from an assembly and

converts it so that you can use it directly

in your code (for example, for a

permission demand).

Continued
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File Signing Utility Signcode.exe This tool enables you to sign a PE file
with an Authenticode signature. If this

utility is called with no command-line

options, a Digital Signature Wizard is

started.

Strong Name Utility Sn.exe This tool enables you to sign assemblies
with strong names.

Set Registry Utility Setreg.exe This tools enables you to set Registry
keys for use of public key cryptography.

If you call this utility without options, it

will just list the settings.

Isolated Storage Storeadm.exe This tool enables you to manage isolated
Utility storage for the current user.

Table 12.4 Continued
Name of

Name of Tool Executable Description
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Summary

Positioning the .NET Framework as a distributed application environment,
Microsoft was well aware that they had to pay attention to how an application
can be secured, due to the great risks that distributed security incorporate.That is
why they introduced a rights- and permission-driven security mechanism, that is
flexible aswell asrigid. Flexible because you can own your designed and customized
permissions and rigid because it is always there, even if the application

takes no notice of permissions.To add to that, the CLR will check the code on
type safety (it checks whether the code is trying to stick its nose in places it does
not belong) during the JIT compilation.

The .NET Common Language Runtime (CLR) will always perform a security
check—called code access security—on an assembly if it wants to access a
protected resource or operation.To prevent an assembly from obscuring its
restricted permissions by calling another assembly, the CLR will perform a security
stack walk. It checks every assembly in a calling chain of assembliesto see if
every single one has this permission. If thisis not the case, the assembly is not
given access to this protected resource or operation.

What permissions an assembly is granted and what permission an assembly
requestsis controlled in two ways.The first one is controlled by code groups that
grant permissions to an assembly based on the evidence it presents to the CLR.
The assembly itself controls the latter. Secure conscious assemblies request only
the permissions it needs, even if the CLR iswilling to grant it more permissions.
By doing this, the assembly insures itself from being misused by other code that
wants to make use of its permission set. A code group hierarchy has to be set up
by an administrator, which he can do at different security policy levels: enterprise,
user, and machine.

To establish the effective set of permissions, the CLR uses a straightforward

and robust method: It determines all valid permission sets based on the evidence
an assembly presents per security policy level, and the actual permission set per
policy level isthe union of the valid permission set. The CLR doesthis for al the
policy levels and intersects the actual permission set to determine the effective
permission set of an assembly.

Added to the code access security, the CLR still supports role-based security,
although its implementation is slightly different than you were accustomed to
with COM. Every executing thread has a security context called principal that
reference the identity of the user.The principal is also used for impersonation of
the executing user.The principal comes in a few forms: based on Windows user
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accounts and the authentication mechanisms that come with it; not based on
Windows account, caled “Generic” that can be controlled by custom made
authentication services and a “Base” form that enables you to custom make your
own principal and identity.The code can reference the principa to check if the
user has a specific role.

Still, the most important security feature is security policies, which not only
allow you to create code groups but to also build your own permission set that
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can be enriched with custom permissions.The custom permissions can be added
to the NET Framework without opening up the security system, provided that
you make no security mistakes in the coding of the permissions.

As can be expected from every framework that relies on security, the NET
Framework comes with a complete set of cryptography functionalities, equal to
what we had with the CryptoAPI, only the ease-of-use has improved a lot and is
no longer dependent on C/C++.To control cryptographic functionalities, such

as certificates and code signing, the .NET Framework has a set of security utilities
that enables you to control and maintain the security of your applications

during its development and deployment process.

Solutions Fast Track
Security Concepts

A Permissions are used to control the access to protected resources and
operations.

A Principa isthe security context that is attached to every executing
thread in the CLR. It aso holds the identity of the user, such as
Windows account information, and the roles that user has. It also contributes
to the ability of the code to impersonate.

A Authentication and authorization can be controlled by the application
itself or rely on external authentication methods, such asNTLM and
Kerberos. Once Windows has authorized a user to execute CL R-based
code, the code hasto control all other authorization that is based on the
identity of the user and information that comes with assemblies, called
evidence.

A Security policy iswhat controls the whole CLR security system.A
system administrator can build policiesthat grant assemblies permissions
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access to protected resources and operations. This permission granting is
based on evidence that the assemblies hands over to the CLR. If the
rules that make up the security policy are well constructed, it enables the
CLR to provide a secure runtime environment.

A Type safety isrelated to the prevention of assembly code to reach into
memory/storage of other applications.Type safety is always checked
during JIT compilation and therefore before the code is even loaded

into the runtime environment. Only code that is granted the Skip
Verification permission can bypass type safety checking, unlessthisis
turned off altogether.

Code Access Security

A Code access security is based on granting assemblies permission and
enforcing that it can never gain more permissions.This enforcing is done
by what is known as security stack walking.When acall ismadeto a
protected resource or operation, the assembly the CLR demanded from
the assembly that has a specific permission. But instead of checking only
the assembly that made the call, the CLR checks every assembly that is
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part of acalling chain. If all these assemblies have that specific permission,
the access to the protected resource/operation is allowed.

A To be able to write secure code, it is possible to refrain from permissions
that are granted to the code.This is done by requesting the necessary
permissions for the assembly to run, whereby the CLR givesthe

assembly only these permissions, under the reservation that the requested
permissions are part of the permission set the CLR was willing to grant

the assembly anyway. By making your assemblies request a limited permission
set, you can prevent other code from misusing the extended

permission set of your code. However, you can also make optional

requests, which allows the code to be executed even if the requested
permission is not part of the granted permission set. Only when the

code is confronted with a demand of having such a permission, it must

be able to handle the exception that is thrown, if it does not have this
permission.

A The demanding of a caller to have a specific permission can be done
using declarative and imperative syntax. Requesting permissions can only
be done in a declarative way. Declarative meansthat it is not part of the
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actual code but is attached to an assembly, class, or method using a special
syntax enclosed with <>.When the code is compiled to the intermediate
language (IL) or aportable executable (PE), these demands/

request are extracted from the code and placed in the metadata of the
assembly.This metadatais read and interpreted by the CLR before the
assembly is loaded. The imperative way makes the demands part of the
code.This can be sensible if the demands are conditional. Because a

demand can always fail and result in an exception being thrown by the
CLR, the code has to be equipped in handling these exceptions.

A The code can control the way the security stack walk is performed. By
using Assert, Deny, or PermitOnly, which can be set with both the declarative
and imperative syntax, the stack walk is finished before it reaches

the end of the stack.When CLR comes across an Assert during a stack

walk, it finishes with a Succeed. If it encounters a Deny, it is finished

with a Fail.With the PermitOnly, it succeeds only if the checked permission
isthe same or a subset of the permission defined with the

PermitOnly. Every other demand will fail a the PermitOnly.

A Custom permissions can be constructed and added to the runtime system.

Role-Based Security

A Every executing thread inthe .NET runtime system has a identity that
ispart if the security context, called principal.

A Based on the principal, role-based checks can be performed.

A Role-based checks can be performed in a declarative, imperative, and
direct way.The direct way is by accessing the principal and/or identity
object and querying the values of the fields.

Security Policies
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A A security policy isdefined on different levels: enterprise, user, machine,
and application domain.The latter is not always used.

A A security policy has permission sets attached that are built-in—such as
FullTrust or Internet—or custom made.A permission set is a collection

of permissions. By grouping permissions, you can easily address them,

only using the name of the permission set.

610 Chapter 12 « Security

A The important part of the policy are the security rules, called code
groups, these groups are constructed in an hierarchy.

A A code group checks the assembly based on the evidence it presents. If
the assembly’ s evidence meets the condition, the assembly isregarded as
a member of this code group and is successively granted the permissions
of the permission set related to the code group. After all code groups are
checked, the permission sets of all the code groups the assembly isa
member of are united to an actual permission set for the assembly at that
security level.

A The CLR performs this code group checking on every security level,
resulting in three or four actual permission sets.These are intersected to
result in the effective permission set of permissions granted to the
assembly.

A Remoting limits the extent to which the security policy can be applied.
To create a secure environment, you need to secure remoting in such a
way that access to your secured CLR environment can be fully controlled.

Cryptography

A The .NET Framework comes with a cryptography namespace that
coversall necessary cryptography functionalitiesthat are at least equal to
the CryptoAPI that was used up until now.

A Using the cryptography classes is much easier than using the CryptoAPI.

Security Tools

A The .NET Framework comes with a set of security tools that enable

you to maintain certificates, sign code, create and maintain security policies,
and control the security of assemblies.

A Two comparable tools enable you to maintain code access security.
Caspol.exe (Code Access Security Policy Utility) hasto be operated

from the command-line interface.The .NET Configuration Tool comes

as a snap-in for the Microsoft Management Console (MMC) and is
therefore more intuitive and easier to use than caspol .exe.
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Q: | want to prevent an overload of security stack walk, how can | control this?
A This can indeed become a mgjor concern if it turns out that the code

accesses a significant number of protected resources and/or operations, especially
if they happen in along calling-chain.The only way to prevent this

from happening isto put in a SecurityAction.Assert just before a protected
resource/operation is called. This implies that you need athorough understanding
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of when a stack walk, hence demand, istriggered and on what permission
this stack walk will be performed. By just placing an Assert, you

create an uncontrolled security hole.What you can do is the following, which
can be applied in the situation in which you make a call to a protected
resource but do this from within a loop-gtructure.You can also useit in asituation
in which you call a method that makes a number of callsto (different)
protected resources/operations that trigger the demand for the same type of
permission.

The only way to prevent a number of stack walks is to place an imperative
assertion on the permission that will be demanded. Now you know that

the stack walk will be stopped in itstracks.To close the security hole you just
opened, you place an imperative demand for the permission you asserted in
front of the assertion. If the demand succeeds, you know that in the other
part of the calling-chain everything is OK in regard to this permission.And
because nothing will change if you check a second or third time, you can
save yourself from a lot of unnecessary stack walks.Think about a 1,000-fold
loop:You just cleared your code from doing redundant 999 stack walks.

Q: When should | use the imperative syntax and when should | use the
declarative?

A First, make sure that you understand the difference in the effect they take. The
imperative syntax makes a demand, or override for that matter, on part of
your code. It is executed when the line of code that holds the demand/

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.
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override is encountered during runtime. The declarative syntax brings these
demands and overrides right into the metadata of the assembly. During the
load phase of the assembly, the metadata is extracted and interpreted, meaning
that the CLR already takes action on this information. If a stack walk takes
place, the CLR can handle overrides much quicker than if they would occur
during execution, thus the imperative way. However, demands should only be
made at the point they are really necessary. Most of the time demands are
conditional—think about whether the demand is based on a role-based security
check. If you would make a demand declarative for a class or method, it

will be trigger a stack walk every time this class or method is referenced, even
if demands turns out to be not needed. So to recap: Make overrides declarative
and place them in the header of the method, unless all methods in the

class need the assertion; then, you place it in the class declaration. Remember
that an assembly cannot have more than one active override type. If you
cannot avoid this, you need to use declarative overrides anyway. Make
demands imperative and place them just before you have to access a protected
resource/operation.
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Q: How should I go about building a code group hierarchy?

A You need to remember four important issues in building a code group
hierarchy:

_An assembly can not be a member of code groupsthat have conflicting
permissions; for example, one with unrestricted Filel OPermission and one
with a more regtricted Filel OPermission.

_The bigger the code group hierarchy, the harder it isto maintain it.

_The larger the number of permission sets; the harder it isto maintain

them.

_The harder it isto maintain code groups and permissions sets, the more
likely it isthey contain security holes.

Anyhow the best approach is the largest common denominator. Security
demands simplicity with as few exceptions as possible. Before you start creating
custom properties sets, convince yourself that this is absolutely necessary.
Nine out of ten times, one of the built-in permission sets suffices. The same
goes for code groups—most assemblies will fit nicely in a code group based
on their zone identity. If you conclude that thiswill not do, add only code
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groups that are more specific than the zone identity, like the publisher identity,
but still apply to alarge group of assemblies. Use more than one level in

the code group hierarchy only if it is absolutely necessary to check on more
than one membership condition, hence identity attribute. Add a permission
set to the lowest level of the hierarchy only and apply the Nothing permission
set to the parent code groups.

Take into account that the CLR will check on all policy levels, so check

if you have to modify the code group hierarchy of only one policy level, or
that this has to be done on more levels. Remember:The CLR will intersect
the actual permission sets of all the policy levels.

Solutions in this chapter:
_Packaging Code

_Configuring the .NET Framework
_Deploying the Application
_Deploying Controls

A Summary

A Solutions Fast Track

A Frequently Asked Questions
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Introduction

The final stage in developing an application is preparing it for deployment.The

first thing a user sees of your application isthe installation. If problems arise
during installation, the customer already has a negative perception of your application.
Thankfully, deploying your application in Visual Basic .NET issimpler.

How many times have you heard customers say they installed your application

and now something else doesn’t work? Windows applications can get complicated
with many DL Ls needed and so many versions available.The .NET Framework

will allow different versions of a component on the same computer.Y ou don’t

have to worry about registration problems anymore.

Packaging your application can be as simple as copying all of the filesinto a
common directory.Y our application will be comprised of one or more assemblies.
Because assemblies are self-describing, you don’t need to do much.Y ou don’t

have to worry about all the correct Registry entries being set and whether or

not a version of your component(s) already exists on the computer. If you want
your application to set up the Start menu or maybe even create anicon in the

Quick Launch toolbar, you may want to package your application to be installed

by the Windows Installer.

The complexity of configuring your application varies. If you use private
assemblies, all you haveto do is copy al the files to the same directory. If you want
to use public assemblies or use different directories for some assemblies, you will
need to create a configuration file Thisisjust an XML file that contains configuration
information. It allows for easy backup and can be created on an application,

user, or machine basis. It also alows for easier administration, because you only have
to worry about afile, you don't have to concern yourself with the Registry.
Deploying your application can be as simple as copying the files from a CDROM

or across the network to a directory on the user’s computer. Because the
assemblies in your application are self-describing and contain all needed references
internally, when the user runs the application, it will search for these references
itself. No more runtime errors about components not being registered.

However, this simple installation may not always be suitable for your needs. In

this chapter, we cover how to install your Visual Basic .NET applications using

the Windows Installer and creating Web downloads.When deploying controls,

you need to take some additional factorsinto account.This chapter shows you

how to get your applications ready to deploy.

Packaging Code

Thefirst step in getting your VB.NET application deployed is getting it packaged
(although for the .NET Framework it does not matter in what language the
application is written). Depending on the complexity of your application, it will
consist of one or more DLL and/or EXE files, aso called portable executables.Y ou
have to package them into one or more assemblies. An assembly consists of at least
two and at most four parts.

_Assembly manifest Mandatory because it contains the metadatathat
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the CLR needs to execute the code.

_Type metadata Describes the types (class and methods) that are contained

in the assembly.

_Portable executables The actual IL code.

_Resources Can be any type of nonexecutable file that needs to be used

by code in the assembly.

Let’stake alittle closer ook at the manifest because this isthe “ passport” of

the assembly. By using the Intermediate Language Disassembler (ildasm.exe), you
can see what is contained in an assembly. Figure 13.1 shows a part of the manifest
of asamplethat comeswith the NET Framework SDK.The part under .assembly
graphic isinteresting, not only because it statesthat the version (.ver) is 0.0.0.0,
which is not allowed if you want to distribute your code, but it also lacks a public
key, which is mandatory for sharing an assembly.What is actually missing isa
strong name—a prerequisite in deploying. Let’s set out to create an assembly that
has a strong name so that we have a distributable package:

1. Use the strong name utility sn.exe to generate akey-pair in afile name

GrphKey.snk:
sn -k G phKey. snk

2. Copy thisfileto adirectory where it is easily accessible if you compile
the program.

3. Add the necessary declarative statements to the code that take care of
the generation of a strong name in the manifest of the assembly. They

should be placed after the last import line and looks like this:
<assenbly: System Refl ection. Assenbl yVersion("1.0.0.1")>
<assenbly: System Refl ection. Assenbl yKeyFi |l e(" G phKey. snk") >
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4. Recompile the program and check the manifest, which will look something
like Figure 13.2.

5. To be publicly available, it hasto be placed in the general assembly

cache, by using the General Assembly Cache utility tool (gacutil.exe).

I ssue the following command:
Gacutil.exe -/i Gaphic.dll

Figure 13.1 Part of the Manifest from the Private Graphic.exe

Figure 13.2 Part of the Manifest from the Public Shared Graphic.dll
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6. Gacutil.exe returns with the message Assembly successfully added to the
cache.Open Windows Explorer and go to the directory %WinDir%\
Assembly.There you will find graphic.dll, ready for you to use (see

Figure 13.3).

This does not mean that you cannot distribute an assembly that has no strong
name; you can use it only for private use. If you try to add it in the general
assembly cache, it will be rejected. After you have added a strong name to all the
public shared assemblies and have set up all the private assemblies and other files
that are needed for the application, you have to decide how you are going to
package it to distribute. These are the two most commonly used methods:
_Creating Cabinet files You can do this with the utility makecab.exe.
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The advantage is that you compress the files, reducing the amount of
datayou have to distribute. Cabinet files are often used to download
controls over the Internet using a Web browser.

_Creating .md filesYou can use Visual Studio .NET to create MSl files
for the deployment of your application.

Figure 13.3 Listing the Public Assemblies Available in the General

Assembly Cache
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Assembly Versioning

Versioning of executables has always been important. How often did you

see a dialog box that told you that you needed a DLL with version

1.2.3456 or higher? Whatever you did, you had just one version of that

DLL, and a program ran with it or broke. This has changed with the .NET
Framework because you can have as many different versions of an

assembly on your system as are available. You can have different applications
that use an assembly with the same name, but with a different version.

The version number has become more of a “compatibility number”

and also controls the way the CLR locates the appropriate assembly.

A version number must have the following structure:
Maj or. M nor[. Buil d[. Revi si on]]

This means that the Major and Minor are mandatory, and that

Build and Revision are optional. However, if you want to use Revision,
you must have a Build. The value of all the four parts can range from O
to 65534 (included). This will be enough, especially with the speed in
which Microsoft changes technologies.

As mentioned, the version number can also be regarded as a compatibility
number, so a change in version number can reflect the following
compatibility phases:

_Compatible If only the Revision number changes. Change

of revision is seen as a quick fix engineering (QFE) update.

_Possibly compatible If the Build number has changed.

There is no guarantee for backward compatibility.

_Incompatible If Minor and/or Major changes.

Because you no longer need to be concerned with backward compatibility—
because any version can be kept available—you need to take

care to use proper versioning. The versioning helps the CLR in finding a
compatible assembly. Let’s look at that process step-by-step:

1. The CLR reads the application configuration file, the machine
configuration file and the publisher policy configuration file

to determine what the correct version number is for the

assembly that is referenced, and thus needs to be loaded.

Continued
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The publisher policy configuration file is omitted if the
application configuration file has put the version resolving
in Safe Mode.
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2. If the correct version has been established, the CLR checks if
this assembly has already been requested in the application
domain. If that is the case, the already loaded assembly is

used. Note that this check is based on the assembly’s full

name: name, version, culture and public key token (strong

name). You can get in trouble if you have two assemblies

with the same name, although one has the .dll and the other

the .exe extension. After the .exe version is loaded and

another assembly makes a reference to the .dll version, the

CLR will conclude that that assembly is already loaded

because the CLR makes the distinction based on the full

name, and that does not include a file extension.

3. In case the assembly is not loaded yet and is a strong name
base assembly (meaning that it can be a shared assembly),

the CLR checks the Global Assembly Cache (GAC).

4. If the assembly is not located in the GAC, the CLR goes on a
search mission:

_It checks the configuration file if a <codeBase> is provided.

If so, this directory is checked for the presence of

the assembly. In case the assembly is not located in the
<codeBase> directory, the lookup fails.

_If no <codeBase> is provided, the application base is

checked.

_If there is still no success, and the referenced assembly has

a culture, the appropriate culture directories are checked.

(By now the CLR is getting pretty desperate).

_It checks the privatePath directories and is satisfied with

less than a full name.

Two final remarks on this subject: If you reference an assembly, but
it does not supply all the fields of the full name, called a partial reference,
the CLR will quickly decide that it found the right assembly, even

if it turns out not to be the case. In this case, your assembly binds with
the wrong assembly (version). With partial references, the CLR goes for

a “best effort approach.”
Continued
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Configuring the .NET Framework

An important issue for deploying an application isto make sure that the installation
process on a computer goes smoothly and that the application executes as
intended.Y ou should also remember how and where the CLR finds the right
assemblies, chooses which assembly version to use; and how it sets security. The
list goes on and on. Before .NET, you mainly needed the Registry to accomplish
this. Now, you create the same information in XML-coded configuration files.
Perhaps you thought when you first read about the NET Framework and how it
would free you from the hassles of the Registry that you would no longer have

to be concerned with configuration issues. If so, think again! There are three

types of configuration files—machine, application, and security—so you can finetune
the settings according to the needs of administrators and developers.

Creating Configuration Files



The configuration files, like nearly all other setting files within the NET
Framework, are XML-coded, adhering to a well-formed XML schema. In
general, aconfiguration file consists of the following sections:

_Startup Holds settings that are related to the CLR to use.

_Runtime Holds settings that are related to the CLR working, especially
how and where the CLR can find the proper assemblies.

_Remoting Holds settings related to the remoting system.

_Crypto Holds the settings related to the cryptography system.
_Security Holds the settings of the security policy.

_Class API Holds the settings related to the use of API.

_Configuration Holds the settings that are used by the application.

Second, if an assembly has no strong name, (remember, this is only
mandatory for the GAC), the CLR will not be checking on the correct version,
even if you supply a version with the reference. Now the CLR finds

itself thrown into a wild goose chase and again goes for the best effort
approach.

A good rule of thumb is that you should always supply every

assembly with a full name; it costs hardly any effort but makes it possible

for the CLR to find the correct assembly and bind it.
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Technically speaking, you can find or put any of these sectionsin any configuration
file. However, if a section does not apply to the use of the configuration
file, it will be ignored.

NOTE

Configuration files, especially machine and security, have an impact on
the workings of all applications that make use of the .NET Framework. Be
very careful with making changes to these files before assessing the
impact they will have. When you deploy a new application, you should

not assume that certain modifications to general configuration files can

be made to suit your application needs. These changes may influence the
working of other applications.

A second warning about protecting your configuration files: Because

they are so readable, making changes to them is easy. Persons with ill
intent that have access to these files can do a lot of harm. Be sure that
you limit the access to these files and make them at least read-only to
also prevent accidental changes.

Machine/Administrator Configuration Files

Every machine that has the .NET runtime system installed has a machine configuration
file named machine.config.Y ou can find this file in the directory
%CLR_IngtallDir%\config.Thisfile is especialy important to reflect the correct
assembly binding policy of that machine. The file also holds the settings for
remoting channels.The settings in the machine configuration file take precedence
over those in any other configuration file and cannot be overridden by any other
file.These settings are “etched in stone,” 0 to speak. The reason is obvious: The
machine.config is expected to reflect the machine; any change to it may result in
the breaking of the CLR. Nevertheless, you need to find the right balance
between putting certain settings in the application configuration file or in the
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machine configuration file.
As an example, take alook a an excerpt from the machine.config file

regarding remoting:
<systemrunti nme. renoting>
<application>

</ application>
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<channel s>

<channel id="http"

t ype="Syst em Runti ne. Renot i ng. Channel s. Htt p. H t pChannel ,
System Runti ne. Renoting" />

<channel id="http server”

type="System Runti ne. Renoti ng. Channel s. H t p

. Ht t pServer Channel ,

System Runti ne. Renoting" />

<channel id="tcp"

t ype="Syst em Runti ne. Renot i ng. Channel s. Tcp. TcpChannel ,
System Runti ne. Renoting" />

<channel id="tcp server”

t ype="Syst em Runti ne. Renot i ng. Channel s. Tcp. TcpSer ver Channel ,
System Runti ne. Renoting" />

</ channel s>

<channel Si nkProvi der s>

<server Provi der s>

<formatter id="soap"

t ype="Syst em Runti ne. Renot i ng. Channel s

. SoapSer ver For nat t er Si nkPr ovi der,

System Runti ne. Renoting" />

<formatter id="binary"

t ype="Syst em Runti ne. Renot i ng. Channel s

. Bi narySer ver For mat t er Si nkPr ovi der,

System Runti ne. Renoting" />

<provider id="wsdl"

t ype="Syst em Runti ne. Renot i ng. Met adat aSer vi ces
. &dl Channel Si nkPr ovi der,

System Runti ne. Renoting" />

</ server Provi der s>

</ channel Si nkProvi der s>

</systemrunti me.renoting>
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Application Configuration Files

The application configuration file is located in the installation directory of the
application and is named after the application’s program executable with .config
added to the name, thus program.exe.config.The CLR checks the application
directory for that file. Because an application does not need its own configuration
file, it can completely depend on the machine configuration file, but nothing will
happen if it is not there.Take notice of this! If you put it somewhere else, or use
adifferent suffix, the CLR will not find it, which may mean that the CLR is not
able to load the application. In the case of a browser-based application, the

HTML page should use a link element to give the location of the configuration

file, which resides in adirectory on the Web server.

The application configuration file is especially useful for assembly binding

settings that relate to specific assembly versions an application needs and the places
the CLR has to look for the application’s private assemblies, called probing. A possible
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configuration file for our earlier example of Graphic.dll may look like this:
<configuration>

<runti me>

<assenbl yBi ndi ng xm ns="ur n: schemas-m crosoft-comasmvi1">
<probi ng privatePath=".\SubDir1;.\SubD r2"/>

<publ i sher Pol i cy apply="no"/>

<dependent Assenbl y>

<assenbl yl dentity nane="QG aphic"

publ i cKeyToken="83f 879e€949c242e1"

culture=""/>

<publ i sher Pol i cy appl y="no"/>

<bi ndi ngRedi rect ol dVersi on="1.0.0. 0"

newver si on="1.0.0. 1"/>

</ dependent Assenbl y>

</ assenbl yBi ndi ng>

</runtime>

</ confi guration>

This sample configuration shows the use of probing, telling the CLR that it’s
private assemblies reside in the directories SubDir1 or SubDir2, which are subdirectories
of the application directory. It also shows the use of binding redirection—
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applications that want to bind with version 1.0.0.0 of Graphic.dll can bind with
version 1.0.0.1 instead, without getting into compatibility problems.

The line <publisher Policy apply=*“no”/> is worth mentioning. It refers

to apublisher policy.A publisher policy fileisa special kind of configuration file.

It can be issued by the publisher and holds compatibility information regarding a
fix or update of an existing component. It isused to let an assembly bind in a
proper way with a new version of a component.This publisher policy configuration
file resides in the assembly of a shared component. In our example, there can

be a publisher policy in the new assembly, version 1.0.0.1. Notethat the information
in the publisher policy always overrides the settings in the application configuration
file.The only way to stop thisis, as the example shows, to put

<publisherPalicy apply="n0”/> in the application configuration file Thisis

called Safe Mode and is only valid for the assembly it is part of.

Security Configuration Files

Security configuration files describes the security policy settings. There are at
least three security configuration files applicable:

_Enterprise Resides in the directory %CLR_InstallDir%\Config and is
called Enterprise.config.

_User Resides in the directory %USERPROFILE%\Application Data\
Microsoft\CLR security config\x.x.oxx (X.X.xxxx is the build

number) and is called Security.config.

_Machine Resides in the directory %CLR_IngtallDir%\Config and is

called Security.config.

What these configuration files do and how they are used is described in
Chapter 12. For the purpose of the example, take alook at some edited code
from the user Security.config file, listing the modifications that were madeto it in

the exercises in Chapter 12:
<?xm version="1.0" encodi ng="utf-8" ?>
<configuration>
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<nscorlib>

<security>

<pol i cy>

<Pol i cyLevel version="1">
<NaredPer m ssi onSet s>
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<Per m ssi onSet cl ass="NanedPer nm ssi onSet" version="1"
Nane="Pri vat ePer m ssi ons"

Description="M/ Private Perm ssion Set">

<| Per mi ssi on cl ass="Envi ronnent Per n ssi on" versi on="1"
Read=" USERNANME; TEMP; TMP"/ >

<l Perm ssi on cl ass="Fi | eDi al ogPer m ssi on" versi on="1"
Unrestricted="true"/>

<| Perm ssi on class="Fil el OPermni ssi on" version="1"/>
<l Perm ssi on cl ass="1sol at edSt or ageFi | ePer mi ssi on" versi on="1"
Al | oned="Assenbl yl sol ati onByUser"

User Quot a="9223372036854775807"

Expi ry="9223372036854775807"

Per manent =" True"/ >

<| Per m ssi on cl ass="Refl ecti onPerm ssi on" version="1"
Fl ags="Refl ecti onEm t"/>

<l Per mi ssi on cl ass="Regi stryPerm ssion" version="1"
Read="HKEY_LOCAL_NACHI NE"/ >

<l Per m ssi on cl ass="SecurityPerm ssion" version="1"

Fl ags="Assertion, Execution,

Renot i ngConfi gurati on"/>

<| Per mi ssi on cl ass="U Permn ssion" version="1"
Unrestricted="true"/>

<| Per mi ssi on cl ass="DnsPerm ssi on" versi on="1"
Unrestricted="true"/>

<l Per m ssi on cl ass="Printi ngPerm ssion" version="1"
Level ="Defaul t Printing"/>

<l Per mi ssi on cl ass="Event LogPer m ssi on" versi on="1">
<Machi ne nane="." access="I|nstrunent"/>

</ | Perm ssi on>

<l Per mi ssi on cl ass="MessageQueuePer ni ssi on"
version="1" Unrestricted="true"/>

</ Per m ssi onSet >

</ NanmedPer m ssi onSet s>
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<CodeG oup cl ass="Uni onCodeG oup" versi on="1"

Per m ssi onSet Name=" Not hi ng"

Name="Pri vat eG oup_1"

Descri ption="">

<| Menber shi pCondi ti on cl ass="Si t eMenber shi pCondi ti on"

version="1" Site="msdn.one. m crosoft.cont/>

<CodeG oup cl ass="Uni onCodeG oup" versi on="1"

Per mi ssi onSet Nane="Local I ntranet"

Name="Pri vat eG oup_2"

Descri ption="">

<| Menber shi pCondi ti on cl ass="Publ i sher Menber shi pCondi ti on"

versi on="1"

X509Certificat e="3082025A308201C702101DD1CB6CAEA347000491E0419A84A91E300Dhttp://www.syngress.com
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01050003818D0030818902818100BFD980FAD50DBC19919C765F2B80EB84B4336COFELCB
979B859AD13E9858276BC28F1B3CD82AC24B6205EFEFO5F928AAESDB45724B805BE97ACD
5334EE24F7BD18ACA8B648B8FFBD5 DCFF3D6362C1E3DB8514247C6D2069EBASFA7EEQ9CO
8428D6EED261E250A80E74894BD36D70712F7FC019E8A40F17832659749FAB87F6B90203
010001300D06092A864886F70D0101040500037E007DFCF465F5BB7E171028D8D57 C1LA39
A9F630DEOF3C6F6924A6F5D50D31A096D26208957168E8F3E81BE6A4DDAB04BDD6DF8F22
63C309BE82D4B880CEAC5927BEB386D1DADA736C3F2432B15C7D3A1849BES64AA1B7 FADF
772FC8EE4A41236E0290130DDDE391E115C2103015CB3D4EB6ACI1CC72F7F7FAE234E0CO
FA7B"/ >

</ CodeG oup>

</ CodeG oup>

</ Pol i cyLevel >

</ policy>

</security>

</ mscorlib>

</ confi guration>
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WARNING

You should under no circumstance edit the Security.config and
Enterprise.config files directly. It is very easy to compromise the integrity
of these files. Always use the Code Access Security Policy utility
(caspol.exe) or the .NET Configuration tool; these will guard the
integrity of the files and will also make a backup copy of the last saved
version.

Deploying the Application

Although preparing the deployment of an application still calls for alot of attention,
things have become far more easy to handle with the .NET environment.

Many people assume that deploying is nothing more than a XCOPY of the
application to the destination to get the application up and running. In essence
thisistrue, but it assumes that you have created correct working configuration
files, that the CLR is already installed, and that the application is self-contained
(does not integrate with other applications). Remember we are still in the Beta
phase of a new integrated application environment that gives the Microsoft
Windows environment possibilities it never had before. Although the signs are
good, we gtill have to wait for the final verdict until the first full-blown .NET
applications are rolled out. To prepare yourself for deploying your first .NET
application, we discuss a number of topics that can help you.

Common Language Runtime

In order to run aVB.NET application on a system, it needs to have the .NET
runtime environment.At thistime it is very likely that a system does not have it
ingalled. Up to the point where it becomes available, remember that you are ill
working with the Beta, and you will haveto ingtall it yourself.Y ou need the
NET Framework Full version, available on the Visual Studio .NET Windows
Component Update CD under the dotNetFramework directory with the name
setup.exe and residing under the directory dotNETRedist. Installing this version
enables you to run al .NET applications. There is also alimited runtime version
available, called Control Version that can be used if you use only a Web browser
download and run .NET controls.
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If (and how) Microsoft is going to deal with licensing and distribution of the

NET runtime environment is not known at this point. It is likely that the .NET

runtime environment will become a default component of the Windows XP distribution
because they put so much emphasis onthe .NET Architecture.

Windows Installer

Using the Windows Installer 2.0 to install acomplex .NET application is highly
recommended, because this Installer version can recognize assemblies and work
with them accordingly. Some of these features are the following:

_Adding and removing, and repairing if necessary, assembliesin the

Global Assembly Cache

_Installing and removing, and repairing if necessary, private assembliesin

the application’ s directories

_Rollback of failed assembly operations

_Patching of assemblies

To be ableto let the Windows Installer do all the work for you in a controlled

way, you need to group all filesthat directly relate to the assembly.The

Windows Installer handles such agroup as a single component. If you uninstall

the assembly, all files of the component will be uninstalled also. Because assemblies
can be used by more than one application, you must prevent the Windows

Installer from removing an assembly that is still in use. If you install all assemblies
through Installer, thiswill be no problem because Installer keeps track of the
Installer components reference an assembly. It will only remove an assembly if all
the components that reference that component are previously removed.

Here iswhere you should start paying extra attention. Suppose you added a

few assemblies to the cache using gacutil.exe and one of them references an
assembly, let’s call it Assembly X, installed by Windows Installer. Times goes by,
and Assembly X isuninstalled, but because other assembliesinstalled by Windows
Installer reference X, it was not removed. A bit more times goes by and the last
assembly referencing Assembly X is uningtalled. This is noticed by Windows
Installer, and it removes assembly X from the cache.The next time the assembly
(which you manually ingtalled) runs, it will make afutile attempt to bind to
assembly X and fail.

If you are ever confronted with a.NET assembly that breaks, it most likely

tried to bind to an assembly that is not available.Y ou can use the Fusion Log
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Viewer (fuslogvb.exe) to examine where in the loading process things go
wrong. By the way, the loading and binding ID is performed by a program called
Fusion, hence the name of the viewer.

CAB Files

Y ou can create Cabinet filesin a few ways.Y ou can use makecab.exe or the
deployment tool of Visual Studio .NET.The most important reason to use CAB

files isthat the compression can decrease the size of the file significantly, thus cutting
down on the download time.When you create a CAB file you have to take

notice of the following:
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_A Cabinet file can contain only one assembly.

_The Cabinet file must have the same name as the file in the assembly
holding the manifest.Take our first example, where we had the single

file assembly graphic.dll that aso holds the manifest. The Cabinet file has

to be named graphic.dll. In alot of cases, the assembly’ s name is equal to
the name of this file holding the manifest.

After you have created the Cabinet files you deploy them, making them available
for remote clients through a Web server.Y ou can do this by referencing them
through the following:

_A configuration file, using the <codeBase> tag

_A Web page, using the <OBJECT> tag

An example for the <codeBase> may look like this:
<configuration>

<runti me>

<assenbl yBi ndi ng xm ns="ur n: schemas-m crosoft-comasmvi">
<dependent Assenbl y>

<assenbl yl dentity nane = "graphic"

publ i cKeyToken="83f 879e€949c242e1"

culture=""/>

<codeBase version="1.0.0.1"

href =" htt p: / / ww. conpany. com CABS/ G aphi c. cab"/ >
</ dependent Assenbl y>

</ assenbl yBi ndi ng>
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</runti me>
</ confi guration>

An example for the <OBJECT> may look like this:
<HTM.>

<OBJECT

codebase=" CABS/ Gr aphi c. CAB#versi on=1,0,0, 1">
</ OBJECT>

</ HTML>

A final remark on the use of CAB files:The first reference to the CAB file
will extract the assembly and load it. However, subsequent references to the
assembly will fail because the CLR does not automatically expand Cabinet files.

Internet Explorer 5.5

Internet Explorer 5.5 and above can help you in deploying assemblies.Y ou can
reference a managed executable, hence assembly, from aWeb page and it will be
downloaded and executed.Y ou can embed thisin an installation guide that
embodies all information that is needed to install the application.

Some issues surrounding this method of deployment are related to security

policy and application domain. If you load an assembly from a Web site, the zone
of the Web site, which isInternet, is used as evidence to determine the permission
set. If the administrator did not make changes to be more specific with permissions,
for example site or strong name, then these assemblies are assigned the limited
permission set of Internet. To establish a broader permission set, you have to
create appropriate Code Groups (see Chapter 12).

If you reference a Web site, the runtime creates an application domain for that
site, for example www.company.com. |f an application domain already exists for
that site, the assembly referenced by this page will be added to that AppDomain.
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As long as the Web site holds assemblies that belong to one application, assemblies
sharing one application domain are not a problem. However if the site holds

more than one application, for example http://www.company.com/appl and
http://www.company.com/app2, this may be an unwanted situation.Y ou can

solve this by placing a<LINK> tag on the Web page that points to an application
configuration file. Based on that configuration file, an AppDomain is created

and all assemblies on that page run in this application domain context.Thisis also
the case if more than one Web page has a <LINK> tag pointing to the same
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application configuration file. Having mentioned this, awarning is in order: If
you forget to supply the <LINK> tag to a page, the assemblies of this page are
loaded in the site-related application domain. This will ultimately result in problems
with the execution of the application.

Inthe “CAB Files’ section earlier in the chapter, the use of the <OBJECT>

tag was discussed. However, there are two other ways of referencing to an
assembly that gets downloaded and loaded into a new application domain:
_Using aHREF link, for example <A HREF="Graphic.exe’>

_Pointing your browser directly to the assembly, for example by entering
http://www.company.conVEXECS/Graphic.exe

In the first option, it is assumed that the assembly resides in the same directory
that the Web page is pointing at. The CLR will also check this directory for
aconfiguration file. It is also assumed that the application base (AppBase) is set to
the directory the Web page is pointing at. In the case of the HREF link, this may
be www.company.comVAppl. In the example of the second option, thisis
www.company.com/EXECS.The AppBase is seen as the root directory from
which the CLR searches for subsequent referenced assemblies.

NOTE

As you install Visual Studio .NET Beta, the installation process first wants

to install a few “enhancements” before it installs the actual Visual Studio

.NET. One of these enhancements is the Installation of Internet Explorer

6.0 (Public Beta). The reason is that this version of Internet Explorer has

all the features to deal with advanced .NET applications. Take note that

you must be very cautious with installing IE 6.0 on your regular system if

you use it for tasks other than developing. Experience has shown that

some e-commerce Web sites have problems with IE 6.0, hence are so
well-tuned on IE 5.5. And because IE 6.0 is also still a Beta, it may

contain some incomplete functioning code.

Resource Files

A resource is anonexecutable data file that is related to an assembly and packaged
in aresource format, so it can be automatically deployed together with the
assembly.A few examples of resource files would include Help text for the
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applications, icons, images, and sound-files. The most important advantages of
resource files are as follows:

_Resources can contribute to a better localization of your application; by
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using the Culture identifier of the assembly, the correct localized

resource is picked.

_Resource files make access to different types of data files uniform by

using resource objects.

_Resources can be part of an assembly file or compiled into a satellite

assembly.

Localization has always been a hassle in selecting the correct localized files.

Now thisis handled by the CLR, presuming that you have packaged your
resource files in assemblies. If the Culture field is not empty, also called neutral,
the CLR checks the localization settings of the system and triesto find a referenced
assembly with the correct culture. If thisis not the case, it will fall back on

the neutral version.This implies that when you use localized assemblies, you must
always have a neutral assembly available. If no localized assembly exists that
matches the localization setting of the system, the CLR always falls back on the
neutral version. In case the CLR cannot find the neutral version, it throwsan
exception, and the loading process will fail. Also, for localized resource files, the
principal of satellite assembliesis used. So what about satellite assemblies?

They are called satellite because they do not contain any executable code.They
must be in close contact with an assembly that does contain executable code and
use the resources that are contained in the satellite assemblies. This concept is also
referenced to as hub and spoke, where the executable assembly is the hub and the
resource assemblies the spokes.This solution has the following advantages:

_You can very easily add other localized versions to the application by

simply copying them to the correct directory.

_You have to deploy only the localized versions that will be used.

_Satellite assemblies can be replaced without having to change or

(partially) recompile the application.

The only drawback isthat you must test your application against every

localized resource set.
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NOTE

The localized resource assembly has to follow a specific naming convention.
It is preferred that you use the Culture field to identify the localization
signature, although the CLR can also check the assembly name for

the localization signature. The format is II-CC, what stands for two
lowercase characters for the language, followed by a dash, followed by
two uppercase characters for the country. These codes are standardized

in the 1ISO 3166 standard. Be sure to use these codes because there are
some exceptions to the rule. A few examples are the following:

_en-UK English as spoken in the United Kingdom

_en-US English as spoken in the United States

_du-BE Dutch as spoken in Belgium

_fr-BE French as spoken in Belgium

Let’stake alook a how you create the resource files from the command
line.The following code is a sample that comes with .NET Framework SDK
and islocated in <SDK_Install Dir>\Framework SDK\Samples\tutorial s\
resourcesandlocalization\graphic\vb.
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The build.bat file, which is edited for the sake of readability, reads this way:

resxgen /i:un.jpg /o:lnmages.resx /n:flag

cd en

resxgen /i:en.jpg /o:lnmages.en.resx /n:flag

cd ..\en-us

resxgen /i:en-US.jpg /o:1mages.en-US.resx /n:flag

cd. .

resgen | nmages.resx |nmages.resources

resgen en\images. en.resx en\inages. en. resour ces

resgen en-us\inages. en-us.resx en-us\inmages. en-US. resour ces
al /out:en\Gaphic.resources.dll /c:en

/ enbed: en\ | mages. en. resour ces, | nages. en. resour ces, Pri vat e
al /out:en-us\Gaphic.resources.dll /c:en-US

/ enbed: en-us\ | mages. en- US. r esour ces, | nages.

en- US. resour ces, Private
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vbc /target:library /optionstrict+ /r:System DLL
/r:System Drawi ng. DLL

/r:System W ndows. Forns. DLL /r: System Data. DLL
/res: | mages. resour ces, | nages. resour ces graphic.vb

Y ou see three commands that you most likely never encountered before:
_Resxgen A utility that converts a JPG image into a RESX file.The
latter isan XML-coded resource file.Y ou need this utility to be able to
generate aresource file for the JPG-image.

_Resgen The command line Resource Generator utility that converts
the RESX fileto a.resource-file. In fact, it can convert an input file
with the .txt, .resource, or .resx extension to an output file with a .txt,
.resource, or .resx extension, assuming that the file extension represents
the format of the file.

_Al The Assembly Generation utility, but al is short for assembly linker. It
is used to generate an assembly (including a manifest) from one or more
MSIL files (without a manifest) or resource files. Let’stake alook at the
parameters in our example:

_lout Givesthe exact name of the output file.

_Ilc Gives the culture gring that has to be attached to the output file.

By the way, /c is short for /culture.

_lembed The full syntax is. /fembed[resour ce]:file[,name

[,private]], whereby file the name of the resource file that has to be
embedded in the output file, containing the manifest; nameisthe
internal identifier that will be used in the assembly to reference the
resource; private takes care that the assembly can only be used by

the application it is meant for and therefore will not be visible for

other assembles. In Figure 13.4 this all comes back in the line
.mresource private’l mages.en-US.resour ces.
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Deploying Controls

Up until now, we have discussed the deployment of assemblies, or managed code,
in general.When you start deploying .NET controls, you come across additional
issues that are similar to the issues you had to solve when you deploy ActiveX
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controls, although you no longer have to bother with Registry settings and
CLSIDs (aslong as your controls do not interact with COM+ components). Let’s
first list the steps involved in the deployment process and then discuss them in
further detail:

1. Obtain a X.509 Authenticode Certificate from a CA, such as Verisign, or
use a Software Publisher Certificate (SPC).

2. License your .NET control.

3. Signthe .NET control assembly.

4. Package the .NET control ina CAB file.

5. Make an application configuration file.

6. Create the Web page that makes an <OBJECT> reference to your CAB

file and a<LINK> reference to the application configuration file.

7. Tek it.

Step 1 speaks for itself. For testing purposes, you can make use of the
makecert.exe tool. Step 2 involves the always important issue of software
licensing.The .NET Framework comes with a License Compiler utility
(Ic.exe), which creates a .licenses file that will be included in the assembly as
a.resource file.

Figure 13.4 The Manifest of the Resource Assembly en-US/

Graphic.resources
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Step 3 can be done using the File Signing tool (signcode.exe). Although it is

a command-line utility that requests awhole series of optionsto befilled in, you
should locate the file with the Windows Explorer and double-click it. The Digital
Signature Wizard will be started, which takes you through the whole processin
an easy and straightforward way.Y ou can check if the assembly isindeed signed
by performing the following steps.

1. Use the Windows Explorer to locate the assembly you just signed.

2. Right-click the file and select Properties.

3. Select the Digital Signature tab (see Figure 13.5).

4. Select the Certificate inthe Signature List and click on Detailsto

view the Certificate. It should look familiar.

Steps 4, 5, and 6 have already been discussed. Step 7 should speak for itself—
testing has always been something that does not get the highest priority. But it
cannot be emphasized enough: Testing isa very important sep in the development
and deployment process of an application. It doesn’t matter whether

you' re dealing with alarge and complex application or asingle control. Never
cut back on tesing—you earn it back in all the hours you don’t have to spend
on troubleshooting.

Figure 13.5 The Proof of a Signed Assembly
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Summary

With the .NET Framework application deployment has become easy again—no
battles with DLL versions and Registry settings.Y ou are able to focus on what is
really important: going smoothly through the deployment phases.The first step in


http://www.syngress.com
http://www.syngress.com

deploying isversioning. Thisis sort of new from what you were used to. But now
you can run multiple versions of the same assemblies next to each other. It is
important that assemblies have correct version numbers so that assemblies can
bind with correct assemblies.To achieve this, it isimportant that assemblies get
full names, consisting of a name, strong name, culture (also known as locale or
localization), and a version number.The use of full namesis also necessary to
share them. After this is taken care of, you can go to the next step, which isthe
way the assemblies are going to be packaged for deployment.There are three
choices: do not package them, just XCOPY them; package every assembly in a
Cabinet file; or package the complete application in a Windows Installer file.The
packaging method depends through which channels you want the application to
distribute.Assemblies attribute also to the organization of data. All programs need
different kinds of resources, such as Help files, images, and audio files. By converting
these filesinto resource files, you can package them in assemblies without
executable code. These are called satellite assemblies, which are very useful to
solve deploying localized applications. By given them a culture identification, the
CLR will automatically pick up the resource assemblies with the correct localization.
Localized assemblies can be added without having to bring the application

down or to redtart it.

Although you do not need to get involved in al kinds of registering of DLL

files, using Class Identifiers and other Registry settings, a lot of configuring is still
going on. Only now, they are different types of XML-coded configuration files.
Every application can have its application configuration file; every machine hasits
machine configuration file (also called an administrator configuration file) and
security configuration files. Every possible setting is controlled by these configuration
files and enables you to go from a generic configuration to atailor-made
configuration.

Before you can actually deploy an application, you must be sure that the

machines that run the application indeed have the .NET Framework runtime
ingtalled.When you use Windows Installer, it can take alot of work out of your
hand installing, and also uningtalling, of the application, especially because
Windows Installer recognizes assemblies and knows how to handle them, such as
ingtalling them in the general assembly cache. CAB files are especially useful if

640 Chapter 13 « Application Deployment

you want to distribute the assemblies using the Internet Explorer 5.5 (and up).
When you want to deploy .NET Controls, which you can compare with ActivexX
Controls, issues such as licensing and signing are involved.

After deployment of an application, you do not have to reboot the system,

and you can easily replace assemblies, just by adding a new version of the
assembly to the assembly cache.Y ou can modify configuration files, and the next
time an assembly is loaded by the CLR, the modified configuration file is used.

Solutions Fast Track
Packaging Code

A An assembly has a Manifest that describes in detail what iswrapped in
the assembly and with which other assemblies it will bind.
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A Anassembly isidentified by its full name that consist of a name, string
name, version number and culture (localization identifier).

A A single assembly can be packaged in a Cabinet (CAB) file, using the
Cabinet Maker (makecab.exe).

A A complete .NET application can be packaged in a Windows Installer file.

Configuring the .NET Framework

A Application dependent settings can be set in the application configuration
fileThisfile appliesto all assembliesthat are part of an application.

A Machine dependent settings can be set in the machine/administrator file.
Thisfile appliesto al applications that run on this machine. Settingsin

the application configuration file can not override the settings in the
machine configuration file.

A There are three security configuration files: enterprise, which appliesto
one or more systems and applications; user, which isrelated to the user

that starts up an application (every user has his own security configuration
file; and machine, which appliesto a single machine that runs one or more
applications (every machine has its own security configuration file).
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Deploying the Application

A Before a.NET application can be deployed, the .NET Framework runtime
system must be installed on all the machines that will run (a part

of) the application.

A With Windows Installer 2.0, acomplete .NET application can be
installed and, if needed, be uninstalled later on.Windows Installer 2.0 is
fully assembly-aware and can take care of placing and updating assemblies
in the general assembly cache.Windows Installer 2.0 keeps an independent
administration of assemblies it has installed and are referenced

by other assembliesinstalled by Windows Installer 2.0; it will never
remove a uninstalled assembly if it is still referenced by other assemblies.
A With CAB files, you not only compress an assembly significantly, but it
can also be deployed using Internet Explorer 5.5 (or higher).

A The nonexecutable data files—such as Help files, audio files, and
images—that are used by assemblies are converted in resource files (using
the Resource Generator utility resgen.exe) that can be added to

assembly files that hold executable code. They can also be compiled into

an assembly without executable code, using the Assembly Generation
utility (al.exe). Thisis called a satellite assembly, which are very useful in
deploying localized applications.

Deploying Controls

A You can protect your controls by licensing them, using the License
Compiler utility (Ic.exe).

A You can authenticate your controls using a X.509 Authenticode
Certificate, with the File Signing utility (signcode.exe), that comes
with a Digital Signature Wizard.
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Q: If I can XCOPY a.NET application to its destination, why should | use
Installer instead?

A: You don't need to use Installer; XCOPY will work just fine. But when you
need to deploy a more complex application, you may want to do a little more
than just an XCOPY.The most obvious is that you need to install shared
assemblies in the general assembly cache (GAC). Additionally, if you want to
uninstall the application, removing the sub tree will not remove assemblies
from the GAC. Besides how do you know if you can safely remove an
assembly from the cache without breaking another application? If you install
all your application with Windows Installer, Installer will take care of
removing an assembly when it issafeto.That is, if you ingtall al the applications
using Installer 2.0. It isagood practice to be able to install an application

with an as small as possible footprint and uninstall applications without
leaving a footprint. Packaging your application with Windows I nstaller takes
all that work away from you and the people who are responsible for the
ingallation and maintenance of the application. By the way, it looksfar more
professional than copying files fromaCD.

Another reason to use Windows Installer 2.0 isthat you may have to integrate
with applications that run outside the .NET Framework or even ship
unmanaged components with the application, that still have all the installation
issues attached to it. It will help you alot to keep using just a single method

of deployment and Windows Installer2.0 is not a bad choice to do so.

The XCOPY example is merely used asto imply that .NET applications

are no longer plagued with the hassles of checking for the proper DLL version,
using RegSvr32 to get your files registered, fixing CLSID problems and

all these other annoyances. On the other hand, you' re not out of the woods
right now! All these problems still apply dealing with the NET Framework
runtime system and when there become more versions of this runtime system
available you may haveto ded with all the problems all over again, because

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.
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application may need a specific runtime version to run in. If Microsoft is not

able to make it possible to run different CLRs next to each other and independent
from each other, we may have to dea with all the issues all over again.

Q: What isthe best way to deploy alocalized application?

A Thebest part of localization and the .NET Framework isthat it usesthe systems
“Regional Options’ to determine the “Culture”, in which the culture is

a combination of language (two lowercase characters) and country/region

(two uppercase characters). Compilation of .NET applications is language
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independent and no longer poses the same localization problems. Because
cultureis part of the assembly’s full name, assemblies with a culture set always
take precedent over assemblies that have no culture, called neutral.The
Culture property at least hasto hold the language, but you are advised always
to be as specific as possible. This may help you to deploy your application in
as many localization settings as possible, without having to replace files later
on. Although the .NET Framework helps you alot with easy localization
implementation, it is the program’ s design and development that decides to
what extent your application is able to handle localization. For example,
address labels have another format in about every country.The .NET
Framework will not help you to solve that problem—that’s up to the program.
But if you create your code so that it can format an address label based

on a set of rules, you can save these rules as aresource in alocalized assembly.
Y our code just has to read the rules, because the CLR takes care that the
assembly with the proper localization is presented to the application.

Besides setting the culture of the assembly, put the culture in the name of

the resource (for example, Graphic.en-US.resources) because the CLR will

use thisto determine the proper localized resource in case the Culture property
is not set.The last thing you should do is place all resources of the same
culture in a subdirectory that should be located directly under the application’s
root directory and must be named with the exact culture’ s name.The

CLR will check thisdirectory to locate the proper localized resource. If you
adhere to these things, adding a new language to your application is as easy as
copying adirectory.
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Q: How do | transfer an image file to aresource file? Using resgen.exe doesn’'t
work.

A Thisseemsto be aodd problem:Y ou need to use resgen.exeto create a
resource file, only it excepts just two different formats— TXT files and
RESX files.The latter is an XMLized version of aresource. In fact, it is
advised to convert every resource into its XML-coded version. The reason is
that the whole .NET Framework is optimized in using XML-based input.

Y ou can use streams to take care of al the formatting and stuff.That leadsto
the problem that resgen is not able to convert an imageto aRESX file. Let’s
hope that Microsoft comes up with a more versatile resgen that can handle
more types of input. Until then, you can use a program called ResX Gen with
the C source included that is able to do the trick.Y ou can find it in the samples
section, under tutorial s\resourcesandlocalization, of the Framework SDK.

Y ou can use this .NET program or let the source help you to create your

own conversion program. After you have run your image file through this
program, you have the XMLized (RESX) version of your image that can be
converted to aresource file using Resgen.exe.

Q: Isthere a method to use version numbers for assemblies?

A Thereisno standard method of keeping track of version numbers. But
because the format of the version number isvery clear, you have to go with


http://www.syngress.com

that. Aslong as you go with that format, you are in the clear. Change version
numbersonly if it isreally necessary.The reason is very simple:The CLR
considers every version number as a valid assembly and will check it asit tries
to find the correct version of an assembly.The more assemblies there are to
check, the longer thiswill take. For example Y ou have built areasonably
extensive application, and you are now on version 2.0 (the magjor and minor
part of the version number) and want to change it to 2.1. But because you' ve
done agreat deal in the development process, only half of the assemblies have
changed. If you would change the version number of all assemblies, you
double the number of assemblies while half of them are the same. Only by
removing the obsolete ones can you control the number of active assemblies.
Thisisno problem if the assemblies are used only by your own application,
but if you share the assemblies with other programs, this is not so straightforward.
There are ways around it. The best way is to edit the application configuration
file and put a <assemblyredirect> in for all the unchanged assemblies

and let the old versions point to the new one. Be careful with using publisher
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policiesto take control of these issues. Applications can run in Safe Mode,
thereby ignoring the publisher policy. As far asthe build and revision goes,
change these only on a per-assembly basis.

There is another way of dealing with alot of assemblies with version
changes by going for a select number of large assemblies, instead of with a
lot of small ones.This makes good sense if you can group alot of code based
on acommon functionality in relation to deploying such functionality. Be
sure that it has a limited number of exposed interfaces, or you will run into
version trouble again if the assembly isreferenced all over the place.

Solutions in this chapter:
_Considerations Before Upgrading
_Considering Architecture Before Migration
_Data Types

_Converting VB Forms to Windows Forms
_Keyword Changes

_Programming Differences

_Understanding Error Handling

_Data Access Changes in Visual Basic .NET
_Upgrading Interfaces

_Using the Upgrade Tool
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Introduction

Now that we have seen how to develop an application with Visual Basic .NET,
what about your existing applications? Do you leave them as is, or should you
upgrade them? There are different factors to consider when making this decision.
This chapter will focus on when to upgrade your application, and what is
involved in an upgrade when you decide to do it.

The .NET architecture is different from previous versions of Visual Basic and
some applications will require significant changes.Visual Basic .NET hastransitioned
to making everything an object, prompting significant programming
changes.Y ou will have to modify data typesto match the new Common Type
System (CTS), which will impact applications using the Variant datatype.There
are other considerations. Some keywords have been changed or even removed,
and your Visual Basic Formswill need to be upgraded to Windows Forms. Error
handling will be completely different as well, and you will have to convert al
existing error handling to the new exception-based format.

As you have seen, data access has changed drastically and is based on XML.
Thisisamajor paradigm shift, and addressing these issues can take considerable
time and effort. Interfaces and events have changed from previous versions of
Visual Basic. Not all applications use these features, but you need to understand
how to convert them if they do. Fortunately,Microsoft has created an upgrade
tool. Thiswill attempt to upgrade your application from Visual Basic 6.0 to Visual
Basic .NET. Of course, not all aspects of your application can be automatically
upgraded.The portions of your application that cannot be upgraded will be commented
out and will require manual conversion. Some applications will still

necessitate a large development effort, so think long and hard before an upgrade
and develop aplan for it.

Considerations Before Upgrading

Certain issues must be addressed before a legacy application can be upgraded to
Visual Basic .NET. Changing your application could mean anything from
changing the data type of avariable to rewriting an entire application so it uses a
different data access mechanism.The following points are recommendations

you should carefully look at before deciding on migration.We will cover these
recommendations in detail in the sections that follow:

_Early binding of variables

_Avoiding Null Propagation

_Using ADO
_Using the Date datatype to store dates
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_Using congtants instead of actual values

Early Binding of Variables

Visual Basic .NET, like Visual Basic 6.0, supports late-bound objects. Late binding
an object is the practice of declaring a variable to be of the data type Object and
assigning it to an instance of aclass a runtime. Early binding also refersto the
practice of declaring a variable a specific data type other than type Object. The
advantage of early binding isthat compiler errors, like using incorrect properties
or calling non-existent methods, can be immediately detected.This is made possible
by using type library.Whenever you set areference to atype library, all the
classes that are part of the component are available at design-time itself.

The usage of late binding objects has its disadvantages. The main drawback is
the inability to enumerate the type library during design-time. During an
upgrade process, late-bound objects can cause problems because of changes in
property names and the removal of the default property feature from the controls.
Thisisespeciadly true if your legacy applications use code that |ate binds
Windows controls, like labels and command buttons.

The reason is that some of the property names have changed in Visual Basic
NET, the most important being the name change for the Caption property. It is
now called Text. Suppose you had a form with the CommandButton control on
it. The following Visual Basic 6.0 code declares a variable of datatype Object,
assigns a command button object to it, and sets avalue to its Caption property:

D m obj as (bj ect

Set obj = Me. Conmmandl

obj . Caption = "Ck"

The upgrade tool normally converts all references to the Caption property to
Text property. Since the preceding code uses late binding, the upgrade tool
cannot determine what type of object is being referenced here. Therefore, it
won't have a clue asto how the properties must be translated. As aresult, the
upgrade tool marks these statements with an upgrade error. In such cases, you
will have to change the code yourself.

In order to ensure a successful migration, make sure all variables are declared

a specific type other than Object.The following code will migrate successfully:
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650 Chapter 14 « Upgrading Visual Basic Applications to .NET

Di m obj Cd as ConmandBut t on

Set obj Cmd = Me. Conrmandl

obj Cnd. Caption = " K"

The practice of using late binding also affects Visual Basic 6.0 components

that implement classes and interfaces. In Visual Basic 6.0, it is possible to assign an
interface reference to a variable of type Object to access the properties and

methods of the interface. The following code shows this implementation:
Dm | Mlnteface as Interfacel

Dimcl sMC ass as O assl 'Assuming dassl inplenments Interfacel
D m obj as (bj ect

Set IMyInterface = clsM/Oass 'Gets a reference to the Inylnterface

Set obj = Inylnterface 'Assigns the Inylnterface reference to obj

obj . propertyl = Val ue ' Accesing a property

Unfortunately, in Visual Basic .NET, you can only late bind to public members



of aclass, not to interface members.Therefore, the previous code must be

edited so the object variable directly references the class, not the interface, as
shown next:

Set obj = clsMyOass 'Assigns the Inylnterface reference to obj

obj . propertyl = Val ue ' Accesing a property

Avoiding Null Propagation

Null propagation meansthat if Null isused in an expression, the resulting expression
isalways Null. In previous versions of Visual Basic, the Null value disseminated
throughout the expression.

Null propagation is commonly used in database applications where you

need to check for aNull in a specific field or fields.The following expressions
show you how a Null is propagated in an expression:

Di m var
var = 100 + Null
var = "hello" & Null
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Null propagation is not supported in Visual Basic .NET. Consequently, the
statement var = 100 + Null will result in atype mismatch error. Moreover, the

Null keyword has been replaced with System.DBNull.Value. So, for the purpose

of successful migration, your code should alwaystest for Null instead of for Null
propagation.Visual Basic uses the ISDBNull() function to determine if an expression
contains avalid value or Null.

Using ADO

Visual Basic .NET supports DAO, RDO, and ADO code, but with some dlight
modifications.Visual Basic .NET, however, does not support DAO and RDO data
binding to controls, data controls, and the RDO user connection. So, if adata
access application has DAO or RDO data binding, it is better to upgrade it to
ADO before migrating to Visual Basic .NET.This section aims to give you an
overview only. More detailed discussion will come later in the chapter.

It is possible to run existing data access applicationsthat utilize ADO by using
Visual Basic .NET with very minor modifications. In order to accomplish this,
right-click the Refer ence node in the Solution Explorer and choose Add

Refer ence. From the Refer ences window, choose ADO library from the
supplied list of registered COM components.

What occurs next—behind the scenes—is quite elaborate. Thereis a tool

called TLBIMP.EXE, which is shipped with the NET Framework, that generates
an assembly containing regular .NET metadata based on the content of the specified
COM-type library.The following command imports the ADO object model

into .NET:
Tl bi np. exe nmsadol5. dl |

On executing this command, the tool creates afile called adodb.dll in the

current folder. The name of the output file can also be specified using the /out:
option.

Oncethe library isimported, al the ADO classes are available to the .NET

code as native classes. Using Visual Basic .NET, atypical data access application

that fetches rows from atable can be coded as follows:
String strSQ.Conn = "Provi der=SQLCLEDB; I nitial" +
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" Cat al og=pubs; Ser ver =l ocal host ; Ul D=sa; PWD=; "
Di m obj Ch As New ADODB. Connecti on()
D m obj Rs As New ADODB. Recordset ()
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obj Cn. ConnectionString = strSQ@.Conn

obj Cn. Open()

obj Rs. Open(" Sel ect au_l nane from aut hors", objCn,
ADODB. Cur sor TypeEnum adOpenFor war dOnl y,

ADODB. LockTypeEnum adLockReadOnl y)

Whi | e Not obj Rs. ECOF

Debug. Wit eLi ne(obj Rs(0). Val ue)

obj Rs. MoveNext ()

End Wil e

obj Rs. O ose()

obj Cn. d ose()

Using Date Data Type
In Visual Basic 6.0, you could use the Double data type to store and manipulate
dates.Thisis not supported in Visual Basic .NET, however, because dates are not

stored as doubles.Therefore, the following codeisinvalid in Visual Basic .NET:
Di m dbl Val as Doubl e

DimdtVal as Date

dtval = now

dbl Val = dtVal 'Invalid in Visual Basic .NET

The .NET Framework provides two methods that do the conversion between
dates and doubles.The functions are FromOA Date and ToOADate.The
ToOADate function converts a Date type value to a double and the
FromOADate converts a double value to Date.

During an upgrade operation, it becomes very difficult to determine what the
code istrying to do when it uses double data type to store dates. In order to do
away with unwanted changes to your code, use the Date datatype to store dates.

Using Constants

It isa good programming practice to use constants rather than the actual values
that represent the constants or variables that store these values. In Visual Basic
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.NET, the value of True has been changed from —1 to 1.The usage of constants
ensures that the correct values are replaced when your project is upgraded.
However, if an actual value is used, it is quite possble your project will be
upgraded properly.

Considering Architecture
Before Migration

This section discusses what changes are to be made to your existing applications
before moving to the .NET platform.The migration to the .NET platform has

its own advantages. It is a quantum leap from the previous architectures and provides
extended support for scaling applications.The key highlights are disconnected

data access and resolution of the DLL hell problem by implementing a
file-copy-based deployment of components.To take advantage of these benefits,

your existing applications must be modified. Microsoft has provided a migration
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tool that will make your applications .NET compatible. Not all applications can
be readily modified. Certain projects that will remain the same because of lack of
support in Visua Studio .NET.

The existing applications can be broadly classified into the following categories,
which we will discuss in detail in the sections that follow:

_Internet/Intranet Applications

_Client/Server Applications

_Single-tier Applications

_Data Access Applications

Intranet/Internet Applications

Visual Basic 6.0 provided the following project types to build Intranet/Internet
applications:

_Internet Information Server (11S) Applications

_DHTML Applications

_ActiveX Documents

Each of these application types was unique in their way and helped developers
build solutions best suited to the scenarios for which they were built. But,

over aperiod of time, DHTML applications and ActiveX documents were used
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less and less because none of these application types were extensible. The introduction
to Web forms and Web classes in the .NET architecture aimsto increase

application compatibility and enhance the functionality of Internet or intranet
applications.Web forms are used to build feature-rich Web applications. Though

the functional aspect of Web forms remains the same, it offers avariety of benefits.
For example, the Web forms framework captures and stores information input

on aform and makes it available as object properties.Web application services

like these make Web forms unique.A separate section is devoted in this chapter

to Web forms.

Internet Information Server (11S) Applications

A WebClass is the building block of an IS application. It isa Visual Basic component,
and as such, resides on a Web server, responding to input from the browser.
WebClasses, however, do not exist in Visual Basic .NET.The migration tool

upgrades all WebClass applicationsto Web formsinstead. As aresult, migrated
applications have to undergo some modifications before they are ready to run. It

is also possible to navigate from a Visual Basic .NET Web formto aVisual Basic

6.0 WebClass.

Web Forms in ASP.NET

Visual Basic .NET introduces an enhanced version of ASP (Active Server
Pages) called ASP.NET, ushering in a new programming model to build
powerful Web applications.

Web Forms is an ASP.NET technology useful in creating programmable
Web pages. Listed next are some of the highlights of Web

Forms:

_Web Forms can be programmed using any of the Visual
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Studio.NET languages, like C#, Visual Basic, and so on.

_Web Forms can run on any browser and render browsercompliant
HTML.

_Web Forms support user-created and third-party controls.

_Web Forms support managed execution environments, type
safety, inheritance, and dynamic compilation.
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DHTML Applications

DHTML applications typically house DHTML pages and client-side ActiveX
DLLsthat contain the business logic. DHTML applications cannot be upgraded
to Visual Basic .NET.

ActiveX Documents

ActiveX documents, like DHTML applications, cannot be upgraded to Visual
Basic .NET.The only recommended option isto replace ActiveX documents
with user controls. Despite this, both ActiveX documents and DHTML applications
can interoperate with Visual Basic .NET Web forms.

NOTE

Microsoft recommends implementing multi-tier architecture when

building applications, so migration is easier. The architecture involves
building the user-interface through ASP, and the business logic using

Visual Basic 6.0 or Visual C++ 6.0 component. ASP is fully supported in
Visual Basic .NET and the business components can either be upgraded

to Visual Studio .NET or used as is.

Client/Server and Multi-Tier Applications

Multi-tier projectstypically house Visual Basic Forms, containing embedded user
controls, and middle-tier business components.The middle-tier components can
either be a Microsoft Transaction Server (MTS) component or a COM+ component.
Client/Server applications contain just two layers: the user-interface layer

(also called the client), and the database layer (called the server).The business

logic isembedded in either the client-side or server-side.

Visual Basic Forms has been replaced with Windows Formsin Visual Basic
.NET.The object model of Windows Forms is different from Visual Basic 6.0
Forms.The good news is that the object models are compatible. The Upgrade
Wizard converts Visual Basic Formsto Windows Forms during an upgrade operation.
User controls are then upgraded to Windows controls, however, custom

property tags and accelerator key settings are not upgraded.

Middle-tier components can remain the same, but it’s advisable to upgrade

them to .NET as well.This begs the question of debugging, however. How can |
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debug a component written in Visual Basic 6.0 while in aVisual Studio.NET
environment? Visual Studio.NET provides asingle integrated debugger for all
Visual Studio languages. The unified debugger goes beyond supporting components
written for the .NET Common Language Runtime (CLR). It also supports
debugging Win32 native applications and this includes MTS/COM+ components
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written in Visual Basic 6.0.The only cavedt isthat they must be compiled

to native code, with symbolic debug information, and should not include any
optimizations.

Visual Basic .NET also introduces a new middle-tier component called Web
Services. A Web Service isacomponent that contains business logic and is hosted
by ASP.NET.They use HTTP methods as their transport mechanism and pass
and return data using XML.The use of XML allows heterogeneous systems to
interact with the Web Service, the only limitation being that Web Services does
not support distributed transactions.

Single-Tier Applications

Single-tier applications can be classified as:

_Add-ins

_Muiscellaneous utility programs

Visual Basic .NET is now an integrated part of the Visual Studio .NET
Integrated Development Environment (IDE).This has necessitated a change in
the extensibility model used in Visual Studio .NET. Applications employing the
Visual Basic 6.0 IDE model cannot be migrated to exploit the advantages of the
Visual Studio .NET extensibility model.The new IDE extensibility model is
generic for al project types supported in Visual Studio .NET.The add-ins that
can be created using the new model can be shared by any of the Visual Studio
.NET supported languages.

Miscellaneous utility programs like those which perform file operations or
manipulate registry functions upgrade without any problems. The migrated applications
can then take advantage of many of the new features available in Visua

Basic .NET, like structured exception handling, free threading, and so on.

Data Access Applications
Data Access applications typically use the following methods to perform data
manipulation:
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_ActiveX Data Objects

_Remote Data Objects

_Data Access Objects

Visual Basic .NET introduces ADO.NET, an enhanced version of ADO.
ADO.NET provides performance enhancements over ADO and aims at disconnected
data. A separate section at the end of this chapter is devoted to highlighting

the differences between the two.

DAO, RDO, and ADO applications can still be used in Visual Basic .NET

after making some minor modifications.Visual Basic .NET doesn’'t support data
binding to DAO or RDO controls. So if any of your applications use data

binding, it is best to leave them to Visual Basic 6.0, or port the codeto ADO
before migrating to Visual Studio .NET. Data binding is still availablein VB.NET
and isimplemented with the help of the Binding class.

Data Types

Visual Basic .NET has not only brought in language enhancements but also
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changed the way we work with data types. It is imperative the programmer have
adequate information on the changes made to ensure a successful and smooth
migration to Visual Basic .NET.This section is devoted to dealing with changes
that have been effected in Visual Basic .NET.

Variants

Variant is a special data type.What makes the Variant datatype so unique isthat it
can be assigned to any primitive data type such as Empty, Nothing, Error, and
Null. A primitive datatype is one that is supported by the compiler natively.The
only limitation with the Variant data type isthat it cannot be assigned to fixedlength
strings.

Visual Basic .NET usesthe Object datatype that effectively replacesthe Visual
Basic 6.0 Variant datatype. In fact, the functionality of both Object and Variant
datatypes has been combined into the new Object data type.The Object datatype
can be assigned to any primitive data type, Empty, Nothing, Error, Null and asa
pointer to an object. The default datatype in Visual Basic .NET is Object.

When aproject is migrated to Visual Basic .NET, all variables of type Variant

are converted to Object. It is a better programming practice to declare variables a
specific datatype before beginning the upgrade process. Not only does this help
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identify the type of data these variables will store, but it will also result in less
ambiguous code after the upgrade has been completed.

Integers

In Visual Basic 6.0, the Long data type is used to represent signed 32-bit numbers,
while the Integer datatype is used to store 16-bit numbers. This has been

changed in Visual Basic .NET. In Visual Basic .NET, the Long datatype is used to
store signed 64-bit numbers, the Integer to store 32-bit numbers, and the Short
datatype to store 16-bit numbers.

The Short datatype can store numbers between —-32768 to 32767.Y ou must

use the Short datatype in case the possible values for avariable fall between the
specified upper and lower limits. It is possible to convert a Short datatype to
Integer, Long, and Decimal without an overflow.

The Integer datatype can store numbers between —2,147,483,648 to
2,147,483,647. Inthe earlier versions of Visual Basic, the variable needed to be
declared as Long in case you wanted to store large numbers. Now, in order to
enhance performance of your applications running on a 32-bit processor, it is
advised you use the Integer datatype.

The Long data type, meanwhile, stores numbers between
—-9,223,372,036,854,775,808 and 9,223,372,036,854,775,807, each stored

as an 8-byte number. Refer to the following Visual Basic 6.0 code, where:
Dm Ctr as Integer

Dim Total as Long

IS upgraded to:

Dim Cr as Short

Dim Total as |nteger

Dates
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Visual Basic 6.0 and earlier versions used the Double data type to store dates.The
Double data type uses four bytesto store the value.Visual Basic .NET, however,

uses the Datetime data type, which is an 8-byte integer value. Since the representations
are quite different in each of the versions, there is no implicit conversion

between the Datetime and Double data typesin Visual Basic .NET.The

ToOADate and FromOADate can be used to convert between the Double and

Visual Basic 6.0 representation of Date value. The upgrade tool inserts the
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ToOADate or FromOADate method where aDouble is assigned to a Date, as

shown in the following code, where:
D m dbl Val as Doubl e

DimdtVal as Date

Dbl Val = dt Val

is changed to:

Di m dbl Val as Doubl e
DimdtVal as Date

Dol Val = dt Val . ToOADat e

Y ou can avoid calls to the ToOADate and FromOA Date functions by using

the Date datatype to declare variables that store dates instead of using the

Double datatype. The OA in both the functions stands for OLE Automationcompatible
date format.

Boolean

Boolean variables are stored as 32-bit numbers and can hold one of two values:
True or False.True evaluatesto 1, False to 0.The actual value tranglation is different
that what it isin Visual Basic 6.0. In previous versions of Visual Basic, a

Boolean value of True evaluated to —1 and a False evaluated to 0. Before
upgrading, check your code to ensure you are not comparing Boolean variables

to the hard-coded value —1 or O, but to True and False.

Arrays

InVisual Basic 6.0, it is possible to declare arrays with any lower or upper bound
numbers. The Option Base satement is used to determine the lower bound
number if arange was not specified in the declaration.Visual Basic 6.0 also allows
use of the ReDim statement to reassign a variant to an array.

In order to maintain interoperability with other languages, arrays defined in
Visual Basic .NET have a default lower bound of zero.This has made the

Option Base satement obsolete. In Visual Basic .NET, a ReDim statement
cannot be used unless the variable has been declared as an array.To illustrate, the
following code is valid in Visual Basic 6.0, but invalid in Visual Basic .NET:

ge&1 )riw x(20) ' Cannot use ReDi msince x has not been declared as an array
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Consider the following declaration:
D m x(10) as |nteger

In Visual Basic 6.0, the preceding code declares an array of 11 integers. Since
arraysin Visual Studio .NET are zero-based, the previous declaration pronounces
an array of 10 integers, from 0 to 9.
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During the upgrade process, all Option Base statements are removed. All
arrays that have their lower bound as zero are left asis while those that are nonzero-
based are upgraded to an array wrapper class. For example, the following

Visual Basic 6.0 code
Dmarr(1l to 10) as doubl e

is converted to:
Dimarr as object = new VB6. Get Array(Get Type(Doubl e), 1, 10)

There are a host of functions available in the wrapper class. This particular
classis called Microsoft.Visual Basic.Compatibility and needs to be imported.

Fixed-Length Strings

InVisual Basic 6.0, variables can be declared with fixed-length strings except for
public variables in class modules. Fixed-length strings are not supported in Visual
Basic .NET. If the application contains fixed-length strings, then the Upgrade
Wizard uses awrapper function to implement the functionality.This is shown in
the following Visual Basic 6.0 code, where:

DmfxString as String * 50

is converted to:

DimfxString as new VB6. Fi xedLengt hStri ng(50)

This lack of support also means that changes have to be made if your applications
employ User-Defined Types (UDT). User-defined types are called structures

in VB.NET. Structures do not support primitive types. So, if your VB6 application

containsthe following UDT declaration:
Type Enpl oyeeRecord

Enpl D as | nteger

EnpFirst Name as String * 20

EnpM ddl eNane as String * 10
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EnpLast Name as String * 20
EndType

The upgrade tool will mark the statements containing fixed-length strings,
telling you to initialize each fixed-length string. However, you can modify the

fixed-length strings declarations to strings in the following manner:
Type Enpl oyeeRecord

Enpl D as | nteger

EnpFirst Nanme as String

EnpM ddl eNane as String

EnpLast Name as String

EndType

This declaration will ensure that the UDT is migrated to Visual Basic .NET
without any changes.The same holds true for fixed size arrays. So, if you have the

following array declaration:
Dim arr Sanpl e(12) as String

you can change it to:
Dim arrSanpl e() as string

Windows API Data Types
A majority of the Windows API functions can be used asthey arein Visual Basic
.NET.The only modification you will have to make is to change the data types

accordingly.The upgrade tool does the following to all your API declarations:
_Changes all occurrences of Integer to Short. (i.e.,Visual Basic 6.0 Integer
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datatype is now Short.)

_Changes all occurrences of Long to Integer. (i.e.,Visual Basic 6.0 Long
datatype is now Integer.)

_Upgrades fixed-length string data types to a fixed-length string wrapper
class.

The following Visual Basic 6.0 code displays the name of the logged in user

on a Windows 2000 Server:
Public Declare Function GetUserNane Lib "advapi 32.dl1" Alias
"Get User NameA" (ByVal |pBuffer As String, nSize As Long) As Long
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Sub Di spl ayUser Nane()

Dim strUserNanme As String

strUserNane = String(20, " ")

Modul el. Get User Nane str User Nane, 20

MsgBox str User Nanme

End Sub

After the upgrade, the code is transformed into:

Public Declare Function GetUserNane Lib "advapi 32.dl1" Alias

"Get User NameA" (ByVal | pBuffer As String, ByRef nSize As Integer) As
I nt eger

Sub Di spl ayUser Nane()

Dim strUserNanme As String

strUserNane = New String(CChar(" "), 20)

Mbdul el. Get User Nane( st r User Nane, 20)

MsgBox( st r User Nane)

End Sub

Note the differences between the code written in Visual Basic 6.0 and that
written in Visual Basic .NET:

_The nSize parameter in the Visual Basic 6.0 codeis Long, whereasit is
Integer in Visual Basic .NET.

_The data type of the return value has been changed from Long to

Integer.

_Theinitialization of strings has been prompted.

Converting VB Forms to Windows Forms

Visual Basic .NET has a new Forms package called Windows Forms.While
Windows Formsis largely compatible with Visual Basic 6.0 Forms, there are
some minor changes that need to be done.The following differences exist
between Visual Basic 6.0 Forms and Windows Forms:

_Windows Forms does not support the Form.PrintForm method.

Therefore, you cannot print an image of the Windows Forms on a

printer.
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_Graphics commands like Circle, Pset, Line, Point, and Cls are not supported
in Windows Forms.The Windows Forms package is built on a

more feature-rich layer called GDI +.

_Windows Forms supports only twips as the unit of measurement in the
ScaleMode property. If your Visual Basic 6.0 Forms used twips as the
measurement, then it is upgraded correctly. There will be sizing issues if

pixels were used as a unit of measurement.
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_Visual Basic 6.0 supported any font type for forms and controls. But
Visual Basic .NET supportsonly TrueType or OpenType fonts. If your
existing application uses a non-TrueType font, they are changed to the
default Windows Form font. All formatting is lost during this change,
however. If you have formatted text,Microsoft recommends you use
Arial instead of Visual Basic’'s default MS Sans Serif.

_In Windows Forms, the MousePointer property of the Screen object can be
used only for forms inside the application.

_InVisual Basic 6.0, assigning a value of zero to the Interval property of
the Timer object disablesthe Timer.Visual Basic .NET resetsthe value to
one when avalue of zero is assigned.To disable the timer, you should set
the Enabled property to False. During an upgrade operation, if the tool
detects a gatement that assigns a value of zero to the Interval property,
then the statement is commented with an upgrade error.

_Windows Forms does not support the Name property for forms and
controls at runtime.Any Visual Basic 6.0 code that iterates through the
Control Collection looking for a Name property will not be upgraded
correctly.

_Windows Forms has two menu controls.They are MainMenu and
ContextMenu.Visual Basic 6.0 has only one menu control called Menu
that can be opened as a MainMenu or a ContextMenu. During an
upgrade operation, Menu controls are upgraded to MainMenu controls.
The ContextMenu controls, however, have to be explicitly re-created.
_Windows Forms does not support the OLE Container control. If your
application hasto use an OLE Container control, you can use the
WebBrowser control as an alternative. During an upgrade process, an
error is added to the upgrade report and an unsupported-control
placeholder is inserted into the form.
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_lmage controls are not supported in Visual Basic .NET. Asaresult, all
Image and PictureBox controls are upgraded solely to PictureBox
controls.

_Theclipboard object in Visual Basic .NET has more functionality than
the Visual Basic 6.0 clipboard object.The new clipboard object supports
more formats than the previous clipboard object. Asaresult, any Visual
Basic 6.0 clipboard code cannot be upgraded to Visual Basic .NET.All
clipboard statements will be marked with an upgrade error.

_Windows Forms has no built-in Dynamic Data Exchange (DDE) support.
DDE isaform of interprocess communication that uses a concept

called shared memory to exchange data between applications. Since
Windows Forms does not support DDE, you cannot use the LinkMode
property available in Visual Basic 6.0 forms. During an upgrade operation,
all DDE properties and methods are commented with an upgrade

warning.

Control Anchoring
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If you are designing a form that the user might resize at runtime, you might want

to make your controls resize and reposition correctly on the form. In order to

resize controls correctly with the form, you should use the Anchor property.The
Anchor property defines an anchor position for the controls on the forms.When a
control is anchored on the form and the form is resized, the relative positions will
be maintained after the resize. So, if acontrol’ s anchor position is set to bottomright,
irrespective of how the formisresized, horizontally or vertically, the control

will always be placed in the bottom-right corner.Without the Anchor

property, the control’ s position is fixed and it will not retain its original position
after it isresized.

The anchor position value can be chosen from one of the AnchorStyles enumeration
values. The following statement anchors a Button Control to the topleft

corner of the form:
Buttonl. Anchor = Anchor Styl es. TopLeft

Table 14.1 lists various AnchorStyles enumeration values.
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Table 14.1 AnchorStyles Enumeration Values

Member Name Description

All Each edge of the control anchors to the corresponding

edge of its container.

Bottom The control is anchored to the bottom edge of its

container.

BottomLeft The control is anchored to the bottom and left edges of
its container.

BottomLeftRight The control is anchored to the bottom, left, and right
edges of its container.

BottomRight The control is anchored to the bottom and right edges of
its container.

Left The control is anchored to the left edge of its container.
LeftRight The control is anchored to the left and right edges of its
container.

None The control is not anchored to any of the edges.

Right The control is anchored to the right edge of its container.

Top The control is anchored to the top edge of its container.
TopBottom The control is anchored to the top and bottom edges of
its container.

TopBottomLeft The control is anchored to the top, bottom, and left edges
of its container.

TopBottomRight The control is anchored to the top, bottom, and right
edges of its container.

TopLeft The control is anchored to the top and left edges of its
container.

TopLeftRight The control is anchored to the top, left, and right edges
of its container.

TopRight The control is anchored to the top and right edges of its
container.

Keyword Changes

The following keywords have either been removed from Visual Basic or replaced
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with aVisual Basic .NET specific version.
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Goto

The Goto statement is present in Visual Basic .NET only for the purposes of
error-handling and can be used only with On Error...Goto.The Goto statement
cannot be used to perform multiple-branching. Instead, use the

Select...Case statement to perform multiple-branching.

GoSub

The GoSub gstatement calls a procedure within a subprocedure.There is no support
for the GoSub satement in Visual Basic .NET. Instead, method calls can be
made using the Call, Sub, and Function statements.

Option Base

Arraysin Visual Basic .NET always have a lower bound of zero.This has rendered
the Option Base obsolete in Visual Basic .NET.The Option Base statement was
used in Visual Basic 6.0 to determine the lower bound value of those arrays that
were not declared with an explicit lower bound value.

AND/OR

InVisual Basic 6.0, the AND, OR, XOR, and NOT operators perform both logical
and bitwise operations depending on the expressions. In Visual Basic .NET,
AND, OR, XOR, and NOT operators apply only to type Boolean.The AND and
OR operator short-circuits evaluation if the value of the first operand is enough

to determine the result of the operation.

Visual Basic .NET usesthe new bitwise operators.They are BitOr, BitAnd,

and BitXor.The new bitwise operators do not short-circuit.

The Upgrade Wizard upgrades an AND/OR statement which is non-

Boolean or contains functions, methods, or properties that use a compatibility
function with the same behavior asthat in Visual Basic 6.0. For Boolean statements,
it isupgraded to use the native Visual Basic .NET statement.

Lset
The Lset statement can be used in two ways:
It can assign avariable of one user-defined datatype to another variable
of adifferent user-defined datatype.Thisisnot supported in Visual Basic
.NET.
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_It can pad a string with spaces to make it a specified length.The
PadRi ght method of the string class can be used to achieve this
functionality.

VarbPtr

VarPtr is used to acquire the address of a variable or array element. It takesthe
variable name or an array element as the parameter and returns the address. Since
Visual Basic .NET does not support this function, the upgrade tool does not
upgrade this statement and therefore marks it with an upgrade error.
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StrPtr

Stringsin Visual Basic are stored as BSTRs. If you pass a string variable to the
VarPtr function, you will get the address of the BSTR which acts as a pointer to

the string.To get the address of the string buffer, you need to use the StrPtr function.
This function returns the address of the first character in the string. Because

Visual Basic.NET doesn’t support StrPtr, the upgrade tool reports an upgrade

error when it encounters this statement.

Def

The purpose of the DefBool, DefByte, Deflnt, DefLng, DefCur, DefSng,
DefDbl, DefDec, DefDate, DefStr, DefObj and DefVar statementsisto set
the default datatype for those variables, parameters, and procedure variables
whose names start with the specified character.To improve the readability and
robustness of the code,Visual Basic .NET does not support these statements.

Sample Visual Basic 6.0 codeisillustrated in the following:
Def Str x-z

Sub Test

X = "hello world"

End Sub

IS upgraded to:
Sub Test

Dmx as String
x = "hello world"
End Sub

668 Chapter 14 « Upgrading Visual Basic Applications to .NET

Programming Differences

The programming differences between the previous versions of Visual Basic and
Visual Basic .NET are many.They include changes in the way methods and
properties are implemented, and the fact that a host of old features, like GoSub,
are not supported.This section discusses the following differences:

_Method implementation

_Dealing with unmanaged code

_Properties

_Property name changes for some controls

_Default properties

_Null usage

Method Implementation

Procedures and functions in Visual Basic .NET have undergone some changes,
ranging from treatment of optional argumentsto the latest feature of function
overloading. Modifications regarding how methods are implemented can be discussed
under the following headings:

_Optional Parameters

_Static Modifier

_Return Statement

_Procedure Calls

_External Procedure Declaration

_Passing Parameters
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_ParamArray
_Overloading

Optional Parameters

InVisual Basic 6.0, you can declare a procedure parameter as optional without
specifying a default value. If the optional parameter was of type Variant, the
IsMissing function can be used to determine whether the optional parameter is
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present.This is something Visual Basic .NET can not do, since the IsMissing

function is not supported there. But, In Visual Basic .NET, an optional procedure
parameter must be declared with a default value.This value is then passed to the
procedure if the calling program does not supply the optional parameter.The following
declaration shows you how to code a procedure that accepts an optional

parameter:
Functi on CheckBal ance(ByVal strACNUM as string, Optional ByVal
strACNane as String = "")

Y ou can easily check if the optional parameter was passed to a function or
procedure with the help of the default value. In the procedure, check to see if the
optional parameter contains the default value. If it has the same value, then the
optional parameter has not been passed. If the optional parameter contains a different
value than that of the default, then the parameter was passed.To successfully

use this method, you must make sure the default value you assign is unique.

Static Modifier

Y ou can declare a procedure in Visual Basic 6.0 with the Static modifier. All variables
inside the procedure are then treated as static variables. Static variablesretain

their value even after afunction has finished execution. But in Visual Basic .NET,

the Static modifier cannot be used when declaring procedures or functions. If

you want to declare avariable as a static variable, you need to declare it explicitly.

Return Statement

The functionality of the Return statement has changed in Visual Basic .NET. In
Visual Basic 6.0, the Return statement can be used only to branch to a particular
statement in the calling code. Thisistypically the next statement following the
GoSub gatement. In Visual Basic .NET, you usethe Return statement to give
back control to the calling program, which is done by coding the Return statement
in a Function or Sub procedure. (It isimportant to note that the GoSub

statement is not supported in Visual Basic .NET.)

The following Visual Basic 6.0 code illustrates how the Return statement is
used to return control to the line following the GoSub statement. First, the
GoSub gstatement transfers control to the Add subroutine. The Add subroutine
then adds the two integers and transfers control to the line following the GoSub
statement with the help of the Return statement. After the control is transferred,
the result is displayed and the Exit Sub statement terminates the operation.
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(The Exit Sub statement is required to prevent the control from executing the
add subroutine.)
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Function AddInt() as Integer
Dim x As |nteger

Dmy As |nteger

Dmresult As Integer

x = 10

y =20

MsgBox resul t

Ret urn

End Sub

The following subroutine demonstrates implementation of the Return statement
in giving back control to the calling program. First, the subroutine checks

the value of the denominator. If the value is zero, then the control is returned to
the calling program after displaying an error message.This is done with the help
of the Return statement. If the denominator has a value greater than zero, the
resulting division is displayed:

Sub Divide(Byval x as Short, ByVal y as short)

If y =0 then

Msgbox "Cannot Divide by zero"

Return O

El se

Return x / vy

End if
End Sub

Procedure Calls

InVisual Basic 6.0, al function calls require parentheses around the parameter list.
If you are invoking a Sub procedure, the parentheses are required if you use the
Call statement.Y ou cannot use parentheses when you invoke a Sub procedure
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without a Call statement.The following code fragment shows you the variations

when asubroutine is called in Visual Basic 6.0:
Result = Add(10, 20)

Cal | FindDetai |l s(aul name, auf nane)

Fi ndDet ai | s aul nane, auf nane

InVisual Basic .NET, parentheses are required for any invocation of a

Function or Sub procedure that contains parameters.The usage of a Call statement
isoptional. If a Sub or Function procedure does not contain any parameters,

you can either choose to use parentheses, or leave them out altogether. The

following code fragments illustrate how function calls are made:
Result = Add(10, 20)
Fi ndDet ai | s(aul name, auf nane)

External Procedure Declaration

InVisual Basic 6.0, you can reference an external procedure using a Declare
statement. External procedures aretypically API calls. In some cases, when a data
type for a parameter is unknown, or areturn value is unknown, you can use the
Any keyword.The Any keyword allows you to pass any datatype to parameters
that have been declared of this type. This does not, however, involve type safety.
Visual Basic .NET, on the other hand, does not support the Any keyword. So, if
an external procedure contains a parameter that has been declared as Any, the
Upgrade Wizard convertsit to the Object data type. This was done to increase
type safety and ensure consistency and interoperability between applications.Y ou
will have to declare parameters to be of a specific type before you can use them.
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Declaring external proceduresin Visual Basic .NET is done in much the same
way as Visual Basic 6.0.The following isa Visual Basic 6.0 external procedure

declaration:
Public Declare Function Get ConputerNaneW Li b "kernel 32" (| pBuffer As
Any, nSize As Long) As Long

InVisual Basic .NET, it will be changed to:
Public Declare Function Get ConputerNaneW Li b "kernel 32" (ByRef | pBuffer
As (oject, ByRef nSize As Integer) As Integer
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Passing Parameters

The default parameter passing mechanismin Visual Basic 6.0 isByRef.This
means that any change made to the parameter in the called program is reflected
in the calling program. Of course, such passing mechanisms have their pros and
cons. InVisual Basic .NET, on the other hand, the default parameter passing
mechanism is ByV al.When parameters are passed ByV al, any changes made to the
parameter values are effective only in the called function.The original values
present in the calling function are not affected.

When an argument is passed as ByV al, a copy of the variables is passed to the
called function.The advantage is that original values are retained. Arguments
passed using ByRef, however, run the risk of being modified the called function
or subroutine.

ParamArray

InVisual Basic 6.0, you can designate the ParamArray parameter to be the last
parameter to accept an array of parameters. This can be helpful when you don’'t
know the number of parameters being passed to a procedure. In addition, you
cannot explicitly specify the passing mechanism as ByVal or ByRef for parameters
declared to be ParamArray. They are always passed as ByRef.This, unfortunately,
cannot be changed. Likewise, the datatype for ParamArray parameters can

only be Variant. In Visua Basic .NET, on the other hand, the ParamArray parameters
are aways passed as ByVal, and need to be declared as the Object datatype.

The following Visual Basic 6.0 code uses the subroutine called AddToArray.

This subroutine receives the array, as well as the elements added to the array, and
appends the list of valuesto it. Since the number of individual array elements
cannot be determined in advance, the ParamArray parameter is used to pass

multiple parameters:

Private Sub Commandl_d i ck()
Dim x() As Integer

Dimctr As Integer

Call AddToArray(x, 1, 2, 3, 4)
For ctr = 0 To UBound(x)
Debug. Print x(ctr)

Next
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End Sub

Sub AddToArray(x() As Integer, ParamArray Val ues() As Variant)
Dimctr As Integer

For ctr = 0 To UBound(Val ues)

ReDi m Preserve x(ctr)

x(ctr) = Values(ctr)
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Next
End Sub

The following code illustrates the same program written in Visual Basic .NET:
Protected Sub Buttonl_dick(ByVal sender As Cbject, ByVal e As
Syst em Event Ar gs)

Dim x() As Integer

Dimctr As Integer

Call AddToArray(x, 1, 2, 3, 4)

For ctr = 0 To UBound(x)

system Di agnosti cs. Debug. Wit eLi ne(x(ctr))

Next

End Sub

Sub AddToArray(ByRef x() As Integer, ParamArray ByVal Val ues() As
bj ect)

Dimctr As Integer

ctr =0

ReDi m x( (ubound(Val ues)) + 1)

For ctr = 0 To UBound(Val ues)

x(ctr) = values(ctr)

Next

End Sub
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Note the change to the ParamArray parameter data type from Variant to

Object, as well as the change to the ReDim statement. A value of one is added
to the Ubound function when the array is re-dimensioned. This is necessary
because arrays in Visual Basic .NET are zero-based.

The sample program demonstrates the use of ParamArray. The AddToArray
function accepts an array as the first argument, aswell as a series of valuesto be
inserted into the array.The second parameter is declared to be a ParamArray
since the number of values vary depending on the situation, while the subroutine
re-dimensions the array to accommodate the actua number of elementsthat can
be stored there.When re-dimensioning the array, it is necessary to add oneto the
sizesince arrays in VB.NET are zero-based.

Overloading

Overloading is a concept that has been in vogue for a number of years now.The
C++ language introduced this feature as a means to achieve the same functionality,
differing only in terms of the number or types of parameters. A new

paradigm called function signature is closely related to function overloading.A
function signature is nothing but atemplate used by a compiler to check when a
call is made to the function or procedure.The signature consists of the following:
_Name of the procedure

_Number of parameters

_Order of parameters

_Datatypes of parameters

The following are not a part of afunction signature:

_Procedure modifiers like Private, Public, and so on

_Parameter names

_Parameter modifiers like ByRef and ByVal

_Return values and types

Overloading a function involves changing at least one of the elements that

form part of the signature. Overload procedures have the following features:
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_Overloaded functions must differ only in their signatures, not on
anything else.
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_Functions differentiated by virtue of their signatures can have any procedure
modifier or return type.

_ltispossible to overload a Function procedure with a Sub procedure or
vice-versa, provided their parameters are different. It is also possible to
overload a property or method in aclass.

Earlier versions of Visual Basic do not support the concept of overloading. As
aresult, you cannot have two or more procedures or functions with the same
name that differ only in their arguments. Each procedure, even if they offer the
same functionality, must be given a unique name.Thus, if you were writing a
procedureto divide two values, and you want to offer variations in the arguments
passed to these procedures, you have to write the procedures with the idea that
each procedure should be different from the other, not only in name but in the

arguments passed to it.The following code fragment illustratesthis:

Function Dividelnteger(il As Integer, i2 As Integer) As |nteger
Dividelnteger = i1/ i2

End Function

Function D videLong(l1l As Long, |12 As Long) As Long

DivideLong =117/ 12

End Function

The two functions, Dividel nteger and Dividelong, offer variations on

dividing two integers or two longs.This puts added pressure on the programmer
to remember the correct name of the procedure when making a call to one or
both.Visual Basic .NET, however, overcomes this problem with the help of function
overloading.The same code fragment rewritten in Visual Basic .NET is

shown next:

Overl oads Function Divide(il As Integer, i2 As Integer) As Integer
If i2 =0 Then

Return O

El se

Return il / i2

End |f

End Function

Overl oads Function Divide(l1 As Long, |12 As Long) As Long
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If i2 = 0 Then

Return O

El se

Return il / i2

End If

End Function

Now, both functions share the same name, differing only in the datatype

passed as arguments. T he runtime chooses the appropriate method depending on
the parameters used when the call is made.

Since overloading is not supported in Visual Basic 6.0, the functions written

in Visual Basic 6.0 undergo the same modifications that relate to data type
changes, keyword changes, and so on, used in the procedure.The following points
summarize changes affected by Visual Basic .NET:


http://www.syngress.com
http://www.syngress.com

_Optional parameters must be declared with a default value.

_Visual Basic .NET does not support the IsMissing function.

_Static modifiers cannot be used in Visual Basic .NET when declaring
procedures or functions.

_The Return statement is now used to transfer control to the calling
program.

_Visual Basic .NET requires parentheses to invoke any procedure or
function containing parameters.

_Use of the Any keyword is not supported in Visual Basic .NET.The

Any keyword is used in external procedure declarationsto indicate a
particular parameter can contain data of any type.

_The default parameter passing mechanism in Visual Basic .NET isByVal.
_ParamArray parameters are always passed as ByVa and the data type for
the parameters must be of type Object.

_Implementation of overloading—the concept of using the same
procedure name with varying function signatures.
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References to Unmanaged Libraries

The introduction of the .NET Framework has certainly given programming a
new dimension. Likely the biggest worry you have, concerns all those COM
components you created over the years. The good news is that all of them can
still be used with applications from the .NET Framework.The .NET Framework
provides you with various techniques to help leverage the functionality of
existing components.

The following example illustrates a very simple implementation of a.NET
component, and the unmanaged client accessing that component.The code for
the .NET component is shown next:

Namespace Si npl eConponent

Public Cass Sinplel

Public Sub New()

End Sub

Public Function SinpleMethod() As String

Return "From Si npl eConponent in . NET"

End Functi on

End d ass
End Nanespace

The following is the code for the unmanaged client:
Sub AccessNETConponent ()

D m obj as (bject

Set obj = Create(oject("Si npl eConponent . Si npl el")
Msgbox obj . Si npl eMet hod

End Sub

Though the method of coding has not changed much, the background work
necessary to allow the unmanaged code to access the .NET component is quite
substantial. The following steps detail the process:
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1. Oncethe .NET component is coded, it must be compiled.Thisisdone
using the Visual Basic .NET compiler, which can be invoked from the
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command-line by typing: vbc.exe.The .NET component then has to be
compiled into aDLL, the syntax for whichis:

Vbc.exe /target:library <sourcefile>
The /target:library option instructs the compiler to produce aDLL
asthe output. In this example, the code is contained in

SimpleComponent.vb, making the command:
Vbc. exe /target:library SinpleConponent.vb

2. Oncethe .NET component is compiled, the next step isto register with
COM. Dynamic Link Libraries compiled inthe .NET environment are
different from COM DLLs. Since the old regsvr32.exe cannot be used to
register the DLLSs, the Register Assembly tool (regasm.exe) should be
employed instead.Available as part of the NET SDK, thistool readsthe
component’s metadata and makes appropriate entries in the registry.
These entries include the programmatic identifier (Progl D) and the class
ID (CLSID) for the co-classes, which register the appropriate subkeys.

Y ou can also use thistool to register the type library when you register
the component. So, in this example, you can issue the following command

to register the .NET component:
Regasm exe /tl b: sinpl econponent.tlb sinpl econponent.dll

3. Once the component isregistered, the unmanaged client application can

be copied to the same folder asthe .NET component, and then run.

The Common Language Runtime (CLR), which isthe core of the .NET
Framework, manages all code that runs inside the .NET Framework.This code is
called the managed code, whereas any code that runs outside the confines of the
NET Framework is called unmanaged code.All COM, COM+ components,
ActiveX controls, and Win32 API functions fall under this category.The managed
and unmanaged object models vary regarding data types, error handling, and so
on.The main function of the CLR isto smplify the interoperation between

these components. This is achieved in various ways. This section introduces some
of the concepts that aid in thistransition:
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_Metadata

_Runtime Callable Wrapper

_COM Callable Wrapper

M etadata
The word Metadata means data about data. M etadata can be defined as a collection

of binary code that describes a.NET component. It is either stored in
memory or ina.NET Framework portable executable file. It helps interoperate

Attaching a Debugger

Visual Studio .NET introduces a feature called Debugger that allows you
to attach to a process running outside the context of Visual Studio. This
feature of attaching to a process allows you to:

_Debug a program that runs in a different process on the

same machine, or on a different machine. Debugging a process

in a different machine is called remote debugging. It is

important to note that remote debugging is not supported in
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this beta version.

_Debug multiple programs at the same time.

_Invoke the debugger automatically whenever the debugged

process crashes. This is also referred to as Just-In-Time (JIT)
debugging.

Attaching a debugger to a process is very helpful when attempting

to debug an application that interoperates with several other components.
You can also debug unmanaged code from within managed code.

This can be done by selecting Processes from the Debug menu. The list
of currently running processes is listed in the available processes pane.
The next step is to select the process you want to debug and click the
Attach button. This brings up a dialog box displaying the list of available
program types. Select the program type related to the application

you wish to debug. Click the OK button to close this window, followed
by the Close button on the Processes window.
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with pre-existing COM components, so if your .NET component wants to work
with a COM component, the COM component needs to provide information
about itself so the .NET component can identify the methods and properties
contained in the COM object. The runtime uses the metadata definition to bind
the component during compile time and generate the relevant wrapper.The
metadata about the COM component is available just like any other managed
namespace the CLR provides.

Various tools can be used to generate metadata of a COM component.

They are:

_Type Library Importer

_TypeLibConverter Class

The Type Library Importer, tibimp.exe, isa command-line utility that converts
classes and interfaces contained in the COM type library to .NET metadata.
The metadatais then used by the .NET clients to instantiate a COM object.
Unfortunately, the Type Library | mporter utility converts the entire COM type
library, not just a portion of it. It also cannot convert an in-memory type library

to metadata. The syntax of the tlbimp.exetool is:
t1 bi np. exe <TypeLibrary file> [/out: outputfil enane]

For example, the following command will allow you to convert the ADO

type library to .NET metadata:
Tl bi np. exe nmsado25.t1b /out:adonet.dl|

Y ou can use the Intermediate Language Disassembler (ILDASM) tool to view

the contents of the file generated by the tlbimp.exe tool.

The TypeLibConverter class, meanwhile, is part of the System.Runtime
InteropServices namespace and can convert the classes and interfaces contained in
the COM type library to .NET metadata.The class contains two methods that

aid inthis conversion.They are:

_ConvertAssemblyToTypelLib

_ConvertTypeLibToAssembly

Both methods output the same metadata.
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Runtime Callable Wrapper

The Microsoft Component Object Model (COM) differs from the .NET
Framework in a number of ways.There is also another CLR component, apart
from using metadata, that helps .NET clientstalk to COM components. It's
called the Runtime Callable Wrapper (RCW).The RCW is a proxy created by
the CLR when a.NET client generates an instance of the COM object. From

the client’ s point of view, the RCW is seen as an instance of the managed object.
The primary function of a RCW is to marshal calls between a .NET client and a
COM abject.

The CLR creates one RCW for each COM object. Even though a client

may hold multiple referencesto the COM object, only one RCW will be created.
The runtime is responsible for creating both the COM object and that for

the Runtime Callable Wrapper.The Runtime Callable Wrapper object contains a
repository, which holds the interface pointers to the COM object. It releases the
reference to the COM object when the number of references is zero.

The RCW marshals data between managed and unmanaged code. It also reconciles
the data representation differences that exist between the client and the

COM object in terms of arguments passed to methods and return val ues.
Marshalling is a mechanism that refers to the method by which aclient in one
process makes a call to functions in another process running on the same
machine or on aremote machine.Thisis achieved in two steps. First, the client
must be aware of the existence of the server process.This is done by taking a reference
to the interface and passing it over to the client process. The second step is

to pass the parameters from the client to the server.The underlying architecture
creates a server proxy in the client process and a stub in the server process.The
client sees the proxy as the server and makes method calls as if it isthe actual
server. Once a method call is made, the proxy accepts the call and passes on the
stub located in the server process. The actual transportation is handled by some
form of remote process communication like shared memory, named pipes, or
others. After the stub receives the request, it parsesthe call and passesit onto the
server. Marshalling is needed whenever the client and server are loaded in different
processes either on the same or a different machine.

Garbage Collection is another issue to be contended with if you are working
with objects. The .NET Framework does an excellent job of Garbage Collection
and programmers can now concentrate more on building applications rather that
worry about releasing objects or leaking memory.Visual Basic .NET controls the
way objects are created and destroyed. The New keyword is used to create an
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object in Visual Basic .NET.When you set an object to Nothing, the object is
destroyed and the memory referenced by the object is freed. But there is more to
this than meets the eye. The Sub New procedure is a constructor that is called
whenever you create an object, and can contain code that does common initialization
tasks. It replaces the Class _Initialize method in Visual Basic 6.0.The Sub

New constructor cannot be explicitly invoked from anywhere in the program

except from another overloaded constructor in the same class or in a derived
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class. Just as a constructor is called when an object is created, the Sub Finalize
method performs the role of a destructor, effectively replacing the Class_Terminate
method and performing all cleanup activities.

The .NET Framework automatically calls the destructor when it determines

that objects are not being used anymore. But it isimportant to note that the call

to the destructor is not immediate. The .NET Framework does not invoke the
destructor as soon as the object goes out of scope or is destroyed explicitly by
setting it to Nothing.The framework instead calls the destructor sometime after

the object has been destroyed.The main advantage with Garbage Collection in
Visual Basic .NET isthat it is automatic. Objects are released and memory is

freed without any additional changes from the application.The disadvantage is

that some objects might stay in memory longer than needed, causing the unnecessary
locking of memory locations. Another disadvantage is that an application

cannot directly make a call to the destructor.

Y ou can also implement an additional destructor called Dispose if you want

to take control of management of resources.The Dispose method can contain

code to implement all cleanup activities just like the Finalize method. The Dispose
method is not automatically invoked, so your application must summon it to perform
finalization tasks.

COM Callable Wrapper

The COM Callable Wrapper does the same thing as the Runtime Callable
Wrapper but from the COM client’ s point of view.When a COM client creates
an instance of the managed class, the runtime creates a COM Callable Wrapper
for the managed object.The runtime creates only one wrapper for the managed
object irrespective of the number of COM clients requesting the reference to the
managed object.The primary responsibility of a COM Callable Wrapper isto
marshal calls between the managed object and the COM client.The following
points summarize how references to unmanaged libraries are handled in Visual
Basic .NET:
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_Metadatais binary datathat describesa.NET component.

_The Runtime Callable Wrapper (RCW) isa proxy that helps .NET
clientstalk to COM components.

_The COM Callable Wrapper (CCW) isaproxy that helps COM clients
talk to .NET components.

Tracing Code

The Debug class present in the System.Diagnostics namespace provides
you with various methods that allow you to trace code. Code tracing is
important during development because it aids you in identifying a
problem or in analyzing performance. The Write and the WriteLine
methods allow you to print messages in the Output window. This way,
you can place temporary messages to track the application flow. This is
a very important factor to consider if you are building a client and server
application and want to track the code-paths in both applications.

The .NET Framework also contains the Trace class which helps you
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trace the flow of the application. To embed tracing in your application,
you should compile your application with a set of trace switches. These
switches also allow you to specify where the trace information should be
displayed and to what extent tracing should be done.

Since the Trace and Debug classes allow you to monitor an application’s
performance, as well as provide information about application

flow, you may want to include code, when developing an application,
that use the methods of the Trace and Debug class. The Debug class is
normally used to display diagnostic or non-tracing information about
your application. After the application has been developed and is ready
to be deployed, you can compile the application by turning off Debug
switches and turning on Trace switches.

To enable or disable Trace or Debug switches, open Solution

explorer, right-click Solution, and choose Properties. In the Property
Page dialog box, choose Configuration Properties from the left pane
and select Build. In the right pane, select the Define Debug Constant
and/or the Define Trace Constant checkboxes under conditional compilation
constants, depending on whether you want debug and/or trace.
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Properties
Property Procedures are implemented differently in Visual Basic .NET.With the
Set satement no longer supported, both variable assignments and object assignments
are treated the same. A property procedure consists of aset of Visual Basic
statements that allow you to work with properties that are user-defined. These
properties are defined in a class or amodule.Visual Basic .NET providestwo
types of property procedures to work with properties. They are:
_Get:The Get procedure is used to return the property’s value.

Set:The Set procedure is used to assign a value to the property.

Worki ng with Property Procedures

In Visual Basic 6.0, a property procedure is declared in the following manner:
Property Let CustNane(strCustNanme as string)

m_Cust Nanme = str Cust Nane

End Property

Property Get CustNane() as String

Cust Nanme = m Cust Nane

End Property

In VB.NET, however, they are declared differently. Property procedure satements
are contained within the Property and End Property statements.The

Get and Set procedures are coded within this block. A property can be declared

as a default property by prefixing the property procedure with the Default keyword,
or you can define the scope of the property procedure using the Public,

Protected, Friend, or Private keywords. Properties are public by default, unless
otherwise specified.The following code shows you the implementation of a

property procedure:

Public Property CustNane() as String
Cet

Ret urn m_Cust Name

End GCet

Set



m Cust Name = Val ue
End Set
End Property
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If you look closely at the procedure declaration, you will see that a variable
with the name Value is being used.Visual Basic .NET usesthis variable name as
the default variable if you did not declare the Set procedure as receiving any
arguments.

In a Get procedure, the return value is the value of the property returned to

the calling expression. In a Set procedure, the new property value is passed in as
the argument of the Set statement. If an argument is declared, then it must be of
the same data type as the property. If an argument is not specified, then the
implicit argument named Value is used to represent the new value.

The following code fragment shows you how to implement a property

procedure with arguments:
Public dass dassl
Private intSanp As I|nteger
Property Sanpl e(ByVal x As Integer)
Get

Sanpl e = i nt Sanp

End GCet

Set

i nt Sanp = Val ue

End Set

End Property

End d ass

The method of declaring arguments for property procedures is the same as
declaring arguments for a Function or a Sub procedure.The only differencein
the declarations is that all parameters are passed as ByVal.Y ou can also declare
optional arguments to property procedures. Arguments declared as optional must
have a default value assigned to them.The new syntax is vastly different from the
earlier versions of Visual Basic.

Control Property Name Changes

Visual Basic .NET has replaced many property names with new names. Besides
this, all data binding properties have been implemented differently in VB.NET.
The following section provides a summary of changes effected for property
names.
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Label Control

The Label control has undergone the following changes in Visual Basic .NET:
_The Align property has been changed to TextAlign.

_The Appearance property has no equivalent and has been combined with

the Border Syle property.

_The Caption property has been replaced with the new Text property.

_A new property called Modifiers has been introduced to fix the scope of

the control.The possible values are Private, Public, and Protected.

_All data binding and OLE properties have been removed.

Button Control
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The Visual Basic 6.0 CommandButton control has been renamed Button
Control. Besides the change in name, the CommandButton control has also
undergone the following changes:

_The Caption property has been changed to Text property.

_The Button Control can now have a ContextM enu associated with it
through the ContextMenu property.

_A new property called the DialogResult property has been introduced.
This property has the following valid values:Abort, Cancel, Ignore, No,
None, OK, Retry, and Yes. If the value of this property is set to anything
other than None, and if the parent form was displayed through the
ShowDialog method, clicking the button closes the parent form without
having to code for any events.The form’'s DialogResult property isthen
set to the same value as the DialogResult property of the Button object.
_The Default and Cancel properties have been removed.

Textbox Control

The Textbox control has undergone the following changes in Visual Basic .NET:
_Two new properties have been introduced to facilitate formatting the

contents of the Textbox control.The properties are AcceptsTab and
AcceptsReturn.
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_A new property called Character Case has been introduced to set the case
of text entered in the Textbox control.

_A new property called Lines has been introduced, alowing a user to

enter multiple lines during design time.

In general, all controls have undergone changes with respect to the following
properties:

_The Index property is no longer supported in any of the controls.

_The MousePointer property has been changed to Cursor property.

_A new property called Modifiers has been added. This can be used in
selecting the access specifier for the control.

_The Caption property has been changed to Text property.

_A new property called ImageAlign has been added. This property can be
used to set the alignment of the control in the form.

_A new property called Dock can be used to dock the controlsto a

specific location.

During an upgrade, the older properties supported will be automatically
mapped to newer properties. This includes propertiesthat have been retained as is
or properties that have had their names changed. If your control used properties
that are unsupported in Visual Basic .NET, then they are marked as
UPGRADE_ISSUE with an appropriate description of the issue.

Default Property

A default property is a property that can be accessed by referencing the object
directly. Inreality, it is more of a programming shortcut. For example, the Label
object has the Caption property asits default property. So, if you had a label
named labell, instead of writing the following line of code to set the caption on
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the label:
| abel 1. Capti on = "Enter Nane"

you can write:
| abel 1 = "Enter Nane"

The default property is resolved when the code is compiled. It is also possible
to use late-bound objects with default properties.When using late-bound objects,
the property is resolved at runtime, as shown in the following:
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D m obj Lbl as bj ect

Set objLbl = Forml. | abel 1

Obj Lbl = "Enter Nange"

There are alot of disadvantagesin using default properties as implemented in
Visual Basic 6.0:

_Default properties assume that the programmer knows what default
property is associated with each object. This leads to uncertainty when
debugging programs. In the preceding code fragment, it is difficult to
determine whether the string value “Enter Name” is assigned to avariable
called label 1 or whether the string value is assigned to the default

property of the object caled label 1.

_Itisnot easy to determine if an object has a default property and if so,
what property that should be.

_Default properties necessitate the usage of the Set statement.Thisis
because we need to differentiate between working with an object and
working with a default property of the object. With the Set statement
becoming obsolete in Visual Basic .NET, the need for using parameterless
default propertiesis also done away with.The following example illustrates

the need for using the Set statement when assigning an object reference:
Dim Text 1 as Text box

Di m Text 2 as Text box

Text1l = "Sone Text" 'Assigning a value to the text property

Set Text2 = Textl 'Assigning the Text1l's object reference

"to Text2

Text2 = Text1l 'Assigning the text property of Textl to

"text property of Text2

Visual Basic .NET does not implement the concept of parameterless default
properties. So, during an upgrade process, the Upgrade Wizard resolves the
default propertiesto the appropriate property. But if you are using late-bound
objects, then the Upgrade Wizard does not have much information about the
type of object this object will be bound to.The preceding example can be

rewritten in Visual Basic .NET as:
Dim Text1 as Text box
Dim Text 2 as Text box
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Text1l.text = "Sone Text" 'Assigning a value to the text property
Text2 = Text1l 'Assigning the Text1l' s object reference
"to Text2

Text2.text = Textl.text 'Assigning the text property of Textl to
"text property of Text2

However,Visual Basic .NET does support default properties with parameters.
The nomenclature of the two terms can be a little confusing. The following code
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aims to clear this up, however.The System.Collections namespace implements a
Dictionary class that stores various key-value pairs. Consider the following code

which adds two words to the dictionary collection and displays them:
Di m obj Col As New System Col | ections. Di ctionary()

obj col . Add(1, "Anrita")

obj col . Add(2, "Aarthi")

Msgbox(objcol . Iten(1). ToString) 'Explicitly referencing the
"I'tem property

Msgbox(obj col (2). ToString) 'Using the default property

"with paraneter

The Item property is the default property for the Collection object. Since this
property can be accessed by specifying an index as a parameter, you can reference
this as a default parameter so the statement becomes a valid reference to the
default parameter (see the code fragment that follows):

Msgbox( obj col (2). ToStri ng)

The following points summarize the changes that have been made to the
process of working with propertiesin Visual Basic .NET:

_The syntax of property procedures has been changed.

_Thereisno longer aLet procedure.

_Property names for commonly-used controls have undergone changesin
name. Also, some properties have been removed.

_A property can be considered a default property only if it can be
parameterized.
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Null Usage

The Null keyword and Empty keywords are not supported in Visual Basic .NET.
The Null keyword was used in previous versions of Visual Basic to indicate that a
variable does not contain any valid data. The Empty keyword, when assigned to a
variable, indicates that the variable is uninitialized.Visual Basic .NET introduces
the Nothing keyword, effectively replacing the Null and Empty keywords.
Alternatively, you can use the DBNull class in the System namespace to represent a
Null value. Note that the Null keyword is no longer in use.

Theword Null isareserved keyword in Visual Basic .NET, but does not have
any implementation so far.With the Empty keyword phased out, the |sEmpty
function is no longer supported in Visual Basic .NET.The IsNull function has
been replaced by the ISDBNull function.The following code illustrates this. A
variable of type Object is assigned a DBNull value and the ISDBNull function is

used to check for the same:

D m obj Sanpl e As bj ect

obj Sanpl e = System DBNul | . Val ue

If |sDBNull (obj Sanpl €) Then

Msgbox("Sanple is null™")

El se

Msgbox(" Sanple is not null")

End If

It is important to note that some expressions which you might expect to

evaluate to True under certain circumstances (such as If Var = DbNull and If Var
<> DbNull) are dways False. This is because any expression containing a DbNulll

isitself DbNull and, therefore, False.
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Understanding Error Handling

Applications written using Visual Basic 6.0 used the On Error statement to
handle errors. The Err object provided diagnostic information about the error.
The Number and Description properties provided the error code and a description
of the error.The main drawback of thiskind of error handling isthe inability to
trap errors raised by Windows DLLs. System errorsthat arise during callsto
Windows DLLs do not raise exceptions and cannot be trapped by this style of
error handling.

Upgrading Visual Basic Applications to .NET ¢ Chapter 14 691

Visual Basic .NET uses structured exception handling to handle errors and
exceptions. Most of the object-oriented (OO) languages use this mechanism to
handle errors. Structured exception handling enables you to create more robust
and comprehensive error handlers.The Common Language Runtime (CLR) uses
structured exception handling based on exception objects and protected blocks of
code.When an exception or an error occurs, an object is created to represent the
exception.The exception objects created are objects of exception classes derived
from System.Exception. It is also possible to create custom exception classes. All
languages that use the CLR handle exceptions in a similar manner. Structured
exception handling consists of using the Try...Catch...Finally syntax.The Try
block normally contains both the corresponding Catch and Finally blocks. The
code that throws the exception is surrounded in a Try block.The Catch block
consists of a series of statements beginning with the keyword Catch, followed by
an optional filter that specifies the exception type. It is also possible to code multiple
Catch blocks for a Try block. A Catch block that contains afilter for a specific
exception type is invoked when that exception isthrown.The Catch block

that contains no parameters, also called a general exception handler, is invoked for
all other exceptions.The Finally block follows the Catch block, and contains the
cleanup code.

It isimportant to note the order of the Catch statements if you are coding a
general exception handler as well as specific exception handlers. The general handler
should be the last if you are coding Catch blocks to handle specific exceptions.

If the general handler is coded first followed by other specific handlers, the
runtime invokes the general handler by default since the general handler handles
all exceptions. The rule of thumb isto go from specific exception handlersto

general exception handlers. See the code that follows:
Try

<Statements to be executed>

"I ndi cates the beginning of the exception handl er
' Contains code that m ght throw exceptions

Catch [<vari abl e> As <Excepti onType>]

<Exception processing statenents>

"This will be executed if the statenents in the Try
"block fails and the exception thrown matches the
'exception specified as a paraneter

[ Addi tional Catch Bl ocks]
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Finally
<O eanup Code>
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' Contai ns cl eanup code
End Try

Consider the following code fragment that demonstrates how to implement a

Try...Catch...Finaly inaVisual Basic program.
Try

result = intVarl / intVar2

Catch ex as System Overfl owException

Msgbox (ex. Message)

Finally

End Try

The statement that divides two integers is included in the Try block because

there might be a situation when the denominator could be zero.The Catch block

is defined with an object of the specific exception type.This is the exception we
expect the code to throw. Once the exception is caught, you can display a

custom error message to the user. In this case, the message displayed is the default
message for this exception as defined in the CLR. Normally, the Finally block
contains cleanup code. Inthis case, however, the Finally block is left empty.

It isalso possible to extend exception handling by implementing custom
interfaces. Custom exception handlers are implemented by creating a new exception
that inherits from a System.Exception class or a class derived from the
System.Exception class. Then you need to determine the situations under which
this exception will be thrown, and finally, write appropriate code to throw that
exception.The following exercise walks you through these steps.

Exercise 14.1: Using Error Handling

1. Add aclassto your project. The first step isto inherit from the
System.Exception class or a class derived from the System.Exception class.

The following code shows you the implementation:

Public O ass COreditDebitException

Inherits System Exception

"Call the base class constructor fromthe constructor
‘of this class.
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Public Sub New(ByVal strMessage as String)
MyBase. New( st r Message)

End Sub

End d ass

2. The second step is to decide how and when to use this exception.This
can be done by examining the code and determining where this exception
could fit in.

3. After finalizing the usage, you can use the exception in the application.
Use the Throw statement to explicitly raise an exception. This is equivalent
to calling the Raise method of the Err object in Visual Basic 6.0. In

this example, a middle-tier component throws the CreditDebitException
when the Credit and Debit amounts are not equal. Once the exception
isthrown by the component, the client receives the exception.The

client would typically code the CheckDebitCredit method inthe Try
block and the Catch block can be coded to receive the

CreditDebitException, as shown next:
Public Sub CheckDebitCredit(ByVal intDebitVal as Integer, ByVal _
intCreditVal as |nteger)
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If (intDebitVal !'= intCreditVal) Then

Throw New Credi t Debi t Exception("Credit and Debit nust
be equal ")

End |f

End Sub

Data Access Changes
In Visual Basic .NET

ADO.NET isavast improvement over its predecessor ADO.ADO.NET offersa
variety of features that include disconnected data access, performance optimization,
and better and richer datatype support.There are alot of differences

between ADO and ADO.NET.This section attempts to cover most of them..
ADO.NET introduces the Dataset object which can represent multiple tables,

store relationship information, and provide disconnected access to data
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Dataset and Recordset

ADO uses the Recordset object to represent the entire set of records from a single
base table. Even though you cannot store multiple tables in arecordset, it is possible
to store data from multiple tables using a JOIN clause in the SELECT

query that builds the recordset. The ADO.NET DataSet object is a collection of
one or more tables, and the tables contained in the dataset are called data tables.
These can be accessed using the DataT able objects. The TablesCollection object
contains al the DataTable objects in a DataSet, each DataTable object corresponding
to atable in the actual database.

The columns in a DataSet are represented using a DataColumn object. It is

also possible to relate the tables in the dataset using the DataRel ation objects.The
DataRelation object uses the DataColumn object to relate two or more tables by
employing the concept of aforeign key.This feature allows the user to implement
more complex operations than were hitherto possible. The DataSet, with the
ability to store multiple tables and the relationships between those tables, offersa
feature-rich implementation.

From the user’ s perspective, a dataset is a representation of an actual database
residing on the client’s machine. After an upgrade, you can still continue to use
your existing applications but will not be able to leverage the benefits of
ADO.NET.The Microsoft ActiveX Data Objects type library is automatically
upgraded and the code is modified to reflect the syntax of VB.NET during the
upgrade.

Application Interoperability

Marshalling ADO disconnected recordsets was achieved through Component

Object Model (COM).The disadvantage with COM marshalling is the restricted
availability of datatypes.The datatypesthat are available are what COM provides.

By comparison,ADO.NET transmits datasets as XML streams. Since XML

has no restriction on data types, the component consuming the datasets is free to

use whatever appropriate datatypes it normally uses.

Transmitting a large disconnected ADO recordset over the network places

enormous stress on the network resources.The increase in stress is directly proportional
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to the size of the recordset being transmitted. Though ADO does offer

its own performance optimization, it still suffers because of its dependency on
COM.The datatype conversions are required for COM marshalling between
components. ADO.NET, on the other hand, does not need to enforce any data
conversions and data is marshaled as XML.
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Disconnected ADO recordsets that are marshaled across intranets or the

Internet suffer from restrictions imposed by firewalls. A firewall allows only
HTML text to pass, preventing any operations that access system resources.Here
again, ADO.NET scoresover ADO inthat ADO.NET passes data around as XML
streams. The advantage of XML streams is that they are just text data. This allows
the data to be transmitted using the HT TP protocol which most firewalls allow.
However, if you have to pass an ADO recordset, you also need to package and
send interface methods and parameters from the client to the server or vice-versa.

Cursor Location

The ADO Recordset object can be created by the application in two places: within
the application as a client-side cursor, or within the data store as a server-side
cursor. Client-side cursors are supported in ADO.NET by the DataSet object,
while server-side cursors are implemented using the DataReader object.

When you upgrade an ADO application from Visual Basic 6.0 to Visual Basic
NET, the Upgrade Wizard modifies the Microsoft ActiveX Data Objects library
aswell, prompting your existing code to be altered in order to suit the .NET
Framework.Any reference to the CursorLocation constants is upgraded to reflect
the change. So, the values of adUseClient and adUseServer are upgraded to
ADODB.Cursor LocationEnum.adUseClient and ADODB.CursorLocation
.adUseServer, respectively.

Disconnected Access

While ADO is primarily designed for connected access to the database,

ADO.NET provides disconnected access to data.\Whereas ADO communicates
with the database by making calls to the OLEDB provider, or through any of the
APIs provided by the DBMS,ADO.NET communicates through the data adapter
object. The DataSetCommand object in turn makes calls to the OLEDB provider.
The main difference between disconnected accessin ADO and ADO.NET isthat
the DataSetCommand object optimizes performance, performs validity checks, and
controls the way the changes are written to the database.

Data Navigation

The datain an ADO recordset can be accessed by calling any one of the move
methods supported by the Recordset object. In ADO.NET, rows are represented as
collections.This allows the programmer to work with them just like objects. New
rows can be added through the Add method, rows can be deleted using the
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Remove method, and rows can be accessed through an ordinal or a primary key,
such as an index. DataRelation objects allow the programmer to maintain a
master-detail relationship between the tables in the database. This meansthat as
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you move from one record to another in a master table, the corresponding
records in the transaction table are made available.

The object models for ADO and ADO.NET are radically different. ADO

does not support any of the objects present in the new object model. The choice
here isto either retain the application as it is, or re-write your application to take
advantage of the new features.

Lock Implementation

ADO holds up database locks and database connections for long durations that

result in performance bottlenecks and resource contentions. The disconnected

data access implemented by ADO.NET ensures that database locks or database
connections are not held for longer periods of time.When you upgrade an

existing Visual Basic 6.0 ADO application, the Upgrade Wizard convertsthe
existing ADO type library to .NET metadata. The existing classes and their associated
methods and properties can be used as they are, without any modifications.

Upgrading Interfaces

Earlier versions of Visual Basic used interfaces, but could not create them directly.
Visual Basic .NET introduces this feature with the I nterface statement, which
allows you to define true interfaces. The interfaces you define are distinctly different
from classes, and it is now possible to actually implement them using the
enhanced | mplements keyword.

Interfaces define the properties, methods, and events that classes can implement.
The basic purpose of defining an interface isto logically group properties,
methods, and eventsthat represent alogical entity. Besides, it is also possible to
extend interfaces by creating new interfaces from the old, and adding more
functionality without breaking existing clients.

The main purpose of interfaces in any language is to allow the objects and

their interfaces (methods, parameters, properties, and so on) to be designed for all
the objects in a system.This allows developers to work concurrently on different
objects without having to wait on one or the other to be implemented since the
interfaces between the objects are defined.

Aninterface, unlike a class, does not provide implementation, it defines a

contract between itself and a class. This is atwo-way relationship.The class
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implementing the interface must implement all the methods, and the interface
guarantees no change will be made to the existing interface. In order to incorporate
functionality changes, you can create a new interface that inherits from the
original version.

Visual Basic .NET usesthe I nterface and End I nterface statementsto
define an interface. The property, method, and event definitions are then
embedded within these statements.The following rules apply to interfaces:
_Thelnherits statement follows the | nter face statement if the interface
inherits from another interface.

_Thelnherits statement must be the first statement after the I nterface
statement. Only comments, if any, can precede the | nherits statement.

_The interface can only contain Event, Sub, Function, or Property
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statements. I nterfaces cannot contain any implementation code or even

End Sub or End Function statements.

_Interface statements are Public by default, but they can also be declared
as Friend, Protected, or Private.

While an Interface declaration can contain any of the four modifiers just
mentioned, it isnot possible to declare a Sub, Function, or Property definition
with any other modifier than the Over L oads or Default keywords. Therefore, a
function cannot be declared with Public, Private, Friend, Protected, Shared,
Overrides, MustOverride, or Overridable.The reasons for this restriction are
described in the following bullet points:

_The Public modifier indicates the entity has unrestricted access and can

be accessed by any object, even those that do not implement the interface
containing this entity. This disassociates the entity as a member of

the interface.

_The Private modifier restricts the entity’ s access to only its declaration
context, thereby rendering the entity totally inaccessible.

_The Friend modifier restricts access to only the program that contains

the entity declaration.

_The Protected modifier restricts the entity’ s access to only those interfaces
that derive from this class. As aresult, those classes that implement

this interface have no access to the entity.
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_An entity declared with the Shared modifier does not operate on a specific
instance of atype, meaning that the entity can be invoked directly

from a class rather than from the instance.

_The Overrides modifier indicates that the entity will be overridden in

the derived class.This goes against the contract between the Interface

and the class, being that a classis required to implement all the entities

in the interface without any changes.

_The MustOverride modifier means that the derived class must override

the entity in order to be creatable.

_The Overidable modifier indicates that the entity can be overridden.

The Implements keyword signifies that a class member implements a specific
interface. An Implements statement requires a comma-separated list of

values, each value representing a single interface member that isimplemented ina
class. Normally, only asingle interface member is specified, but it is also possible
to implement multiple members. The interface member is specified in the following

format:
<I nterfaceNane. | nt er f aceMenber >

The method that implements the entity need not follow the Visual Basic 6.0
convention of InterfaceName MethodName. The method name can be any legal
identifier.The following code fragment illustrates a method that implements an

interface:

Functi on Add(ByVal intOperl as integer, ByVal intQper2 as integer) as_
Integer |nplenents |Calcul ator. Add

Add = intOperl + intCQper2

End Function
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The implementing method’ s function signature should match the Interface
method'’ s function signature. In other words, the data type of the arguments,
return value, and so on, must be exactly the same.Y ou can declare the method
that implements the interface member with any of the legal modifiers allowed on
the instance method declarations.The legal modifiers are Overloads, Overrides,
Overridable, Public, Private, Protected, Friend, Protected Friend, MustOverride,
Default, and Static.

The Implements statement can also be used to declare a single method that
implements multiple methods of multiple interfaces. This feature comes in handy
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when all the methods exhibit the same functionality. Consider the following code

fragment:

Sub Met hodl I npl enments |nterfaceA Methodl, InterfaceB. Method2, _
I nterfaceC. Met hod3, I|nterfaceD. Met hod4

"Vi sual Basic Code

End Sub

Upgrading Interfaces from Visual Basic 6.0

Visual Basic 6.0 allowed only components consume interfaces. There was no way
an interface could actually be created. There might be situations when you decide
to upgrade your component to Visual Basic .NET to take advantage of a lot of
new features.When you do the upgrade, the Upgrade Wizard will make changes
to your existing component to make it compatible with Visual Basic .NET.This
section is devoted to demystifying the changes the Upgrade Wizard will make to
your existing component.

Consider the following program, written in Visual Basic 6.0, which implements
asimple calculator.The ICalculator interface implements four smple functions
of Add, Subtract, Multiply, and Divide. Each of the functions accepts two
integers and returns athird integer as a result.The clsCalc class implements all the
interface methods.The client code, meanwhile, is implemented in a Form.

The code for the | Calculator interface is shown in the following:

Function Add(intOperl As Integer, intOper2 As Integer) As I|nteger

End Function

Function Subtract(intOperl As Integer, intOper2 As Integer) As |nteger
End Function

Function Divide(intQperl As Integer, intQper2 As Integer) As Integer
End Function

Function Multiply(intOperl As Integer, intOper2 As Integer) As |nteger
End Function

The code implementing the ICalculator interface is shown next.
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Inmpl ements _ICalc

Private Function | Calc_Add(intOperl As |nteger, _
intQper2 As Integer) As Integer

I Calc_Add = intOperl + intOper2

End Function

Private Function | Calc_Divide(intQperl As Integer, _
intQper2 As Integer) As Integer

ICalc_Divide = intQperl \ intCOper2

End Function
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Private Function I Calc_Miltiply(intOperl As Integer,
intQper2 As_ Integer) As |nteger

ICalc_Miltiply = intOperl * intOper2

End Function

Private Function | Cal c_Subtract (intQOperl As Integer,
intQper2 As Integer) As Integer

I Cal c_Subtract = intCOperl - intOper2

End Function

The client uses the methods of the | Calculator interface as illustrated in the

following:

Private Sub Testlnterface()
DimobjCalc As ICalc

Set objCalc = New cl sCal ¢
MsgBox obj Cal c. Add( 10, 20)
End Sub

The succeeding code segment illustrates the changes made to the | Calculator
interface after the project is upgraded to Visual Basic .NET:

Namespace Projectl

Interface _ICalc

Functi on Add(ByRef intOperl As Short,
ByRef intOper2 As Short) As Short
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Function Subtract (ByRef intCperl As Short,

ByRef intOper2 As_ Short) As Short

Function D vide(ByRef intQperl As Short,

ByRef intOper2 As_ Short) As Short

Function Mul tiply(ByRef intCperl As Short,

ByRef intOper2 As_ Short) As Short

End Interface

Public dass ICalc

Inpl erents _ICalc

Functi on Add(ByRef intOperl As Short, ByRef intQper2

As Short) As _

Short I nplenents _ICal c. Add

End Function

Functi on Subtract(ByRef intCperl As Short, ByRef intOper2
As Short) As_

Short I nplenents _ICal c. Subtract

End Function

Function D vide(ByRef intQperl As Short, ByRef intQper2 As Short) As _
Short Inplenents _ICalc.Divide

End Function

Function Multiply(ByRef intCperl As Short, ByRef intOper2
As Short) As _

Short Inplenents _ICalc.Miltiply

End Function

End d ass

End NaneSpace
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The changes that the Upgrade Wizard makes to the existing code are quite
noteworthy:

1. The Upgrade Wizard creates anew interface called _ICalc.This nameis
the name of the Visual Basic 6.0 class that holds the interface definitions.


http://www.syngress.com
http://www.syngress.com

2. The interface definitions are coded within the Interface...End I nterface.
The End Functions are also removed so that definitions contain only the
function names without any implementation code.

3. Theinteger datatype is changed to short.

4. The Upgrade Wizard then creates a new class called [Calc that derives
from _1Calc. Thiswrapper class contains interface member definitions

with the partial implementation.

5. Then another derived class, which actually contains the full implementation
of the four functions, is created.This classis called clsCalc, the contents

of which are shown in the following:

Namespace Projectl

Public dass clsCalc

Inpl erents _ICalc

Private Function | Cal c_Add(ByRef intOperl As Short,
ByRef _ intQper2 As Short) As Short

I mpl enents _I Cal c. Add

I Calc_Add = intOperl + intOper2

End Function

Private Function | Cal c_Divide(ByRef intOperl As Short,
ByRef intOper2 As Short) As Short

I mpl ements _I Cal c. Di vi de

ICalc_Divide = intQperl \ intOper2

End Function

Private Function I Calc_Miltiply(ByRef intQperl As Short,
ByRef intOper2 As Short) As Short

Inpl ements _ICalc. Multiply

ICalc_Miltiply = intOperl * intOper2
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End Function

Private Function | Cal c_Subtract (ByRef intQperl As Short,

ByRef intOper2 As Short) As Short

I mpl ements _I Cal c. Subtract

I Cal c_Subtract = intCOperl - intOper2

End Function

End d ass

End NaneSpace

6. The clsCalc class implements the | Calc interface and contains code that
implements the four functions.

7. Theclient instantiates the _|Calc interface and assigns areference to the
clsCalc class. Afterward, the Add method is called with two short values.

The code for the client is shown in the following:
Public Sub Testlnterface()

DmobjCalc As _ICalc

obj Calc = New cl sCalc

MsgBox( CSt r (obj Cal c. Add( 10, 20)))

End Sub

Using the Upgrade Tool

Visual Basic .NET isa paradigm shift from the previous versions of Visual Basic,
and there are alot of advantagesin upgrading to it. Exercise 14.2 walks you
through this process.

Exercise 14.2 Using the Upgrade Wizard
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1. The upgrade tool is launched as soon as you open a Visual Basic 6.0
project in Visual Basic .NET. Figure 14.1 shows you the initial screen of
the Upgrade Wizard.The first step in the wizard summarizes the actions
that will be done throughout the Upgrade Wizard. It then creates a new
Visual Basic .NET project in aseparate folder you specify, leaving your
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existing project unchanged. (It is important to notethat a Visual Basic
NET project cannot be opened in Visual Basic 6.0.)

2. After theinitial screen is digplayed, the next step in the upgrade process
isto choose what kind of project the existing project should be

upgraded to, as well as configuring certain other options. The Upgrade
Wizard determines the project type of the existing Visual Basic 6.0 project
and selects the appropriate option. It also displays the existing project
type in the first line. For internationalization projects, you can select

the code page that translates the project.This step also allows you to
configure other options.Y ou can decide if you want to generate default
interfaces for public classes, update ActiveX references to Windows
Forms, and make arrays zero-based. Refer to Figure 14.2.

Figure 14.1 Step 1 of 5 of the Upgrade Wizard

Figure 14.2 Step 2 of 5 of the Upgrade Wizard
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3. Step 3 in the upgrade process is to specify where the new upgraded project
should be created. Note that your existing project will be left asis,

and that the upgraded project won’t be able to be opened in previous
versions of Visual Basic. Figure 14.3 displays this process.

4. Figure 14.4 shows the screen informing the user that the project is ready
to be upgraded. If you are set to proceed, click Next.When the project

is upgraded, the language is modified for any syntax changes and Visual
Basic Forms is converted to Windows Forms. More often than not, you
will have to make changes to the code after it is upgraded. This is necessary
because certain objects either have no equivalents, or the properties

of some objects have been either erased or renamed.

Figure 14.3 Step 3 of 5 of the Upgrade Wizard

Figure 14.4 Step 4 of 5 of the Upgrade Wizard
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5. The last screen (Figure 14.5) shows the current status of the upgrade
process. After the project is upgraded, the Upgrade Wizard creates an
upgrade report that itemizes problems and inserts comments in the code,
informing the programmer of what changes should be made. It is not
difficult to find the parts of the code that need updating, because the
Upgrade Wizard marks that code which needs changing, even including
comments with the designation. The comments begin with the text
TODO, and the IDE picks up these statements and liststhem in the
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TaskList window. Navigating to the appropriate line is as easy as doubleclicking
theitem in the TaskList window. Each item in the upgrade

report is even associated with a related online help topic, which not only
explains the need to change the code, but how to do it.

After the upgrade is completed, the Upgrade Wizard attaches various comments
to the upgraded code. These can be categorized into the following four

types, based on their severity:

_UPGRADE_ISSUE errors are items that will generate build errors and
prevent the application from compiling.As a result, they are marked as

compiler errors. It is necessary to correct them before running the project.
These errors are logged in the upgrade report, as well asthe Task List.
_UPGRADE_TODO errorsareitemsthat will not hinder the compilation
process, but that do result in runtime errors. It is necessary to correct

them before the solution will run successfully.These are reported in the

upgrade report as both items in the TaskList and comments in the code.

Figure 14.5 Step 5 of 5 of the Upgrade Wizard
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_UPGRADE_WARNING errors areitems that will not result in compiler
errors but that might still cause an error when referencing the item

during runtime. It is not absolutely necessary to rectify them, but doing

so will result in asmoother execution of the project. These items are
outlined in the upgrade report as both items in the TaskList window and
comments in the code.

_UPGRADE_NOTE indicates serious changes in the code. Upgrade
notes are added when there isa major structural change in code.

Reported as comments in code, you should read them thoroughly

before deciding on a course of action.

After the Visual Basic 6.0 project has been upgraded to Visual Basic .NET, an
upgrade report is added to the project.This report contains the following details
and is named _Upgradereport.htm:

_Project name

_Time of upgrade

_Upgrade settings consist of the following key-value pairs:

_A Boolean value indicating whether ADO+ was used.

_A Boolean value indicating whether the user requested the Upgrade
Wizard to generate public interfaces for classes.

_The name of the logfile.

_Thekind of project this project migrated from.

_A Boolean value to indicate if the user preferred to change the

arraysto zero-based.

_The path to the output directory.

_The name of the project that was created.

_The actual path to the project that was created.

_A list of project files with information regarding the new filename, the
old filename, file type, status, errors, warnings, as well as other issues.
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Summary

There are special considerations that must be taken into account when migrating
your Visual Basic 6.0 applicationsto .NET. For instance, you should bind variables
because of the changes to property names and data type changes. In addition,

you should make sure to avoid null propagation, use ADO for all database
applications, use the Date data type to store dates, avoid fixed-length strings, and
use constants instead of underlying values.There are changes that have been made
to the application architecture in .NET, 0 it is advisable to port all your applications
to ADO before they are moved to .NET.

Datatypes have also undergone a significant number of changes.Visual Basic
NET, for example uses the Object datatype instead of the Variant datatype. It
also introduces a new datatype called Short to store 16-bit numbers.The Integer
datatype, meanwhile, has been modified to store 32-bit numbers, the Long data
type now stores 64-bit numbers, and the underlying value of Boolean True has
been changed to —1.Arrays, too, have undergone a change, in that the lowerbound
value is now fixed as zero and is impossible to change.

A host of new features have been added to Windows Forms as well, effectively
replacing the Visual Basic 6.0 forms. Keywords like GoSub, Option Base,

Lset, VarPtr, StrPtr, Set, and Def are no longer supported. In addition, the
functionality of the GoT o statement is restricted only to error-handlers now.
Several new modifiersto functions, meanwhile, have been introduced in Visual
Basic .NET.The functionality of the Return statement has been extended to

return a value to the calling function besides returning control.Visual Basic .NET
has also introduced the new concept of function overloading, allowing multiple
functions to have the same name with each function differing only in their signature.
In other developments, the syntax of property procedures has changed,Visua

Basic .NET no longer allows parameter-less default properties, and with no support
for the Set satement, you cannot have a Set property procedure.

Visual Basic .NET allows interoperability with COM components using

metadata, Runtime Callable Wrappers, and COM Callable Wrappers.This allows
you to leverage the functionality of existing components.Visual Basic .NET also
allows you to implement true interfaces, and introduces structured exception
handling that usesthe Try...Catch...Finally block to handle errorsinstead of just
extending support for the On error...Goto satement. Database applications can
now take advantage of the new data access mechanism called ADO.NET, as well,
which is very different from the earlier connection-based ADO model.
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Finally, the Upgrade Wizard is available to ensure the smooth and easy migration
of your existing applicationsto .NET. Its various upgrade messages clearly
outline the changes that must be made before your application is ready to run.

Solutions Fast Track
Considerations Before Upgrading

A Early binding of variablesis necessary because Visual Basic .NET has


http://www.syngress.com

introduced changes to property names and default properties.

A The Null keyword is not available in Visual Basic .NET. Instead, you can
use the DBNull.Value available in the System namespace to specify a

Null value.

A It isadvisable to change the data type of date variables to the Date data
type in your legacy applications to facilitate an easier migration.

A It isrecommended that constants be used instead of the actual

underlying value.

Considering Architecture Before Migrating

A DHTML and ActiveX Document applications cannot be upgraded to
Visual Basic .NET.

A Visual Basic 6.0 Forms has been replaced with a new architecture called
Windows Forms.

A DAO or RDO data-binding applications must be ported to ADO first
before they can be moved to Visual Basic .NET.

Data Types

A All Variant datatypes will be converted to the Object datatype during
an upgrade.

A Visual Basic .NET introduces a new data type called Short.The Visual
Basic 6.0 Integer datatype is now represented by the Short datatype
(which stores 16-bit numbers), the Visual Basic 6.0 Long datatypeis
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now represented by the Integer datatype (which stores 32-bit numbers),
And the Long data-type stores 64-bit numbers.

A ToOADate and FromOA Date are used to convert between the Double
and Visual Basic 6.0 representation of the date value.

A Theunderlying value of the True has been changed from -1 to 1.

A ArraysinVisual Basic .NET are zero-based.

A Fixed-length strings are not supported in Visual Basic .NET.

Converting VB Forms to Windows Forms

A Windows Forms does not support the OLE Container control.

A Windows Forms contains two menu controls called MainMenu and
ContextMenu.

A Image controls are not supported in Windows Forms.

Keyword Changes

A GoSub, Option Base, VarPtr, StrPtr, and Def keywords are not
supported in Visual Basic .NET.

A GoTo can be used only for the purposes of error handling.

A Visual Basic .NET introduces three new operators to perform bitwise
operations.They are BitOr, BitAnd, and BitXor.

Programming Differences

A Optional parameters must be supplied with a default value.
A The Return statement returns control to the calling program.


http://www.syngress.com

A Thedefault parameter passing mechanism is ByVal.

A ParamArray parameters must be declared as Object.

A Overloading is implemented with the help of function signature.
A The Runtime Callable Wrapper (RCW) helps .NET clientstalk to
COM components.
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A The COM Callable Wrapper (CCW) helps COM clientstalk to .NET
components.

A The Set property procedureis not supported in Visual Basic .NET.

A Visual Basic .NET supports default properties only if the properties can
be parameterized.

Understanding Error Handling

A Visual Basic .NET introduces structured error handling with the help of
the Try, Catch, and Finally statements.

A It ispossible to have multiple Catch statements to handle multiple
exceptions.

A You can also create custom exceptions by creating a class that derives
from the System.Exception class.

Data Access Changesin Visual Basic .NET

A Visual Basic .NET introduces a new object model called ADO.NET.
A The DataSet object can hold multiple tables and store relationships
between the tables.

A The DataReader object implements the server-side cursor.

A ADO.NET provides disconnected access to the database.

Upgrading Interfaces
A Interfaces are created using the I nter face keyword.
A The Implements keyword is used to implement an interface.

Using the Upgrade Tool

A The Upgrade Wizard is automatically launched when you open a Visual
Basic 6.0 project in Visual Basic .NET.

A The upgraded codeis placed in a different folder than that containing
the source.
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A The Upgrade Wizard lists various upgrade messages indicating what
changes must be made to the existing code to ensure a smooth run of

the upgraded project.

Q: Can | manually invoke the Upgrade Wizard?

A No, you cannot.Visual Basic .NET automatically invokes the wizard when
you open an older version of aVisual Basic application.

Q: Should | only use structured exception handling to manage errors in my
application?

A Structured exception handling is a more comprehensive way to managing
errors. However, you can still continue to usethe On Error statements.
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Q: Isthe object model for ADO.NET frozen? Can | start port my ADO codeto
ADO.NET?

A: At present, it isunclear whether thiswill be the final draft of ADO.NET.
Therefore, it is best to hold on to your existing ADO applications.Y ou can

still, however, use the current model to write new non-critical applications

for use in your current environment.

Q: What isthe purpose of the Microsoft Visual Basic 6.0 Compatibility library?
A: The Microsoft Visual Basic 6.0 compatibility library contains functions and
methods that are a part of Visual Basic 6.0 but not Visual Basic .NET.The
contents of this library are used so that your existing applications do not

break down solely because the implementation of a concept differed between
the two versions.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.
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layer, 655

size 78

DataBinding code, 452
Data-bound form, 334, 335
DataColumn, 434

object, 694

Datafidld, 483

DataGrid, 410, 431,
440-446, 478. See also
WebForm

customization, 517
DataGrid control
customization, 482487
tag, 483

usage, 478-482

Datalist, 410, 446450
DataReader, 425426
DataRdation, 429430
usage, 441-446
DataRow, 431, 434
DataSet, 425427, 433, 440
creation, 439, 453

object, 438, 439

usage, 428-435

Dataset, 334, 335, 338, 694
object, 693
DataSetCommand, usage,
695. See also

Populating

DataSetView, 440
DataTable, 415, 434, 440
object, 694

DataTypes, 424

DataView, 440
720 Index

DataX mINavigator object,
412

Date data type, usage, 649,
652

Dates, 658-659
DateTimePicker control,
391-394



DBMS, 695

DCOM. See Distributed
Component Object

Modéd

DDE. See Dynamic Data
Exchange

Deallocation. See Objects
DebitsCorrect function, 25
Debug

class, 683

menu, 528-529

Debugger

attachment, 679. See
External process

objects, 101

Debugging, 103-104, 467.
See also Projects

concepts, 524-541, 551
FAQs, 552

introduction, 524

services, 262

solutions, 551

Decimal datatype, 658
Decimal values, usage, 355
Decimal Places property, 387
Decision making, 172
Declarative security, 559,
564-565

support, implementation,
578

Declare statement, 671

Def statement, 667

Default (keyword), 697
Default parameter, 676, 689
Default properties, 27, 668,
687—689

/define option, 546
Delegates, 226, 232—236,
266. See also Multicast
delegates, Simple delegates
signature, 236

DELETE statement, 421
DeeteCommand, 423
Demands, 556

Deny override method,
574-576

Deployment, 465, 467. See
also Side-by-side
deployment

unit, 41

DES. See Data Encryption



Standard

Description, 123

property, 690
DESCryptoServiceProvider,
601

Design, 130, 272

surface, 469

Design-time properties,
129, 348

DesktopL ocation property,
294

Destructors, addition, 401,
405

Deterministic finalization,
68, 276. See also Nondeterministic
finalization

Development acceerators.
See Integrated
Development
Environment
Development Tool
Environment (DTE)
events, 102

extension, 104

object, 109

DHTML. See Dynamic
HTML

Dialog boxes, 270-271,
305-323, 342

creation, 322-323

Dialog Editor, 119
DialogResult property, 686
Dictionary object, 487
Digital signature, 40, 639
Dim

(keyword), 174. See also
Redim

statement, 176, 188

Dir() function, 239
Directory

Entry, 119

listing, 239-241, 240
Searcher, 119
DisabledLinkColor
property, 354
Disconnected access, 695
Disconnected layer,
427435, 455456
Discovery, 510

Dispose. See Close/dispose
method, 682



Distributed applications, 17
Windows forms, usage,
513-518, 520

Distributed architecture,
440

Distributed Component
Object Model

(DCOM), 2, 6, 504
Distributed Network
Architecture (DNA),

6

model, 2

Divide-by-zero exceptions,
211

Dividel nteger function, 675

Dividelong function, 675
Index 721

DLL. See Dynamic Link
Library

DNA. See Didtributed
Network Architecture

Do Until statement, 184
Do While (keyword), 184
Dock property, 303, 687
Docking, 122, 300
Document windows, 122
DocumentClosing event,
102

DocumentEvents, 102
DocumentOpened event,
102

DocumentOpening event,
102

DocumentSaved event, 102
Do..Loop structure, 573
Domain up-down contral,
384

Domains. See Applications
policy. See Applications
DomainUpDown control,
384-386

dotNETRedist, 630
Double data type, 652, 658
Double-click event, 361
Download cache, 45
Drawing, 267-268
Drop-down boxes, 415
Drop-down list style, 381
Drop-down menus, 330
Drop-down style buttons,
330



DSA. See Data Signature
Algorithm
DSACryptoServiceProvider,
601

DTD. See Data Type
Definition

DTE. See Development
Tool Environment

Dyalog APL, 38

Dynamic arrays, 191-192
Dynamic compilation, 654
Dynamic Data Exchange
(DDE), 6, 664

Dynamic Help window, 112
Dynamic HTML
(DHTML), 490
applications, 14, 112, 653,
655

Dynamic Link Library
(DLL), 18, 21, 222,

225, 542

avoidance, 467

base address, 546
breaking, 42

classes, 224

compiling, 678

files, 36, 44, 61

function declaration. See
C++

hell, ending/escape, 58,
259, 653

need, 617

observing, 473

problems, 58-59
Dynamic reference, 46

E

Early binding, 436. See also
Variables

E-commerce application,
464
EditCommandColumn,
445, 446

Eiffel, 38

Else

block, 179

statement, 178, 179
Elself statement, 178
Else...If statement, 182
E-mail

change, 603



folders, 369

manager application, 352
/embed parameter, 637
Empty (keyword), 690
Encapsulation, 196-198
End function, 193

End Function statement,
697

End If statement, 135
End Interface statement,
697

End Property statement,
684

End Sub statement, 697
Enhanced scalability, 133
Enhanced state management,
133

Enterprise

files, 627

security level, 563, 586
Entities, 698

Entries, sorting, 123
Entry points, 41
Enumerations, 226
EnvDTE assembly, 109
Environment automation
model. See Integrated
Devel opment
Environment
E-procurement, 504
Error. See Compile-time
errors; Logic errors;
Runtime errors
description, 62

handling, 172, 210-212,
216

understanding, 690-693
usage, 692—693

locating. See Build errors;
Compile errors

message, 670
Error-checking options, 545
Error-handling code, 525
722 Index

Event-driven model, 466
Event-driven programming
modedl, 467

EventLog, 119
EventLogTracel istener, 538
Events, 56, 232—236, 266.
See also Forms;



Properties methods

and events

contract, 55

manipulation, 133
objects, 101
programming, 236
statement, 697
EveryThing permission s,
586

Exception

class, 61

handling, 60-62, 103-104.
See also Structured
exception handling

usage, 210

window, 525, 532-534
Exception-based format,
648

EXE. See ActiveX; Standard
EXE

Executable code, 635
Executables. See Portable
executables

compiling, 20-21
Execute method, 109
Execution

environments. See
Managed execution
environments

permission set, 569, 586
Exit Do statement, 185
Exit function, 24, 193
Exit Sub statement, 669,
670

Expressionlist, 183
Extensibility. See Platform
models, 100. See also
Visual Studio .NET
eXtensible Markup
Language Data

Reduced (XDR),

139, 412

eXtensible Markup
Language Schema
Definition (XSD),

412

schema, 119

tool, usage, 416417, 455
XSD.EXE, 438
eXtensible Markup
Language (XML),



126, 439, 656

data validation, 416
documents, 411, 415
encoding/decoding,
implementation, 578

files, 47, 466, 617
leveraging, 415

overview, 411-412,
454-455

schemafiles, 412

support, 15, 414-415
tags, 17

usage, 410. Seealso
Populating

XML-coded configuration
files, 593, 623
XML-coded file, 592
XML-coded permission
sets, 570, 588, 589

XML -coded resourcefile,
637

eXtensible Stylesheet
Language (XSL),
411412

Externa assembly references,
52

External procedure
declaration, 668, 671
External process, debugger
(attachment), 541

F

Family access, 57

FAT16 file system, 100
FAT32 file system, 100
Fields, 53, 198, 334

File. See Active Server
Pages, Data; Text
appending, 246

1/0, 243, 266267
management. See Visual
Basic

manipulation. See Images
name variables, 242
opening, 129

operations, 221, 239246,
266

options. See Output

table, 259-260

version information, 58
File Signing tool (signcode.



exe), 639
FileCodeGroup, 594

Filel OPermission, 564-565,
569-570, 575,

590-591

permission, 577

Filel OPermissionAttribute,
591

Filenamefilter string, 310
File-opening logic, 307
File-saving logic, 310
FileStream, 267
FileSystemObject, 240
FileSystemWatcher, 119
Filter

property, 311

string. See Filename filter
string

Finalization, 542

Index 723

Finalize method, 76, 682.
See also Raw finalize
method

Finally

block, 103, 691, 692
statement, 104
FindEvents, 102
Firewalls, 15
Fixed-length strings, 23,
660-661

Floating toolbar, 136
Focus, 130

Font property, 275
FontDial og control,
311-313

For loops, 178, 186-187,
189, 196
For...Each...Next loop, 187
Form class, 294

Format property, 391, 393,
394

Form.paint event, 249
Form.PrintForm method,
662

Forms. See Multiple
Document I nterface;
Windows forms;

World Wide Web

forms
arranging/determination.
See Active MDI child



forms

borders, changing,
289-291

controls

addition, 300-305, 341
anchoring, 301-303
docking, 303-304
positioning, 304-305
creation. See Multiple
Document I nterface;
Windows forms
Designer, 526
displaying. See Modal
forms;, Modeless

forms; Multiple
Document I nterface;
Top-most forms

events, 294-297, 341
layout toolbar, 130-132
location, seting, 292—294
menus, addition, 323-327
objects, layering, 304
properties, 271-275. See
alsoWindows forms
resizing, 291-292

status bars, addition,
328-330, 342
submission, 468
toolbars, addition,
330-332, 343
Framework. See NET
framework

permissions, 577

SDK, 420

security, 80-84

Free storeffreestore, 69
Free threading, 262—264,
267

Friend

(keyword), 684
modifier, 697

FromFile method, 388
FromOADate method, 659
FrontPage 2000

Server Extensions, 99
Web extensions client, 93
FtpChannel, 600
FullTrust permission s,
569, 586

Function

definition, 235



signature, 674

statement, 697
Functionality, sharing, 238
Functions, 192-196, 215
cals, parameters, 273
differentiation, 675
overloading, 674
procedures, overloading,
675

values, 24-25

G

GAC. See Global Assembly
Cache

Gacutil. See Generdl
Assembly Cache

utility

Garbage Collection (GC),
8, 62, 69, 544

advantage, 682

managed heap, interaction,
71-78

usage, 257, 262, 274-279
Garbage Collector, 258,
274, 544

GC. See Garbage Collection
GDI+. See Graphics Design
Interface

General Assembly Cache
utility (Gacutil), 619,

620, 631

Generated code, 498
Generation O, 77, 275
Generation 1, 77, 275
Generation 2, 77, 275
Generations, 274
assignation, 77
Genericldentity object, 581
GenericPrincipal, 579-583
Get

method, 230

statement, 26

GET protocol. See
HyperText Transport
Protocol

GetOrders, 508, 509

function, 511, 513
724 Index

GIF, 253
GIF icon, 388
Global Assembly Cache



(GAC), 45, 51, 55,
622623

deployment, 40

usage, 50, 631

Global variables, 25
Global.asax, 463

GoSub statement, 666, 669
Goto statement, 666
Grants, 556

Graphical user identifications
(GUIDs), 36

Graphical user interface
(GUI), 51, 348

design, 364

Graphics

commands, 663

display, 396

Graphics Design Interface
(GDI+)

engine, 221

functions, 267

Windows API, 267

Group radio buttons, 365
GroupBox control, 364,
396-397

GUI. See Graphical user
interface

GUIDs. See Graphical user
identifications

H

HACK, 127

Handles (keyword), 236,
475

Hanging indents, 367
Hardware-specific machine
code, 21

Hash, 602

Hash algorithm, 602. See
also One-way hash
algorithm; Secure

Hash Algorithm

Haskdl, 38

Headers, 378. See also
Clickable headers;
Non-clickable

headers

Headers/footers, 321
Header Style property, 378,
482

Heap. See Managed heap



Height property, 291, 482
Help filter, 112

/help option, 546
HelpLink, 62

Hidden attribute, 394
Hide method, 275
Hide/show code €l ements,
132-133

Hierarchical system, 64
High-performance
machines, 464
High-volume transaction,
464

HiveKey, 593
HKEY LOCAL _
MACHINE, 591

Home page, 110-112
Horizontal control, 328
HotTrack property, 399
HREF link, 634
HRESULTS, 36
HTML. See HyperText
Markup Language
HTTP. See HyperText
Transport Protocol
Hyperlinks, 96, 112
HyperText Markup
Language (HTML),
119, 126, 139, 461.

See also Browsercompliant
HTML;

Dynamic HTML

code, 471, 500, 501
controls, 117

elements, 476, 478, 500
extensions, 14

files, 47

generation, 467, 504
output, 133, 445
rendering, 463

sending, 497

server controls, 477
source, 481

table, 443, 482

usage, 15, 411, 439, 450
HyperText Transport
Protocol (HTTP), 16,
504

HTTP-GET protocol,
505, 508, 509
HTTP-POST protocol,



505, 509

methods, 656

network traffic, 465
protocol, 16, 460, 695
remoting channels, 440
usage, 17

I

ICalculator interface, 700
ID attribute, 140

IDE. See Integrated

Devel opment

Environment

I dentifier type characters,
175

Identity, 51. See also Code
permissions, 556
IDTExtensibility2 interface,
104

#f statement, 537
Index 725

If...Then...Else statement,
178-183

I1S. See Internet
Information Server
ILDASM. See Intermediate
Language

Disassembler

IList interface, 441
IListSource interface, 441
Image property, 389
ImageAlign (property), 687
Imagel ist control, 369
Images, 253-256

class, 388

controls, 664

cropping, prevention, 389
files, manipulation, 253
Imaging namespace, 221
Imperative security, 559,
564-565

Implements

interface, 13

(keyword), 229, 696, 698
statement, 229, 698
Imports

command, 226-228
(keyword), 226-229, 265
Sstatement, 226-228, 241,
256-257

Increment property, 387



Indents, 367. See also
Hanging indents

Index property, 687
InFile, 245

Information box, 376
Informational version, 59
InheritAct permission, 571
Inheritance, 11, 196-197.
See also Pseudo-inheritance
demand, 571

support, 10

usage, 12

Inherits

(keyword), 229

statement, 697
Initialization code, 235
In-memory copy, 426
In-memory data, 51, 52
In-memory manifest items,
optimization, 52
In-memory type library,
680

InnerException, 61-62
Input/output (1/0), 60. See
also File

INSERT satement, 421
InsertCommand, 423
Insertion point, 383
Instance ID, 401
intClasslnstanceCount, 401
Integers, 658, 661
Integrated Devel opment
Environment (IDE),

2, 100-136, 143, 461.

See also Visual Basic
capability, 123

changes, 92

commands, execution, 534
compiler, usage, 20
configuration, 120
customization, 135-141,
143

debugging tools. See
Visual Basic .NET
development acce erators,
5

environment automation
modd, 100-104
examination, 3-5, 28
execution, 438

features, 5



improvements, 34
opening, 117

starting, 107

usage, 470, 495, 706
Integration testing, 547
Intellisense, 134-135
Interface, 226

contract, 54

defining, 260
implementation, 229-232,
266

model, 10

name, 52

statement, 229, 696, 697
type, 53

upgrading, 696—703
visbility, 52

Intermediate Language
Disassembler

(ILDASM), 680
Internationalization projects,
704

Internet

applications, 17, 57,
653-655

permission set, 569, 586
protocols, 504

Internet Explorer

version 5.5, 633-634
version 6.0, 93

Internet Information Server
(1s), 99, 600
applications, 653, 654
Internet_Zone, 597

code, 599

Interoperability. See
Applications,

Language

managed code, interaction,
263-264

Interoperation. See COM+
1.0 security

Interval property, 663
intNextlnstancel D, 401
726 Index

Intranet

applications, 17, 653-655
zone, 563

Intrinsic controls, 476478
Intrinsic datatypes, 542
Intrinsic functions, colorcoding,



527

Invoke method, 232
1/0O. See Input/output
IPermission interface,
implementation, 577
Is (operator), 180
IsAnonymous, 585
IsAuthenticated, 578
field, 584

IsGuest, 585

IsinRole method, 584
IsNull function, 23
ISO C/C++, 35
IsSystem, 585
Isvalid property, 489
isvalid property, 492
Items
addition/removal, 118
collection, 333
marking, 123
property, 385
renaming, 118
repositioning, 119
sorting, 118

view, choice, 118
IUnrestrictedPermission
interface, implementation,
577

J

Java

exposure, 60, 272
(language), 18
relationship. See C++
JavaScript.NET, 9
JIT. See Just-in-time
JOIN clause, 694
JPEG, 253

formats, 388

JPG image, 637
Jscript.NET, 37
Just-in-time (JIT), 465
code, 40
compilation, 58
phase, 558, 570
compiler, 34, 63-64
debugger, 541
debugging, 679
updating, 71

K
Kerberos, 585



usage, 600

version 5.0, 557

Key pair, 602

Keyboard scheme, 111
/keycontainer option, 545
Key-value pairs, 689
Keywords. See Any;
Handles; Imports
changes, 665667
color-coding, 527

L

Labd control, 351-353, 686
usage, 358

Language

interoperability, 237-238,
266

variable, 537

Large heap, creation, 71
LargeChange property, 390,
391

Lastinfirst out (LIFO), 61
Last known good system, 58
Late binding. See Object
usage, 650

Late-bound objects, 649,
687

Layering, 300

Layers. See Connected layer;
Disconnected layer

Layout, 130. See also
Window

toolbar. See Forms

LayoutM DI method, 299
LBound function, 189

Left property, 305

Legacy applications, 649
Legacy-code platform,
usage, 79

L egacy-code-based platform
invoke, 79

Let

procedure, 689

statement, 26

Let/Set statements, 26
LevelFinal, 599, 600
Libraries

projects, creation. See
Class Library; Control
library project

references. See



Unmanaged libraries
LIFO. SeeLast infirst out
Like (operator), 180

Line code, 508

Line graphics, 249

Lines property, 687

LINK reference, 638
LINK tag, 633, 634
LinkArea property, 355
LinkArea.X property, 355
LinkBehavior property, 356
LinkColor property, 354
LinkLabel Control,
354-357

LinkVisited property, 356
Index 727

List style. See Drop-down
list style

Listbox, 117

ListBox control, 371-381
Listltems property, 378
ListView control, 376-381
ListView option, 118
LiteralControl API, 500
Load event, 475

Loader optimization, 39
Local assembly members, 52
LocalIntranet permission
Set, 569, 586, 588-589
LocalIntranet_Zone
group, 595

permission, 600

Location, 39

object, 293, 305

option, 44

property, 293, 304
Ssetting. See Forms
structure, 293, 305

Lock

implementation, 696
types, 414

Logic errors, 525

Logical operations, 666

L ogonUser, 582

Long data type, 658

Loop While, usage, 186
Looping, 172

Loops. See For loops;While
loops

counter, 186

Lower-level languages, 9



Lset statement, 666667

M

Machine

code. See Hardwarespecific
machine code
configuration files,
624-625

files, 627

policy, 1237

security level, 563, 586
Machinewide code cache,
45

Macros, 109-110

Mail server, 352
MainMenu control, 323
Maintaining state, 415416
Major/minor revision, 59
Makecab.exe, 620, 632
Malicious code, 555
Managed code, 36, 586
interaction. See
Interoperability
unmanaged code, contrast,
257, 261-264, 278
Managed execution environments,
654

Managed extensions, 37
Managed heap, 6971
interaction. See Garbage
collection

Managed providers, 410,
418

usage. See SQL Server
Managed types, 56
Manifest. See Standalone
manifest

custom attributes, 43
items, optimization. See
In-memory manifest

items

usage, 42-45

Margin adjustments, 321
Marshalling, 681. See also
ADO

Master-detail relationship,
696

MaxDate property, 394

M aximize button, 305
MaximizeBox property, 291
MaxLength property, 359



MD5. See Message Digest 5
MD5CryptoService
Provider, 601

MDI. See Multiple
Document Interface
MDILayout enumeration,
299

Members. See Local assembly
members; Public
members; Shared
members

defining, 54

listing, 134

Membership condition, 562
usage, 563

Memory

leaks, 10

repair, 72

Management, 8
Memory-intensive objects,
78

Menus

addition. See Forms
creation/usage, 323-327,
342

dynamic creation, 326
enhancements, 326
Mercury, 38

Message, 61, 62. See also
Error

boxes, displaying, 306
digest, 602

Queue, 119

Message Digest 5 (MD5),
601

MessageBox class, 323
Metadata, 36, 41, 260,
679680, 683. See also
Type

APIs, 52

benefits, 52
728 Index

insertion, 51

mark, 53

storage, 42
understanding, 51-59, 86
usage. See Assemblies
Methodinfo object, 570
Methods, 53, 56. See also
Properties methods

and events



addition, 200-201
contract, 54

definition, 54
implementation, 668676
Microsoft Intermediate
Language (MSIL), 21,

34, 63-64, 87

code. See PE MSIL code
conversion. See Native
code

format, 39

relation, 79

usage, 68

Microsoft Management
Console (MMC),

585, 595

Microsoft Message Queue
Services (MSMQ),

262

Microsoft Transaction
Server (MTS), 6, 15,
655-656

Middle-tier components,
348, 655

Migration, architecture consideration,
653-657

MinDate property, 394
Minimize button, 305
MinimizeBox property, 291
Minimum property, 387
Miscellaneous options, 546
ML, 38

MMC. See Microsoft
Management Console
Moda forms

creation, 287

displaying, 288

Modeless forms

creation, 287

displaying, 289

Modifiers property, 686, 687
M odul e/assembly location,
57

Modules, 221222, 265
enumeration, 57

Mondrian, 38
MousePointer property,
663, 687

MSDN, 111112, 133, 535,
599

subscribers, 596



.msi files, creation, 620
MSIL. See Microsoft
Intermediate

Language

MSMQ. See Microsoft

M essage Queue
Services

MTS. See Microsoft
Transaction Server
Multiassembly, 46
scenarios, 40

Multicast delegates, 236
MultiColumn property, 371
Multidimensional arrays,
189-191

Multidomain host setting,
39

Multidomain setting, 39
Multifile assembly, 44
MultiLine property, 359,
399

Multiple branching, 666
Multiple Document
Interface (MDI), 120
applications, 325
creation, 297-300, 341
child forms, 297, 325
arranging. See Active
MDI child forms
creation, 298-300
determination. See
Active MDI child

forms

displaying, 298-299
forms, 270

mode, 120-123

parent form, creation,
297, 298

windows, 271

Multiple selections, 129
Multiply function, 195
Multi-terabyte server, 435
Multithreaded applications,
221

Multi-tier applications, 348,
655-656

Multiuser environments,
538

Mustlnherit, usage, 205
MustOverride

member, 205



modifier, 698
N

Name

changes. See Contrals;
Properties

property, 350, 663
value pairs, 411
variables. See File
Named permission set, 5838
Namespaces, 13, 51,
222-226, 265. See also
System,
System.Drawing;
System.Threading;
System.Winforms

alias, setting, 497
creation, 222-226

Index 729

drawing, 248-261, 266
programmatic side, 220
root, 222

system, usage. See Classes
Naming, 39

Narrowing, 19

Native code, MSIL code
conversion, 262
Navigation. See Data
.NET. See Visual Basic
.NET

architecture, 7

assembly options, 545
class, 65

code execution, 35
component, coding/compiling,
678

graphics, 516

history, 6

installation. See Visual
Studio .NET

internal functionality, 35
platform, object-oriented
nature, 265

servers, 8

.NET Framework, 6-8, 29,
33,93

classes, 8

configuration, 623-630,
641

definition, 34-35, 85
FAQs, 8889



installation, 415
introduction, 34

solutions, 85-88

usage, 306, 410, 511
validation, 489

.NET programming fundamentals,
171

FAQs, 217

introduction, 172-173
solutions, 214-216
NetCodeGroup, 594
.NET-compliant languages,
37

.NET-compliant programming
languages,

usage, 37-39, 86

Netscape, 460

Network

resources, 694

traffic. See HyperText
Transport Protocol

New () procedure, 201
New (keyword), 200, 201,
681

Nodeimages, 369
Non-clickable headers, 378
Non-deterministic finalization,
276

Nonpublic types, enumeration,
57

Nonspaghetti code, 466
Non-TrueType font, 663
Normal attribute, 394
Normal mode, 48
Northwind database, 478
/nostdlib option, 545

NOT operator, 666
Notepad, 241

Nothing permission set,
569, 586

NotOverridable (keyword),
205

nSize parameter, 662
NTLM, 557, 585

usage, 600

Null

(keyword), 651, 690

usage, 668, 690

NULL propagation, 23-24
Null Propagation, avoidance,
648, 650651



Number property, 690
Number-of-windows property,
200

Numeric field, 391
NumericUpDown control,
386-387

Numl nstances variable, 206

O

Oberon, 38

Object, 65. See also Add-ins;
Build objects;

Clipboard; Code;
Command;

Component Object
Model; Debugger;
Events; Identity;

Project; Properties;
System;Window
alocation/deall ocation,
275-276

data types, 175, 187, 657,
671

destruction, 74
implementation, 274

late binding, 649
layering. See Forms
manual termination, 75
orientation, history, 13
placement, 70

type, 53

variable, 650

OBJECT reference, 638
OBJECT tag, 634

Obj ect-based components,
460

Obj ect-based methodol ogy,
554

Object-oriented (O0)
compliant syntax, 273
Object-oriented (O0)
concepts, 10-11

730 Index
Object-oriented (O0)
design, advantages,
11-12

Object-oriented (O0)
functionality, 196
Object-oriented (OO) languages,
10, 257, 259,

691



Object-oriented (OO)
nature. See NET
Object-oriented (OO)
principles, 11
Object-oriented programming
(O0P), 65, 172,

196206, 215216
language, 196
Object-oriented-based
(OO-based) language,
10-13, 29

OCX, 18

ODBC providers, 418, 436
OLE Container control,
663

OLE DB, 418, 420, 436
libraries, 426

OLEDB provider, 410
OleDbCommand, 421, 424
OleDbConnection, 418,
420, 480
OleDbDataAdapter, 480
On Error Goto, 103
statement, 210
OnAddinsUpdate method,
104

OnBeginShutdown

event, 102

method, 104

OnCancel Command, 445
OnChange event, 102
OnConnection method,
104

OnDisconnection method,
104

OnEditCommand, 445
One-way hash algorithm,
602—603
OnMacrosRuntimeReset
event, 102

OnPagePrint, 258
OnStartupcomplete event,
102

OnStartupCompl ete
method, 104
OnUpdateCommand, 445
0O0. See Object-oriented
OOP. See Object-oriented
programming

Opacity property, 275
Open File dialog box, 308,



309, 369

Opened event, 103
OpenFileDiaog control,
306-308

OpenType font, 663
Optimization. See Code
FAQs, 552

introduction, 524

options, 544

solutions, 551

OPTION BASE command,
23

Option Base statement,
659-660, 666

Optional function parameter,
195

Optional parameters, 202,
668-669, 676
/optioncompare option,
546

/optionexplicit option, 546
Options. See Compilers,
Error-checking

options; Miscellaneous
options; .NET;
Optimization; Output

file options;

Preprocessor options
/optionstrict option, 546
OR operator, 666
OrderDetail tables, 428
/out parameter, 637
OutFile, 245

Outlook bar, 307

Output

directory, 707

file options, 544-545
parameters, 424
OutputWindowEvents, 102
Overload procedures, 674
Overloaded functions, 134,
232

Overloading, 202—203, 668,
674—676. See also
Functions

implementation, 676
OverL oads (keyword), 697
Overloads (keyword), 202,
203

Overridable (keyword), 203,
204. Seedlso



NotOveridable
Overrides
(keyword), 203
modifier, 698
Overriding, 203-205
Oz, 38

P

P1, 1216

P1A, 1216

Packaging code, 618623,
641

Pagedirective, 473

Page object, inheriting, 474
Page orientation, 321
Pagelets, 493

Page L oad event, 444, 452
Index 731
PageSetupDialog contral,
321-322

Paging, 486

PaneAdded event, 102
PaneClearing event, 102
Panel control, 394-396
PaneUpdated event, 102
ParamArray, 668, 672674
function parameter, 195
parameters, 672, 676
Parameters, 667. See also
Command-line
parameters; Default
parameter; Functions;
Optional parameters,
Output; ParamArray;
Passing parameters

array, 109. See also Custom
parameters

data types, 674
information, 134
modifiers, 674

names, 674

number, 674

object, 423

order, 674

passing methods, 542-543
Parent

class, functionality, 13
form, 298

creation. See Multiple
Document Interface
Parent-child relationship,



428-430

Partial references, usage, 49
Pascal, 38

Passing methods. See
Parameter passing

methods

Passing parameters, 668, 672
Password text box, 357
PasswordChar property, 359
PE MSIL code, 41

Peek() method, 259
Performance

Counter, 119

monitoring, 548-549
PerformClick event, 363
Perl, 38

Permission, 79, 555-556.
See also Code,

Custom permissions;
|dentity; Role-based
security; Security

class, design, 577
demands, 559, 570-571,
573

granting, 556

level, 82

policy, 80

requests, 41, 81, 559,
565-570

sets, 560. See also
eXtensible Markup
Language; I nternet;
Named permission set
creation, 588-593
management/configuration,
559

PermissionState, 584
PermitOnly, 572

override, 576

Person class, 230, 231
PictureBox control,
388-389

Platform

extensibility, 262
independence, 15

invoke. See L egacy-codebased
platform invoke
Platform-specific code, 63
PMEs. See Properties methods
and events

Pointer



creation, 70

type, 53

Policy. See Machine policy;
Security; Users
assemblies, 587

level, 599

utility. See Code access
Polymorphism, 196, 197
Pooling. See Connection
Populating. See
Programmatic populating
DataSetCommand, usage,
432433

XML, usage, 433434
Portable executables, 618
POST protocol. See
HyperText Transport
Protocol

Preprocessor options, 546
PreRender trigger, 475
Preserve (keyword), 192
Primary keys, 430
PrimaryKey property, 426
Primitive data types, 241
Princauthenti cated, 584
Principal, 556-557,
578-582

policy, 80

usage, 82-83

Principal Object, 581, 583
Principal Permission, 578,
583

objects, 584

PrincState, 583

Print() method, 256
PrintDialog control,
315-316

PrintDocument object, 256
Printer object, 256
Printing, 256261, 268-269
namespace, 221
PrintPage

732 Index

event, 256

method, 257
PrintPreviewDial og contral,
316-321

Print-related settings, 315
Private

(keyword), 684

modifier, 697



Private assemblies, 626
files, 51

Private key, 602, 603
PrivateGroup, 597, 599
PrivatePath attribute, 47,
48, 50

privatePath directories, 622
PrivatePermissions, 595
Probing, usage. See
Assemblies

Procedure

calls, 668, 670671
declaration. See External
procedure declaration
variables, 667

Process, 119

control, performing, 262
Process. Start method, 356
Profile 111

Profiling services, 262
PROGID/ProgID. See
Programmatic identifier
Program execution, tracing,
467

Program flow control,
178-187, 214-215
Programmatic functionaity,
348

Programmatic identifier
(PROGID/Progl D),

64, 678

Programmatic popul ating,
434-435

Programming. See Events
concepts. See Advanced
programming concepts
differences, 668—690
languages

usage. See .NET-compliant
programming languages
users. See Third-party
programming language
users

Project Explorer, 127
ProjectAdded event, 103
ProjectRemoved event, 103
ProjectRenamed event, 103
Projects. See Class Library;
Console Application
projects; Startup;
Windows



collection objects, 101
debugging, 116, 536
files, list, 707

name, 707

options, 112-116
Propagation. See NULL
propagation

Properties, 2527, 53, 56,
668, 684—689. See also
Default properties;
Forms; Opacity property;
TopMost property;
Windows forms
addition, 198-200. See also
Classes

contract, 55

grouping, 696

listing, 130

names, 689

changes, 668. See also
Controls

objects, 101

procedures

syntax, 689

usage, 684685
windows, 129-130
Properties methods and
events (PMEs), 339
Property statement, 684,
697

Protected

(keyword), 684

modifier, 697

Proxy class, 510-511
Pseudo-inheritance, 196
Public

(keyword), 684

modifier, 697

Public access, 57

Public Constructor, inclusion,
56

Public key, 602, 603
token, 622

Public members, 57
Public types, 57
enumeration, 57

Publicly declared variables,
530

Python, 38

Q



QFE. See Quick Fix
Engineering
QueryCloseSolution event,
103

Quick Fix Engineering
(QFE), 48, 50, 59, 621
Quick Launch toolbar, 617
Quickinfo, 135

Quotation marks, usage, 360

R

RAD. See Rapid
Application

Devel opment

Index 733

RadioButton control,
365-367

Random number generation,
1240

Random Number
Generator (RNG),

601

RangeValidator, 488

Rapid Application
Development (RAD),

461

Raw finalize method, usage,
76

RC2. See Rivest’s Cipher 2
RC2CryptoServiceProvider,
601

RCW. See Runtime
Callable Wrapper

RDBMS, 436

RDO

applications, 657

code, 651

controls, 657

README file, 369
ReadOnly

attribute, 394

(keyword), 200

Read-only rich text box,
348

Read-only text box, 348,
359

Read-only up-down control,
386

Recessed border, 305
Recordset, 184, 694
Redim (keyword), 191



ReDim statement, 674
Reference

counting, 69

locating, 46

scope boundary, 41

type, 53

usage. SeeWesak references
Reflection, 56-58

API. See Common
Language Runtime

emit service, 52

service, 52
ReflectionPermission,
usage, 57

Registry, 555
dependence, 42

keys, 573

usage, 36, 259
RegistryPermission, 565,
570, 590

Regression testing, 548
REGTOOL, 228
RegularExpressionValidator,
488, 490

Relational data, 414, 440
Relational schema, 428430
Remoting, 262, 439-440,
456. Seedlso

ADO.NET

channels. See HyperText
Transport Protocol
section, 623

Remove method, 208, 373
/removeintchecks option,
545

Renamed event, 103
Repeater, 410, 450-453
control, 478

Report view, 376, 378
Representation, gaining,
82-83
RequestMinimum, 566
RequestOptional, 566
RequestRefuse, 566
Requests, 556
RequiredFieldValidator,
488, 490

Resgen. See Resource
Generator

Resource, 618

assembly, 636



files, 634—638. See also
eXtensible Markup
Language

Resource Generator
(Resgen), 637

Resource X Generator
(Resxgen), 637
Resurrection, 76
Resxgen. See Resource X
Generator

Return

command, 24
(keyword), 193
statement, 668-670, 676
value, data type, 662
values/types, 674

Revert method, 572
RevertAssert, 572
RevertDeny, 572
RevertPermitOnly, 572
RFC 3075, 601
RichTextBox control,
367-369

Right property, 305
Rivest Shamir Adleman
(RSA), 602

Rivest’'s Cipher 2 (RC2),
601

RNG. See Random
Number Generator
RNGCryptoService
Provider, 601
Role-based security, 80, 81,
554, 565, 578-585,

609

checkts, 583-585
permissions, 556

usage, 600

Role-based validation, 579
Role-based verification,
580, 581

Rows property, 316

734 Index

RPC ports, 414

RSA. See Rivest Shamir
Adleman
RSACryptoServiceProvider,
602

Runat clause, 471, 477
Runtime. See Common
Language Runtime



code, 41

errors, 524-525

files. See Setup runtime
files

performance issues, 524
properties, 129, 348
requirement, 9-10
section, 623

Runtime Callable Wrapper
(RCW), 263-264,

679, 681683

S

Satd lite assemblies, 635
Save As Type box, 310, 311
SaveFileDial og contral,
309-311

ScaleM ode property, 663
Schedule, 119

Schema files. See eXtensible
Markup Language

Scheme, 38

Scope, 173, 188, 530
boundary. See Reference
Screen sizefl ocation, 293
Scripting Runtime Library,
239
Scripting.FileSystemObject
object, 239

ScrollBars property, 359
SDK. See Software devel opment
kit

SDL. See Service
Description Language
Secure Hash Algorithm 1
(SHA1), 602

Security, 17-18, 30, 464,
466, 553. See also

Code access security;
Declarative security;
Imperative security;
Role-based security
boundary, 41

checks

completion, 572
overriding, 559,

572-576

concepts, 555-558,
607-608

configuration files,
627-630



FAQs, 611613

features. See Common
Language Runtime

level. See Enterprise;
Machine User
permissions, 51

policy, 80, 83-84, 558,
585-600, 609-610

level, 598

remoting, 600

section, 623

services, 79-84, 88, 262
solutions, 607-610

tools, 603-605, 610
security.config file, 593
security.config.cch file, 593
security.config.old file, 593
SecurityPermission, 581,
590

SECUTIL, 18

SelColor property, 369
Select Case statement,
182-184

Select statement, 178, 482
SelectCommand, 423, 424
Selectedlndex property, 373
Selection. See Multiple
selections

SelectionEvents, 102
SelectionLength property,
360-361

SelectionMode property,
373

SelectionStart property,
360-361

Self-describing applications,
58

Self-describing code, 126
SelFont property, 369
SelFontSize property, 369
SendToBack method, 304
Server. See Multi-terabyte
server;World Wide

Web

applications, 653, 655656
controls. See Active Server
Pages, HyperText

Markup Language

process, 681

Server-side cursor, 695
Service Controller, 119



Service Description
Language (SDL),
509-510

Services, usage. See
Namespaces

Session keys, 602

Set

(keyword), 198
method, 230
statement, 26, 684
argument, 685

usage, 688

Setup files, 41

Setup runtimefiles, 93
SHA1. See Secure Hash

Algorithm 1
Index 735

SHA1CryptoService
Provider, 602
ShadowCopy attribute, 47
Shared assembly files, 51
Shared members, 205-206,
221

Short circuiting, 25

Short data type, 658
Shortcut keys, customization,
135-136

Show method, 289, 306
ShowColor function, 233
ShowDial og method, 288,
308, 323

ShowNetwork property,
322

Side-by-side deployment,
58-59

Side-by-side execution
units, 41

Signcode.exe. See File
Signing tool

Simple data binding,
332-333

Simple delegates, 235
Simple Object Access
Protocol (SOAP),

16-17, 415, 439, 505,
508

usage, 510
SimpleCustomControl, 495,
496

Single dimension arrays,
190, 440



Single domain setting, 39
Single-tier applications, 653,
656

Size

object, 292

property, 292

SizeM ode property, 389
SkipV erification permission
set, 569, 586

SLN filetype, 115
SmallChange property, 390
SmallTalk, 38

sn.exe utility, 618

SOAP. See Simple Object
Access Protocol

Software devel opment kit
(SDK), 45, 636. See

also Framework

Software Publisher
Certificate (SPC), 638
Solution Explorer, 127-129,
487

window, 274
SolutionEvents, 102
SomeSub, 262

Sorting property, 378
Sound files, 635

Source code, 536

Spaghetti code, 461

Span tag, 472

SPC. See Software Publisher
Cetificate

SQL managed provider, 433
SQL namespace, 480

SQL Server, 410, 418
connection, 443

string, 419

managed provider, usage,
435-439, 456

setup, 480

SOQL statement, 422, 425
SqlClient connections, 420
SglCommand, 421, 435
SglConnection, 435, 480
object, 437
SqlDataAdapter, 435
usage, 441

SglDataReader, 435, 439
SglDataSetCommand, 480
SSL, usage, 596

Stack walking, 559-561,



572

StackTrace, 61
Standalone manifest, 44
Standard EXE, 112

Start page, customization,
139-141

StartPosition property, 292
Startup

projects, 129

section, 623

State bag, 133

State management, 466. See
also Enhanced state
managed

Statements, 184, 198
Static modifier, 668, 669,
676

Static reference, 46

Static variables, 25
Status bars, addition. See
Forms

StatusBar control, 328
Step clause, 186

Stored procedures, 421
str (variable), 208
StreamReader, 267
object, 257, 259

Stress testing, 548-549
Strikeout, 311

String, 508, 543-544. See
also Connection;
Filenamefilter string;
Fixed-length strings
buffer, 667

class, 209

handling, 206—209, 216
initialization, 662

object, intrinsic type conversion
method, 273

padding, 667
StringBuilder object, 543
736 Index

Strong name, 562

Strong typed language,
465-466

Strong typing, 173

StrPtr, 667

Structured exception handling,
103

Structures, 176-177, 214

(keyword), 176



usage, 177

Sub New procedure, 682
Sub statement, 697
subOne method, 229

SUO filetype, 115
Switch classes, 540
Symmetric key algorithm,
602

SyncLock, 263264
Syntax-related bugs, 524
System

controls, 117

namespace, 257, 264—2609,
278, 690

derivation, 477

object, 34

services, usage, 6063,
8687

System attribute, 394
System.Array object, 188
System.Collections namespace,
689

System.Diagnostics namespace,
356

System.Drawing
namespace, 253, 268
object, 248-250
System.Drawing.Imaging
namespace, 253
System.Drawing.Printing
namespace, 256, 268
System.Drawing.Printing
.PrintPageEventArgs,

258

System.Exception class, 692
System.IO

class, 220

namespace, 226, 239-241,
245

System.|O.Directory class,
240

System.|O.File, 245
System.| O.StreamReader
class, 246

object, 245
System.|O.StreamWriter
class, 246

object, 245
System.Object, 201,
375-376

System.Security



.Cryptography, 601
System.Security
.Cryptography. X509
certificates, 601
System.Security
.Cryptography.Xml,

601

System. T ext.StringBuil der,
543

System. Threading namespace,
262
System.Web.HttpContext,
487

System.Winforms namespace,
226

T

TabControl control,
397-399

Tables, 334, 336
collection, 430431
TablesCollection object,
694

TabPages property, 397
Tabs

addition/removal, 118
displaying, 118

hiding, 118

renaming, 118

Task list, 123127
filtering, 123

TaskList

views, 124-126
window, 126

TaskList by Priority, 123
TaskListEvents, 102
TCP, 439, 440

port 80, 505

TDS. See TypedDataSet
Template tags, 449, 452
TemplateColumn, 484, 485
Terminate event, 276
Testing. See Beta testing;
Integration testing;
Regression testing;
Stress testing; Unit
testing

FAQs, 552
introduction, 524
phases, 546-549
solutions, 551



strategies, 546-549, 551
Text

boxes, 351. Seealso
Password text box;
Read-only rich text

box; Read-only text

box

files, 243-246

property, 333, 385

Text Editor folder, 135
TextAlign property, 353
TextBox, 472

control, 357-361, 367,
502, 686687
Textexpression, 183
Text-only view, 376, 378
Index 737
Text-with-large-icons view,
376, 378
Text-with-small-icons view,
376, 378
TextWriterTracelistener,
538

Third-party controls, 654
Third-party programming
language users, 37
Third-party vendors, 348
Thread, 262

creation, 263
management, 262
Threading. See Freethreading
ThreeDCheckBoxes property,
375

Throughput, 465

Throw statement, 693
TickFrequency property,
391

TickStyle property, 391
TIF, 253

Timer, 119

Title bar, 305

TLBIMP, 418
TLBIMP.EXE, 651
TODO, 124, 127
Toggle-style buttons, 330
Token, 124. See also
Comment tokens;

Public key

property, 585

setup. See Custom token
ToOADate function, 27



ToOADate method, 659
Tool windows, 122
Toolbars. See Floating toolbar;
Forms

addition, 136-137. See also
Forms

commands, addition, 137
customization, 136-137
Toolboxes, 116-120

Tools. See Security
Top-most forms

creation, 287

displaying, 289

TopMost property, 275, 289
Trace

class, 538, 539

Trace Listeners, 538, 540
Traces, 538-540

addition, 525

TraceSwitch, 540

Trace Writelinelf method,
539

TrackBar control, 389-391
Transitions, 542

TreeView control, 369-371
TripleDESCryptoService
Provider, 602
TrueTypefont, 663. See also
Non-TrueType font

Trusted code, 572

Try

block, 211, 691, 692
(keyword), 211

Try/catch

e, 60

statement, 61
Try...Catch...Finally block,
103, 533
Try...Catch...Finaly syntax,
691

Type, 65

boundary, 41

casting, 271-273
(keyword), 176

libraries, 259

metadata, 618

safety, 1820, 30, 68, 558,
654

Type Library Importer, 680
Type Mismatch, 270
Typed language. See Strong



typed language
TypedDataSet (TDS), 412,
436439

usage, 437439, 441446
TypeLibConverter class, 680
Types, 53-55

exportation, 51

U

UBound function, 189
UDDI. See Universal
Description Discovery
Integration

UDT. See User-Defined
Types

UlPermission, 559, 560,
573, 575576

UNC names/path, 591
Underling, 311
Underscores, 173
UNDONE, 127

Unit testing, 547
Universal Description
Discovery Integration
(UDDI), 512

UnLoad trigger, 475
Unmanaged assembly code,
55-56

Unmanaged code, 36, 55
contrast. See Managed
code

references, 668
Unmanaged COM interop,
79

Unmanaged libraries, references,
677—-683

Unrestricted matches, 583
UPDATE statement, 421
UpdateCommand, 423
Up-down control, 385-387.
See also Read-only
up-down control

738 Index

Upgrade

error, 667

settings, 707

time, 707

tool, usage, 703-707
Wizard, usage, 655, 688,
702—707

UPGRADE _ISSUE, 687,



706

UPGRADE NOTE, 707
UPGRADE _TODO, 706
UPGRADE _WARNING,
707

URL AuthorizationM odul e,
466

URN, 62

Usel atestBuildVersion, 48
User. See Concurrent users
controls, 493

files, 627

interface, 130, 464
capabilities, 399, 403

notes, addition, 123
security level, 563, 586
User-created controls, 654
User-defined customizations,
100

User-defined data type, 666
User-Defined Types (UDT),
660, 661

User-interface layer, 655
User-interface object, 137
Utilities. SeeWorld Wide
Web services

class, creation, 221
programs, 656

V

Validation controls, 476,
488-489

usage, 489492
ValidationSummary, 488
control, 492

Value property, 390
Variable lengths, 25-26
Variablelower bounds, 23
Variable names, 530
Variables, 25-27, 173-175,
214, 667. See also
Boolean variables;

Global variables;

Publicly declared
variables; Static variables
early binding, 648-650
pointers, 194

Variant data type, 23, 648,
657

Variants, 657658
VarPtr, 667



VB. SeeVisua Basic
VBG. See Visual Basic
Group

VB.NET. See Visual Basic
.NET

editions, 92-93, 142
installation/configuration
FAQs, 143

introduction, 92
solutions, 142-143
VBProjectEvents, 103
VBScript, 7, 465
VCProjectEvents, 103
Verification. See Role-based
verification

process, 71

Version

boundary, 41

policy, checking, 4749
/version option, 545
Versioning, 463. See also
Assemblies

support, 59

VES. See Virtual Execution
System

View property, 378
Virtual Execution System
(VES), 66, 79, 262
VisitedLinkColor property,
354, 356

Visual Basic Group (VBG),
115

Visual Basic .NET
(VB.NET), 34, 37,

676

data access changes,
693-696

FAQs, 31-32

features, 1

functionality, 3

I DE debugging tools, 529
introduction, 2-3

items, removal, 24-25
solutions, 28-32

Visua Basic (VB), 654
6.0 ActiveX DLLs, 348
applications, upgrading
considerations, 648-653
FAQs, 712

introduction, 648
solutions, 709712



class, 237

code, 9, 425, 473-476
coders, 46

compiler, 436
architecture, 21
Developer, 111

file management, 2122
forms, conversion. See
Windows forms
history, 13

IDE, 525

programming tasks, 225
runtime, 261

version 6.0, 440, 663
Index 739

changes, 23-27, 31
interfaces, upgrading,
699-703

Visual C++, 105
environment, 100
version 6.0, 135

Visua C++ 6.0 component,
655

Visual Interdev, 93
Visual Studio IDE, 436
Visual Studio .NET
(VS.NET), 55, 417,

462

code editor, 132
command window, 110
editions, 92-93
extensibility model, 656
installation, 93-100,
142-143. See also
Windows 2000

VPD, 14

.VSDISCO file, 510
VS.NET. See Visud Studio
.NET

W

W3C guidelines, 433
Watches, 525, 529-530
Weak references, usage,
7778

WebBrowser control, 663
WebClasses, 14, 112
applications, 654
Web.config, 487
WebControl, 495
WebForm



control, 446

DataGrid, 444

WebM ethod attribute, 506
Web-style links, 354
Where clause, 428
Whileloops, 178, 184-186
While...Wend syntax, 184
Widening, 19

Width property, 291, 482
Win forms, 119

Win32 native applications,
debugging, 656
Win32API, 36

Window

configuration abjects, 101
layout, 111-112

style, 130

types, 122
WindowEvents, 102
Windows. See Child;
Document windows;

Tool windows

API. See Graphics Design
Interface

data types, 661662
arrangement, 123
authentication, 580
components

creation, 399-403. See
also Custom Windows
update, 94

Control projects, 116
controls, creation. See
Custom Windows
Windows 2000
Component services, 420
domain, 557

environment, 556, 557
operating system, 100
servers, 602

Service Pack 2, 93

Visual Studio .NET,
installation, 99-100
Windows CE, 6, 63
Windows Form Designer,
222

Windows Forms, 475
ActiveX Control
Importer, usage,
338-339, 343-344
applications, 354



Class Viewer, usage, 338
components/controls, 347
FAQs, 408

solutions, 407-408
contrast. SeeWorld Wide
Web forms

controls, 117

creation, 287—289

FAQs, 344-345
introduction, 270
solutions, 340-344
framework, 306, 324, 332
implementation, 440
Labd, 351

manipulation, 275-294,
340-341

methods, 276287
properties, 275276
support, 663

usage. See Distributed
applications

VB forms, conversion,
662—665

Windows Installer, 631632
version 2.0, 93

Windows NT
environment, 557

version 4.0, 93
Windows-based applications,
226, 270
WindowsDefaultL ocation,
292

Windowsl dentity

object, 579, 580, 582
token, 582

Windowsl mpersonation
Context

instance, 582

740 Index

object, 582
WindowsPrincipal,
579-581, 583
WindowsPrincipal .| dentity
IsAuthenticated, 584
WindowsPrincipal .| dentity.
Name, 584

WindowState property, 321
WinMain, 41

WithEvents (keyword), 475
Wizard_Machine Poalicy,
593-594



Wizards, 109

usage. See Add-ins

Word completion, 134
WordWrap property, 359
World Wide Web (WWW
Il Web)

classes, 654

extensions client. See
FrontPage 2000

page loads, 488

servers, 13, 632

site, 573, 633

World Wide Web (WWW
/I Web) applications,
13-17, 30, 410
development, 459

FAQs, 521-522
introduction, 460
overview, 13-14
solutions, 519-520

World Wide Web (WWW
I Web) forms,

14-15, 119, 133134,
461-467, 511-513,

519

classic ASP, contrast,
465-467

control, 450, 471
addition, 467-492,
519-520

creation, 492-504. See
also Custom Web

form controls

example, 493-497
counterpart, 440

creation, 462-464
deployment, 476
performance, improvement,
465

simplicity, 465

usage, 654. See also Active
Server Pages

Windows forms

contrast, 464-465
controls, contrast, 476
World Wide Web (WWW
Il Web) services,

15-17, 460, 466,
504-513, 520

consuming, 511-513
developing, 505-509



function, explanation, 505
usage, 432, 440

utilities, 509-511
Wrapper classes, 263, 660.
See also Component
Object Mode

Callable Wrapper;
Managed wrapper

classes

WriteXML method, 433

X

x86 machine, 63

XCOPY, 630

XDR. See eXtensible

Markup Language

Data Reduced

XML. See eXtensible

Markup Language

XMLDataReader, 421

XMLNavigator object, 412

XOR operator, 666

XPath, 412

XSD. See eXtensible

Markup Language

Schema Definition

XSL. SeeeXtensible

Stylesheet Language
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Microsoft
Nortel
Oracle

Only Global Knowledge offers so much content

in so many formats—Classroom, Virtual Classroom,
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